Office of Research and Development

Field Conference Call Notes

Monday, August 18, 2014
1. Welcome and Updates on Research – Holly H. Birdsall, M.D., Ph.D.
2. Communications Update – Stephen Herring, MA
The Summer 2014 issue of the VA Research Quarterly Update can be found at http://www.research.va.gov/pubs/varqu/default.cfm .  Please share.
The VA Research & Development Facebook page can be found at https://www.facebook.com/varesearch . Please “like” and share.

3. National Data Systems (NDS) – Marisue Cody, PhD
ORD has directed that reviews for requests for access to real Social Security Number (SSN) data managed by National Data Systems (NDS) be transferred from ORD to VIReC.  

Research requests for NDS data containing Real SSNs, submitted through the Data Access Request Tracker (DART), will be reviewed by VIReC.  In order to reduce delays in approvals due to missing information, a new form, the Real SSN Access Request, will be required in addition to current NDS requirements, for submissions after August 8th.  The new form requires review and signature by the IRB Chair and facility Privacy Officer.  The new form will be available on the VHA Data Portal (http://vaww.vhadataportal.med.va.gov/DataAccess/DARTRequestProcess.aspx) on August 18, 2014, and may be submitted through DART.  

Incomplete requests currently in process by ORD that remain unresolved on September 1, 2014 will be transferred to VIReC for follow-up.

VIReC is endeavoring to make this transition as smooth as possible. With implementation of the new review process, researchers will benefit from fewer approval delays caused by insufficient documentation of justification for use of real SSN data and have a clearer understanding of review criteria.  

Questions should be directed to VIReC (virec@va.gov). 



4. Gaining access to assets of the Air Force Health Study (“Ranch Hand”) should contact the Institute of Medicine - Robert Jaeger, PhD
VA investigators who may be interested in gaining access to the assets of the Air Force Health Study (“Ranch Hand”) should contact the Institute of Medicine.

Even though they are no longer funding pilot studies, they are allowing researchers to submit proposals that would involve analysis of the assets.  There are both biological specimens and electronic health record data.  The link containing information is at:

http://www.iom.edu/Activities/Veterans/AirForceHealthStudyResearchAssets.aspx
5. Ban on foreign e-mail traffic to selected countries - James L. Breeling, M.D.
Department of Homeland Security has instituted a ban on foreign e-mail traffic to selected countries. See attached memo from the OIT Network Security Operations Center. Also memo from OIT Field Security Service. 

ORD staff with business reasons to e-mail collaborators and others in selected countries should report their need to un-block the specific address to the National Service Desk using the mail address NSD.VPNSecurity@va.gov
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6.
Service Updates:

· RR&D Update – Patricia A. Dorn, PhD.
In Honor of Dudley Childress, PhD
[image: image3.jpg]



Dr. Childress was a pioneer in the field of Rehabilitation Engineering. He passed away August 6, 2014. Dr. Childress was an RR&D Senior Research Career Scientist at the VA Chicago Health Care System and a Recipient of the Paul B. Magnuson Award in 2002. For more details about the life and accomplishments of Dr. Childress, please follow the link - http://www.mccormick.northwestern.edu/news/articles/2014/08/dudley-childress-rehabilitation-engineering-pioneer-passes-away.html
Summer 2014 Review Update:

Scientific merit review meetings were held August 1-8. Scores were released in eRA on August 13, RCS applicants received their scores by email.  Summary statements will be released on September 9 with intent-to-fund decisions by late September.  Notification of review results and a courtesy copy of summary statements will be emailed to the ACOS and AO following intent-to-fund decisions.

Timeline for Fall 2014 SPiRE Submission: 

The SPiRE RFA is posted on the ORD Intranet at

http://vaww.research.va.gov/funding/electronic-submission.cfm.  

The LOI and waiver request submission deadline was August 1 for the September application submission.  An email communication with a list of LOIs received was sent to the ACOS/R&D and AO.  That communication serves in lieu of a letter.  If any issue(s) arise with the LOI, a Scientific Program Manager (SPM) will contact the station to attempt to resolve the issue(s).  If the issue(s) cannot be resolved, then the LOI will be disapproved and an email to that effect will be sent. Contact to the station will be made no later than August 22.  Decisions on waiver requests will also be made by August 22.

The application verification deadline is September 15, making the last possible submission date September 10.   

Paul B. Magnuson Award:
Nominations are being accepted through September 2.  Please refer to VHA Handbook 1203.06 and the instructions for compiling and submitting a nomination packet available on the RR&D website at http://www.rehab.research.va.gov/award/magnuson.html.

· HSR&D Update – David Atkins, M.D., MPH
SMRB Update:

Current Merit Review Cycle – Summer 2014 
HSR&D’s Scientific Merit Review Board (SMRB) meeting will take place on 
August 26-28, 2014 in Arlington, VA.  The Career Development Award (CDA) review panel will also meet in Arlington, VA on August 26-27, 2014. 
A total of 159 applications will be reviewed in the SMRB meetings. This includes 6 SDR proposals (for the new RFA on Dual System Users), 5 NRI proposals, 50 Pilot Project proposals, and 98 IIR proposals. A total of 32 applications will be reviewed in the CDA review panel. Reviewer assignments to applications have been made, and applications are currently under committee review. Scores are expected to be released the week following the completion of the SMRB and CDA meeting.
For questions regarding the Summer 2014 HSR&D SMRB process, please contact Scientific Merit Review Program staff at vhacoscirev@va.gov. Questions concerning electronic submission (eRA/Grants.gov) should be directed to the eRA mailbox in Outlook at rd-era@va.gov.

Next Merit Review Cycle – winter 2015:

HSR&D will be posting updated RFAs in early September for the winter 2015 Merit Review Cycle. The HSR&D ITS in ART will open October 1st with a deadline of November 1st. The first day to submit full applications to Grants.gov is November 15th with the last possible submission date for applications on December 11th.
The Gulf War Health Services RFA will be reissued  early this fall with applications due before the end of the year.  Previously reviewed applications can be resubmitted twice.

A Service Directed Research solicitation will be released this fall with applications due with the Winter proposal cycle. The focus of the solicitation is examining long-term opiod use in patients with cancer pain and impact of new informed consent procedures for opiod prescribing. 

New HSR&D Service Awards:

HSRD will be initiating three annual service awards in 2014 – details will be available shortly on our web-site.  The awards will recognize best research paper, best collaborative team contribution, and significant impact of research on VHA care.   Medical centers will be limited to nominating no more than one individual in each category per year. 
CIDER Updates:
Women’s Health Services Research Conference 
HSR&D held a Women’s Health conference titled: Enhancing Partnerships for Research and Care for Women Veterans.  
The conference was held July 31-August 1st in Washington and featured talks by 
Interim USH Carolyn Clancy, MD, Chief Consultant, Women’s Health Services, 
Patricia Hayes, PhD, and our own CRADO.  Over one hundred fifty researchers, policymakers, and clinicians from across VA and the DOD participated in the conference and topics of the scientific presentations ranged from military sexual trauma to unemployment and homelessness among women veterans.  The aim of the conference was to increase partnership, between our researchers, researchers and operations, as well as partnerships with academia and other federal agencies.   VA’s Office of Public Affairs provided some nice video coverage about the conference on Vantage Point that can be found here: 
http://www.blogs.va.gov/VAntage/15092/conference-looks-to-advance-womens-health-research-within-va/
In addition, select conference presentations and audio will be posted to the HSR&D web in the coming weeks.   
Publications:
Health Equity Supplement 
A newly published American Journal of Public Health (AJHP) Health Equity Supplement (published as open access) includes eight editorials, three briefs, and ten original articles that highlight health disparities research – conducted within the VA and with Veterans – and VA's commitment to continuous improvement in the delivery of quality healthcare for all Veterans.
Reference: American Journal of Public Health (AJPH) Health Equity Supplement. August 6, 2014.
Emerging Evidence: Improving Access to Comprehensive Healthcare for Veterans
HSR&D periodically publishes Emerging Evidence – a single-topic review culled from HSR&D Study Final Reports – to inform policymakers of the development of an evidence base on discrete clinical topics.  Today, improving Veterans access to comprehensive healthcare is VA’s number one priority. 
 
HSR&D investigators conduct long- and short-term research projects on a wide variety of issues related to healthcare access. This issue of Emerging Evidence summarizes recently completed studies whose findings will help VA improve access to healthcare for Veterans.

FORUM - Summer issue

The topic of the summer issue of FORUM, the HSR&D newsletter, is Care Coordination and PACT. The issue features 4 research articles that address opportunities for improved CC; CC when referring patients to subspecialty care—can EHR help; facilitating care transitions among patients with substance abuse; and CC and transitions in heart failure care. The issue is now published on the web and print copies will be distributed over the next couple of weeks. 

HSR&D in the Literature:

Blosnich J, Dichter M, Cerulli C, Batten S, Bossarte R. Disparities in Adverse Childhood Experiences among Individuals with a History of Military Service. JAMA Psychiatry July 23, 2014; e-pub ahead of print.
Finley E, Pugh M, Bollinger M, et al. A National Cohort Study of the Association between the Polytrauma Clinical Triad and Suicide-Related Behavior among US Veterans Who Served in Iraq and Afghanistan.  American Journal of Public Health. 
July 17, 2014;e-pub ahead of print.

Cyber seminars:
Upcoming seminars include:
9/4/14

1pm

The DSM-5 approach to evaluating traumatic brain injury
9/4/14

3pm

The VA Informatics and Computing Infrastructure (VINCI):
All things VINCI
9/9/14

1pm

Quality Improvement Methods to Improve Research and a
new web site to access them (QUERI)
9/10/14
1pm

What is Grounded Theory, Anyway? 

9/17/14
12pm

Assessment of PACT Structure and Organization using
Social Network Analysis

9/23/14
1pm

Developing a Stakeholder Council to Improve Research
Impact (QUERI)

9/24/14
2pm

Equity—topic to be determined-Office of Health Equity 

9/30/14
2pm

TBI and PTSD in the Post 9/11 Era: From Research to
Practice

Check other topics and Archives here: http://www.hsrd.research.va.gov/cyberseminars/default.cfm 
QUERI Program Updates:
· QUERI National Evaluation: ICF International met with QUERI leadership to review the QUERI Evaluation results. Based on interviews of over 100 VA and non-VA leaders, researchers, and providers, the evaluation provides insight into QUERI’s impact, experiences with VA and non-VA stakeholders, and makes specific recommendations for future directions. QUERI leadership will be meeting with VHA leadership to present the evaluation results and develop an updated strategic plan. Emerging themes from the evaluation include:
· Response: Studies involving frontline providers implementing EBPs using QI or implementation methods, based on bi-directional partnerships with VHA regional and/or national leaders

· Impact: Benchmarking QUERI activities to changes in standard quality/outcomes metrics and improving communication strategies of program impacts to operational partners

· Science: Implementation and quality improvement learning opportunities for QUERI investigators, collaborations across QUERIs and non-VA organizations
· QUERI Service-directed Project (SDP; 3-year, $1.1 million max) and Rapid Response Project (RRP- 1-year, $100,000 max) Spring 2014 cycle:  5 SDPs were submitted and 2 funded or conditionally funded.  Ten RRPs were funded or conditionally funded out of 25 submitted. 
· QUERI SDPs require a concept paper review three months prior to the due date (next due date is 10/15/14), for instructions please visit: http://www.queri.research.va.gov/partnered_research.cfm
· Improving the QUERI grant review process: QUERI is working to make the research review process more efficient and aligned with operational partner goals. 
· Currently, QUERI funding decisions are made within 8 weeks of the proposal submission due date. In addition, the Service-Directed Project (SDP) panel in June to further refine the SDP RFA, including instructions for writing implementation proposals: e.g., 1) greater clarity in study design and description of implementation strategy used to promote the uptake of effective clinical practices, 2) describing involvement of operational partners from the beginning, 
3) stronger justification for why a particular treatment or practice is ready for implementation. 
· BLR&D and CSR&D Update – William J. Goldberg, PhD 
Update on the Fall 2014 BLR&D and CSR&D Review Cycle
1st day to submit: 
August 13, 2014

Last day to submit:
September 10, 2014

Guidance Distributed by broadcast e-mail on 8/15/14 at 3:55 pm

All questions/inquiries concerning electronic submission of applications should be address to the eRA mailbox in Outlook (rd-era@va.gov).  Please provide the specifics of your question (i.e., investigator name, application number, etc.) so that we can provide an accurate and timely response.

Our final guidance for the FALL 2014 BLR&D/CSR&D Review Cycle is provided below; much of this is a repeat of the guidance previously distributed.

New Guidance:
BLR&D is working diligently to ensure that funded research projects are closely aligned with the VA mission to improve Veterans’ healthcare.  Please inform all of your investigators that when BLR&D funding decisions are being made, priority will be given to applications that directly study disorders and diseases of importance to the health of Veterans.

In addition, “New” applications that do not involve the use of biological samples from Veterans or that do not involve model systems to directly study diseases and conditions affecting Veterans may not be accepted for review.
Applications that were not accepted for review in the Spring 2014 cycle will not count towards the “3-strikes” rule that allows submission of an -01, -01A1 and -01A2 application.  This means if a “New” application was not accepted, a “New” application must be submitted.  If it was a “Resubmission”, a “Resubmission” must be submitted. The application package used for the Spring 2014 cycle can be “re-used” for the Fall 2014 cycle (see below).
Previous Guidance:
As previously indicated in our broadcast e-mails to the ACOS and AO communities on 8/1/14, all application packages for the BLR&D/CSR&D Fall 2014 Review Cycle are currently available from Grants.gov.  There will be no new RFAs issued for the Fall 2014 cycle.

As in previous years, BLR&D and CSR&D re-use the RFA numbers from the Spring 2014 cycle (i.e. the RFA documents have not been revised).

Applicants who are revising/resubmitting an application submitted for the Spring 2014 review cycle may re-use the existing application package.  Please be aware that if you do so, the open and close dates indicated in the application will still reflect the Spring 2014 cycle; this will not cause any submission problems.  

All other applicants should download a new Fall 2014 application package, which will provide the following features:

1) The budget component will automatically transfer data to each successive Next Budget period (NEW FEATURE)
2) The open and close dates will reflect the Fall 2014 submission deadline rather than the dates from the Spring 2014 cycle

Several reminders:
1) All font, margin, and line spacing requirements will be strictly enforced in all page-limited sections of the application (this includes the Literature Cited)

2) All page limits will be strictly enforced (this includes the Literature Cited)

3) Applications containing URLs or hyperlinks in the Abstract, Narrative (relevance), Response the Previous Review, Specific Aims, or Research Plan will not be accepted for review, as this will be viewed as exceeding the stated page limits.

4) The Literature Cited section must contain full citations as indicated in the RFAs and VA SF424 Application Guide. Applications that contain formatting errors in the Literature Cited (font, margins, or line spacing), that do not use full literature citations, or that exceed the 4-page limit will not be accepted for review.
5) Please check Box 4a (Federal Identifier) carefully prior to submitting an application to make sure that the number is (a) the correct number for an applicant who may have several application numbers and (b) is not the number belonging to another investigator.  If we cannot manually correct these errors, the application will not be accepted for review.
The following instructions will be in force for the Fall 2014 BLR&D/CSR&D review cycle:

1) The following instructions on References Cited from the VA SF424 Application Guide is correct:

9. Bibliography & References Cited (Required Field; 4-Page Limit)
Provide a bibliography of any references cited in the Project Narrative. Each reference must include the names of all authors (in the same sequence in which they appear in the publication), the article and journal title, book title, volume number, page numbers, and year of publication. Include only bibliographic citations. Applicants should be especially careful to follow scholarly practices in providing citations for source materials relied upon when preparing any section of the application. To attach a document for Bibliography and References Cited, click Add Attachment.
Unless otherwise noted in an FOA/RFA, this section is required for submissions to VA-ORD. This section should include all references cited in the Research Plan attachment. The reference should be limited to relevant and current literature; it is important to be concise and to select only those literature references pertinent to the proposed research. Applications which exceed the 4-page limitation will not be accepted for review. 
For references with more than 8 authors, you may use “et al” after the 8th author has been listed. Applications that do not include full references (i.e., title, authors, etc., as indicated above) will not be accepted for review. 

Internet website addresses (URLs), either active hyperlinks or plain text, are not allowed in the Bibliography & References Cited section. An example of how one would cite a web-based resource such as CDC is provided below:
Centers for Disease Control and Prevention, National Centers for Injury Prevention and Control. Web-based Injury Statistics Query and Reporting System (WISQARS) [online]. (2005) {cited Year Month (abbreviated) Day}    

2) The following guidance on Progress Reports from the BLR&D and CSR&D RFAs is correct:

A Progress Report must be provided for all renewal applications. A progress report may also be required for applicants with other ongoing Merit Review Awards or Merit Review Awards that were recently completed.

Do not mark an application as “New” to avoid the need to submit a progress report.
Provide the beginning and ending dates for the period of previous funding. Summarize the previous application’s specific aims and the importance of the findings. Provide a succinct account of published and unpublished results, indicating progress toward their achievement. Discuss any changes in the specific aims as a result of budget reductions. 
Provide a list of titles and complete citations for all publications, manuscripts accepted for publication, and patents that directly resulted from the project since it was last funded; all other publications should be included in the Biosketch. 
For publicly available citations, URLs or PMC submission identification numbers may accompany the full reference. Note: copies of these publications are no longer accepted as appendix material. 

Do not include unpublished theses, meeting abstracts, or manuscripts submitted but not yet accepted for publication.
Please be sure to follow the directions contained in the RFA’s issued by BLR&D and CSR&D for downloading application packages:

1. Request Application Information 

Applicants must download the specific SF424 (R&R) application forms for this RFA through Grants.gov/Apply. Click on the link to “Download a Grant Application Package” (Step 1) and then enter the RFA number from page 1 of this announcement in the middle box labeled “Funding Opportunity Number.” VA-ORD RFA Numbers cannot be found by using the Grants.gov search engine (Find Grant Opportunities).
Note: Only the forms package directly attached to a specific RFA can be used to respond to that RFA. You will not be able to use any other SF424 (R&R) forms (e.g., sample forms, forms from another RFA), although some of the "Attachment" files may be useable for more than one RFA.

These instructions are also in the VA SF424 Application Guide:

2.4.3    Finding an application package in Grants.gov for a VA-ORD Funding Opportunity Announcement (FOA/RFA) 
VA‑ORD FOAs are not searchable through the “Find Grant Opportunities” feature on Grants.gov, nor will they be published in the NIH Guide for Grants and Contracts or the Federal Register.  Instead, the list and full text (and number) for all VA-ORD RFAs for electronic submission of research applications will only be available on the VA-ORD intranet site. 
You Must Use The “Apply for Grants” (Apply) Feature
Using the RFA number retrieved from the VA-ORD intranet go to the Grants.gov home page and select “Apply for Grants” in the red box on the left-hand side of the screen.   Alternatively, you may go directly to Apply for Grants at http://www.grants.gov/applicants/apply_for_grants.jsp. 

Other Updates

BLR&D and CSR&D received 94 applications requesting acceptance into the Intramural Research Program for Non-Clinician Scientists (eligibility).  22 of these were selected for approval and approval/disapproval notifications have been sent to the local VA R&D Offices.[image: image4.bmp]
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VA-NSOC Situational Awareness Report SAR S-14-016 
July 1, 2014 


 
 
Title:  
Top Level Domain (TLD) Country Code Blocking 
 
Overview:  
Many countries have been reported as the origins of heightened amounts of malicious activity and have 
displayed aggressive actions in the areas of network exploitation. In order to provide a more robust 
deterrent and further secure our enterprise, the decision was made to implement country code blocking to 
expand the protections we have in place. 
 
These blocks began to go into effect on June 13, 2014 per a VA Memorandum dated May 28, 2014. 
 
Details:  
Top Level Domains, or TLDs, are the last part of an internet address or URL after the last "dot". Common 
TLDs include [.]com, [.]org, [.]mil or [.]gov. Country Codes are TLDs that indicate websites found within a 
particular country or region. It is possible to block traffic to URL's with TLD Country Codes that are 
deemed to present a risk to the VA enterprise.  
 
At this time, this change will only impact outbound URL traffic from the VA. This project was implemented 
in three weekly phases between June 13, 2014 and June 25, 2014. During the first week, 12 country 
codes were blocked; 16 additional countries were blocked during the second week. The third 
implementation blocked another 15 country codes, for a total of 43 blocked top level domain codes. 
Following is a list of the blocked TLD codes.  
 
Code Country 
[.]am Armenia 
[.]ar Argentina 
[.]bg Bulgaria 
[.]br Brazil 
[.]by Belarus 
[.]cl Chile 
[.]cm Cameroon 
[.]cn China 
[.]co Colombia 
[.]cw Curacao 
[.]de Germany 
[.]dz Algeria 
[.]fr France 
[.]hk Hong Kong 


[.]in India 
[.]ir Iran 
[.]jo Jordan 
[.]jp Japan 
[.]kh Cambodia 
[.]kp North Korea 
[.]kr Korea Republic Of 
[.]ky Cayman Islands 
[.]kz Kazakhstan 
[.]lv Latvia 
[.]md Moldova  
[.]mu Mauritius 
[.]ng Nigeria 
[.]nl Netherlands 
[.]pk Pakistan 


[.]pl Poland 
[.]ro Romania 
[.]rs Serbia 
[.]ru Russian Federation 
[.]sk Slovakia 
[.]su Russian Federation 
[.]sv El Salvador 
[.]sy Syria 
[.]th Thailand 
[.]tt Trinidad And Tobago 
[.]tw Taiwan ROC 
[.]ua Ukraine 
[.]ug Uganda 
[.]vn Vietnam 



https://esm.vansoc.va.gov/Documents/Blocking%20Top%20Level%20Domain%20Memo.pdf





When users navigate to a blocked site, a message will appear in their browsers explaining that they have 
requested a site which has been blacklisted.  
 


 
 
 
 
If access to a URL with a blocked TLD Country Code is required, a request for a waiver for the specific 
URL may be submitted for approval. Upon review, the sites may or may not be approved depending on 
the risk to the VA's security posture.  
 
Note: Exceptions have already been made to accommodate shortened URLs used by the VA for 
legitimate business needs.  
 
 
Recommendations: 
The NSOC's END team recommends awareness of this issue. For full details on this directive, please visit 
the Blocking Top Level Domain (TLD) Country Codes page and the VA Memorandum dated May 28, 
2014 located on the TAAP.  
 
If a waiver is required, access requests should be sent to the VA Network Security Operations Center at 
vansoc@va.gov.  
 
Please use the Web Access Request Form and include a business justification. Only email that originates 
from a valid VA email address will be processed. If the requester does not have a valid VA email address, 
their Information Security Officer will need to submit a request on their behalf. 
 
References: 
https://esm.vansoc.va.gov/Pages/Blocking-of-TLD-Country-Codes.aspx 
https://esm.vansoc.va.gov/Documents/Blocking%20Top%20Level%20Domain%20Memo.pdf 
 
 
 
NOTE: This document should not be distributed to individuals beyond the VA and VA contractual support 
communities without express permission. Questions regarding this document or requests for permission 
to redistribute should be directed to VA-NSOC at: 
 
Department of Veterans Affairs 
VA-NSOC 
1-800-877-4328 



https://esm.vansoc.va.gov/Pages/Blocking-of-TLD-Country-Codes.aspx

https://esm.vansoc.va.gov/Documents/Blocking%20Top%20Level%20Domain%20Memo.pdf

https://esm.vansoc.va.gov/Documents/Blocking%20Top%20Level%20Domain%20Memo.pdf
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vansoc@va.gov 
 
Anyone outside VA communities may contact the Forum of Incident Response and Security Teams 
(FIRST) for assistance or to report a security incident. A list of FIRST member organizations and 
constituencies may be accessed through HYPERLINK http://www.first.org or by sending e-mail with an 
empty subject line and "send first contacts" in the text to docserver@first.org. 
  
This message may contain information that is confidential and/or protected by law. If it has been 
sent to you in error, please reply immediately to advise the sender of the error and then destroy 
this message, any copies of this message and any printout of this message.  If you are not the 
intended recipient of the message, any unauthorized dissemination, distribution or copying of the 
material in this message, and any attachments to the message, is strictly forbidden. 
 
 



mailto:vansoc@va.gov

http://www.first.org/

mailto:docserver@first.org
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Bulletin 
April 23, 2014 
FSS No. 178 


Blocking Remote Access from 
Foreign Countries 


OVERVIEW & PURPOSE
On January 15, 2014, the Deputy Assistant Secretary for Information Security, Office of 
Information and Technology issued guidance on restricting remote access from foreign 
countries that pose significant risk to VA systems and Networks.  This memo prohibits access 
to the VA’s Network except from NATO countries or locations where the VA has an 
operations presence.  Implementation was completed during a recent NSOC maintenance 
window. This was an Office of Inspector General, 2013 Federal Information Management 
Security Act (FISMA) recommendation for VA to restrict remote access from foreign 
countries that pose a significant risk to VA systems and networks. 


GUIDANCE 
The OIS DAS memo dated 2/4/14 prohibits remote users from foreign countries that pose significant risk 
to VA systems or networks.   Implementation currently restricts access from the RESCUE, SMC, One-VA 
VPN and Citrix Remote Access methods.  Customers attempting to access the VA network from any other 
country will simply get a timeout message.  Information Security Officers will need to assist their 
customers with documenting risk-based decisions in the event access is required for legitimate VA 
business purposes.   


Specific ISO responsibilities include: 


• Helping customers with documenting risk-based decisions


• Providing status updates in their weekly reports


• Encouraging users to report technical issues to the National Service Desk:
NSD.VPNSecurity@va.gov


ADDITIONAL INFORMATION 
o VA OIS DAS Memo on Remote Access Jan 15 2014
o NATO Countries and other non-NATO countries with VA Operations


POINTS OF CONTACT: 


Randy Ledsome, Director, Field Security Service – Randy.Ledsome2@va.gov 


Mike Adams, Senior Information Security Analyst, Field Security Service – Michael.Adams@va.gov 



https://vaww.portal2.va.gov/sites/infosecurity/fieldsecurity/Field%20Security%20Home%20Documents/FSS%20Bulletins%20Issued/7424808%20Remote%20Access%20SD%20Memo%20January%2015%202014.pdf

mailto:NSD.VPNSecurity@va.gov

https://vaww.portal2.va.gov/sites/infosecurity/fieldsecurity/Field%20Security%20Home%20Documents/FSS%20Bulletins%20Issued/7424808%20Remote%20Access%20SD%20Memo%20January%2015%202014.pdf
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Authorized list of foreign Countries 
 
NATO Countries 
 
Albania 
Belgium 
Bulgaria 
Canada 
Croatia 
Czech Rep 
Denmark 
Estonia 
France 
Germany 
Greece 
Hungary 
Iceland 
Italy 
Latvia 
Lithuania 
Luxembourg 
Netherlands 
Norway 
Poland 
Portugal 
Romania 
Slovakia 
Slovenia 
Spain 
Turkey 
United Kingdom 
United States 
 
Non-NATO Countries with VA Operations 
South Korea 
Philippines 
America Samoa 
Guam 
Puerto Rico 
Virgin Islands 
 
Modifications to original list: 
Croatia will not be blocked (Not an available option on blocking device) 
British Virgin Islands will be allowed (Added to list as a supplement to U.S. Virgin Islands) 
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