Office of Research and Development

Field Conference Call Notes

Monday, September 15, 2014
1. Welcome and Updates on Research 
Timothy J. O’Leary, M.D., Ph.D.

Holly H. Birdsall, M.D., Ph.D.
2. Communications Update – Stephen Herring, MA
The Summer 2014 issue of the VA Research Quarterly Update can be found at http://www.research.va.gov/pubs/varqu/default.cfm .  Please share.
The VA Research & Development Facebook page can be found at https://www.facebook.com/varesearch . Please “like” and share.

3. Budget Update – Allen Dunlow, NHA
Our current financial position as we enter the last two weeks of the fiscal year was reviewed.  The Research community currently has $159M of unobligated FY14/15 year dollars with a target carryover of only $49M; there is also still $9M of FY13/14 dollars out in the field with a target of “0” by 30 September.  The field was informed that the annual RDIS II memo was out with a suspense of 17 Nov 2014 for all input.  The original pages with original signatures need to be kept at station level for potential audit purposes.  Final documents associated with the RDIS II input should be scanned locally and electronic copies forward to Allen Dunlow per the guidance in the memo.

4. Gaining access to assets of the Air Force Health Study (“Ranch Hand”) should contact the Institute of Medicine - Robert Jaeger, PhD
VA investigators who may be interested in gaining access to the assets of the Air Force Health Study (“Ranch Hand”) should contact the Institute of Medicine.

Even though they are no longer funding pilot studies, they are allowing researchers to submit proposals that would involve analysis of the assets.  There are both biological specimens and electronic health record data.  The link containing information is at:

http://www.iom.edu/Activities/Veterans/AirForceHealthStudyResearchAssets.aspx


5. Ban on foreign e-mail traffic to selected countries - James L. Breeling, M.D.
Department of Homeland Security has instituted a ban on foreign e-mail traffic to selected countries. See attached memo from the OIT Network Security Operations Center. Also memo from OIT Field Security Service. 

ORD staff with business reasons to e-mail collaborators and others in selected countries should report their need to un-block the specific address to the National Service Desk using the mail address NSD.VPNSecurity@va.gov
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6.
Service Updates:

· RR&D Update – Karen L. Siegel, PT, MHA
Merit Review
Summer 2014 Review:
Summary statements were released on this past Tuesday, September 9.  Intent-to-fund decisions will be made by early October.  Notification of review results and a courtesy copy of summary statements will be emailed to the ACOS and AO following intent-to-fund decisions.
Fall 2014 SPiRE Submission: 
The last possible submission date was this past Wednesday, September 10.  84 applications were submitted. The verification deadline in eRA is today, and final administrative review is pending. Applications will undergo an editorial style review. We are scheduled to release scores and summary statements on November 18.

Journal of Rehabilitation Research and Development (JRDD)
Dr Stacie Yuhasz resigned as Editor of JRRD effective August 15th. She will be missed both by RR&D and the journal readership for her dedicated service as editor that contributed to improving the quality of life of Veterans. Her editorship will be recognized in an upcoming issue of JRRD and we wish her well in her future endeavors. 
RR&D is pleased to announce that Dr Shirley Groer will be adding the duties of JRRD Editor to her current RR&D responsibilities of portfolio manager for the Social Reintegration and Mental Health Program. 


Investigator Recognition
RR&D extends their congratulations to two investigators who will be recognized at the 139th Annual Meeting of the American Neurological Association (ANA) October 12-14, 2014 in Baltimore, MD. http://www.aneuroa.org/i4a/pages/index.cfm?pageid=3765 

The Soriano Lecture Award is a prestigious award that includes an honorarium, plaque, and support to attend the ANA Annual Meeting. The 2014 lecture will be presented in a Symposium entitled “Novel concepts in pain generation and treatment” by Stephen Waxman, MD, PhD, Director of the RR&D-funded West Haven Center for Restoration of Nervous System Function.

The Derek Denny-Brown Young Neurological Scholar Award in Clinical Sciences recognizes “early- to mid-career neurologists and neuroscientists who have made outstanding basic and clinical scientific advances toward the prevention, diagnosis, treatment and cure of neurological diseases”. The 2014 award will be presented to Leigh Hochberg, MD, PhD, Co-Director of the RR&D-funded Center for Neurorestoration and Neurotechnology at the Providence VA Medical Center.

· HSR&D Update – David Atkins, M.D., MPH
SMRB Update:

Scores have been released to PIs for applications submitted to the summer 2014 cycle. Summary critiques will be released in eRA Commons the week of September 29th. Final funding decisions will be sent in early October.
HSR&D will be posting updated RFAs in early September for the winter 2015 Merit Review Cycle. The HSR&D ITS in ART will open October 1st with a deadline of November 1st. The first day to submit full applications to Grants.gov is November 15th with the last possible submission date for applications on December 11th.
RFA (HX-14-011) Gulf War Veterans will be reposted on Monday, September 15th. The ITS will be due October 15th by 8:00pm EST, first day to submit to Grants.gov is November 3rd, and the last possible submission date will be December 3rd. Applications should encompass ideas that identify major issues relative to health care delivery for Gulf War Veterans. Qualitative and quantitative studies are encouraged that may lead to interventional studies to  address pressing healthcare issues of Gulf War Veterans and other deployed Veterans that  might  lead to interventional studies to improve Veteran healthcare. 

CIDER Updates:

New HSR&D Awards: 
HSR&D is happy to announce three new awards to recognize the excellence and achievement of VA HSR&D investigators. Awards will be presented annually and the submission deadline for 2014 awards is October 27, 2014. 
HSR&D Best Research Paper of the Year
Health System Impact Award
Outstanding Mentor Award
We look forward to your nominations!  Please contact Carmen Corsetti at carmen.corsetti@va.gov with any questions. 

New Resource available--Quality Improvement Methods Selection Tool: 

A new QI methods selection tool has been posted to the QUERI website.  The tool provides information on some the more widely used QI methods and tools that a researcher may find useful.  The tool is easy to use and will help researchers select methods that may be helpful to different aspects of studies.  Access the tool here:  http://www.queri.research.va.gov/implementation/quality_improvement/tool.cfm
Publication:
Evidence Map of Yoga for High Impact Conditions Affecting Veterans: an Evidence-based Synthesis Program report

Complementary and alternative medicine (CAM) strategies such as yoga are widely available in the private sector, and some Veterans would like access to these strategies through the Veterans Affairs (VA) system.  This ESP report evaluates the existing evidence on yoga for common clinical conditions in Veterans.  http://www.hsrd.research.va.gov/publications/esp/yoga.cfm 

HSR&D in the Literature: 

Byrd J, Maddox T, O’Donnell C, Grunwald G, Bhatt D, Tsai T, Rumsfeld J, and Ho M. Clopidogrel Prescription Filling Delays and Cardiovascular Outcomes in a Pharmacy System Integrating Inpatient and Outpatient Care: Insights from the VA CART Program. American Heart Journal. September 2014;168(3):340-345. 

Wong E, Maciejewski M, Hebert P, et al. Massachusetts Health Reform and Veterans Affairs Health System Enrollment. American Journal of Managed Care. August 2014;20(8):629-36. 

Schopfer D, Takemoto S, Allsup K, Helfrich C, Ho PM, Forman D, and Whooley M. Cardiac Rehabilitation Use among Veterans with Ischemic Heart Disease. (Research Letter) JAMA Internal Medicine. August 18, 2014;e-pub ahead of print. 

Turakhia M, Santangeli P, Winkelmayer W, et al. Increased Mortality Associated with Digoxin in Contemporary Patients with Atrial Fibrillation. Journal of the American College of Cardiology. August 19, 2014;64(7):660-668. 

Special Issue: Anthropology Goes Public in the VA. Annals of Anthropological Practice November 2013;37(2):1–188. Now available online. 

Cyberseminars: 

DATE: 
TITLE:

9/16/2014
IVR-Based Cognitive Behavior Therapy for Chronic Low Back Pain 

9/17/2014
The Effect of Medicaid Expansions on Demand for Care from the Veterans

Health Administration
9/17/2014
Assessment of PACT Structure and Organization using Social Network

Analysis
9/23/2014
Developing a Stakeholder Council to Improve Research Impact

9/24/2014
Partnership in Pursuit of Health Equity: Focus on Minority Veterans

9/30/2014
TBI and PTSD in the Post 9/11 Era: From Research to Practice

Check other topics and Archives here: http://www.hsrd.research.va.gov/cyberseminars/default.cfm
QUERI Program Updates:
QUERI Rapid Implementation Supplements for Operations & Methodological Enhancements (RISOMEs) Due October 1, 2014.
QUERI is encouraging the development of novel, cross-cutting initiatives across Centers, VHA program offices, and/or other entities (e.g., non-VA research networks) designed to inform regional or national-level clinical practice or policies as well as optimal strategies that promote quality improvement (QI). Projects are limited to $75,000 per year for up to 2 years.  The project PI is required to be a full-time VA employee (5/8th). Applications are limited to two pages and should involve cross-Center or partnered efforts (QI or research-see attached guidance) to develop new tools or processes that promote implementation/QI strategies (e.g., organizational or QI assessments, population-based outcomes databases, budget impact assessment tools, etc.), cross-system comparisons, development of frontline provider or practice networks, evaluations of regional or national VHA initiatives, and/or Veteran stakeholder involvement.  Please contact QUERI Program Manager Linda McIvor for more information (Linda.McIvor@va.gov). 

QUERI Supplemental Funding Opportunity for CSP Studies
In coordination with the VA Cooperative Studies Program (CSP), QUERI has developed a supplemental funding program for current or recently completed VA Cooperative Studies to support the design and advancement of “implementation-ready” clinical treatments of proven effectiveness to ultimately reduce the gap between research and clinical practice.  QUERI-CSP supplemental projects are limited to $50,000 per year for up to 2 years and are accepted on a rolling basis. Applications are limited to two pages and should address an implementation or quality improvement question designed to reduce barriers to uptake if the clinical treatment or practice is proven effective. For more information please contact QUERI Program Manager Linda McIvor (Linda.McIvor@va.gov). 

· BLR&D and CSR&D Update – Ronald Przygodzki, M.D.
The submission window for applications to the BLR&D/CSR&D Fall 2014 Merit Review cycle closed on September 10; applications submitted after that date will not be accepted for review. We will begin the administrative checking process this week to assess applications for completeness and adherence to formatting requirements. This cycle is again large, with submission of applications counting as 550 Merit Review Awards, 36 Career Development Awards, and 6 Pilot Project Awards.  In addition, a total of 10 applications have been received for the Gulf War Research program. We hope to have administrative checking completed and applications assigned to appropriate Review Panels by the end of this month.  Please do not submit requests for panel assignment or exclusion of individual reviewers until we notify you that initial panel assignments have been completed; all such requests must be submitted through the local R&D Office, not by the investigator.

We have not received any Career Development Enhancement Award (CDEA) applications. The CDEA award is intended for established clinician and non-clinician investigators who are advanced in their independent research careers with a record of funded, creative, innovative and scientifically significant work and who are interested in acquiring new research skills to further innovate their research programs directed at improving Veteran health care.

Nominees for the CDEA must (1) have completed at least 8 years of Merit Review Award (MRA) funding, (2) have a current MRA from BLR&D or be within 12 months since completing a MRA in which they were the principal investigator; and (3) justify how the new skills or technologies will expand the scope of a current MRA or will significantly contribute to advancing the findings from a current MRA for a future MRA application.  Additional information and requirements may be found under “Guidance for Submitting CADE LOI to BLR&D Service” on the website (this will be released later this month).  LOI due dates are June 1 and Dec 1 of the given year.  An approved LOI will be required to submit an application. 

Announcement of the 2014 Middleton Award and Florida Inventors Hall of Fame Inductee - we are pleased to announce the 2014 Middleton Award recipient.  She is Yvette Taché, Ph.D., from the VA Great Los Angeles Healthcare System for her seminal contributions to our understanding of central nervous system (CNS) control of peripheral autonomic pathways that influence gastrointestinal function.  Her research is focused on clinical disorders of stress-related autonomic dysfunction including posttraumatic stress disorder, and so called “functional disorders” such as irritable bowel syndrome (IBS), diarrhea, constipation, abdominal pain and gastroparesis which are major causes of morbidity in the Veterans, as well as the general population.  Her studies have made fundamental contributions to the understanding of the chemical transmission between CNS neurons and peripheral autonomic pathways and she has been a key leader in the development of the relatively new field of neuro-gastroenterology. Her work has also translated the knowledge of these brain-gut pathways to experimental models of clinical disorders such as IBS and the development of treatment approaches for a number of stress related gastrointestinal functional disorders.

We would like to extend our congratulations to Dr. Shyam Mohapatra, one of our Research Career Scientists at Tampa’s James A. Haley Veteran’s Hospital, and Distinguished Professor at the University of South Florida, who was inducted into the Florida Inventors Hall of Fame. He is acknowledged for developing cell-targeted nanoparticles that can deliver drugs, genes and peptides to regulate immune response to inflammatory diseases. His work has contributed to innovations in nanoscale biomedical diagnostics and treatments for cancers, asthma, viral infections and traumatic brain injury. His peers place him among the ranks of the father of air conditioning and refrigeration, the inventor of Gatorade and Thomas Edison.
MVP Update:

I’d like to provide an update on an important milestone for the Million Veteran Program (MVP). 
As you know MVP was conceived and implemented to promote genomic discoveries and help bring personalized medicine to the forefront of VA health care. To date, MVP has enrolled more than 300,000 Veterans, and genotyping of the first 200,000 Veterans on a customized Affymetrix Axiom Chip is near complete. The program is entering the next phase of making these data available to VA investigators for genomic and epidemiological studies that will inform health care delivery. 
At this time we’re conducting a beta test of the scientific and computing infrastructure. Just as we did when we launched MVP, we’re going to start small with a limited number of investigator groups for the beta test through a competitive peer-review process.  This initial group includes the local site investigator teams at sites that have and are currently enrolling MVP participants, and helped build the database. The RFA and Guidance document were released to this group today and the ACOS/Rs at those sites were copied.
A two-step process will be used with a letter of intent step which will be administered through Fall 2014, and the full proposal submission for the BLR&D Spring 2015 round.

A consortium model is solicited by the RFA with broad collaboration to address key questions related to the genetics of diseases/traits relevant to Veterans. At least 2 VA medical centers should be involved (non-MVP sites can be included). Researchers will initially access preparatory to research, CDW data through the secure VINCI portal. Final datasets including clinical, genomic and self-reported survey data will be accessed through the secure GenISIS portal behind the VA firewall, where researchers will conduct their analysis in the scientific computing environment.  No data will leave the system. (This collaboration between GenISIS and VINCI is a good example of convergence and leveraging of ORD’s resources).
General follow-up questions about this announcement may be sent to Suma Muralidhar at Sumitra.muralidhar@va.gov. 
Research teams responding to the RFA should direct all questions to MVPLOI@va.gov.
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VA-NSOC Situational Awareness Report SAR S-14-016 
July 1, 2014 


 
 
Title:  
Top Level Domain (TLD) Country Code Blocking 
 
Overview:  
Many countries have been reported as the origins of heightened amounts of malicious activity and have 
displayed aggressive actions in the areas of network exploitation. In order to provide a more robust 
deterrent and further secure our enterprise, the decision was made to implement country code blocking to 
expand the protections we have in place. 
 
These blocks began to go into effect on June 13, 2014 per a VA Memorandum dated May 28, 2014. 
 
Details:  
Top Level Domains, or TLDs, are the last part of an internet address or URL after the last "dot". Common 
TLDs include [.]com, [.]org, [.]mil or [.]gov. Country Codes are TLDs that indicate websites found within a 
particular country or region. It is possible to block traffic to URL's with TLD Country Codes that are 
deemed to present a risk to the VA enterprise.  
 
At this time, this change will only impact outbound URL traffic from the VA. This project was implemented 
in three weekly phases between June 13, 2014 and June 25, 2014. During the first week, 12 country 
codes were blocked; 16 additional countries were blocked during the second week. The third 
implementation blocked another 15 country codes, for a total of 43 blocked top level domain codes. 
Following is a list of the blocked TLD codes.  
 
Code Country 
[.]am Armenia 
[.]ar Argentina 
[.]bg Bulgaria 
[.]br Brazil 
[.]by Belarus 
[.]cl Chile 
[.]cm Cameroon 
[.]cn China 
[.]co Colombia 
[.]cw Curacao 
[.]de Germany 
[.]dz Algeria 
[.]fr France 
[.]hk Hong Kong 


[.]in India 
[.]ir Iran 
[.]jo Jordan 
[.]jp Japan 
[.]kh Cambodia 
[.]kp North Korea 
[.]kr Korea Republic Of 
[.]ky Cayman Islands 
[.]kz Kazakhstan 
[.]lv Latvia 
[.]md Moldova  
[.]mu Mauritius 
[.]ng Nigeria 
[.]nl Netherlands 
[.]pk Pakistan 


[.]pl Poland 
[.]ro Romania 
[.]rs Serbia 
[.]ru Russian Federation 
[.]sk Slovakia 
[.]su Russian Federation 
[.]sv El Salvador 
[.]sy Syria 
[.]th Thailand 
[.]tt Trinidad And Tobago 
[.]tw Taiwan ROC 
[.]ua Ukraine 
[.]ug Uganda 
[.]vn Vietnam 



https://esm.vansoc.va.gov/Documents/Blocking%20Top%20Level%20Domain%20Memo.pdf





When users navigate to a blocked site, a message will appear in their browsers explaining that they have 
requested a site which has been blacklisted.  
 


 
 
 
 
If access to a URL with a blocked TLD Country Code is required, a request for a waiver for the specific 
URL may be submitted for approval. Upon review, the sites may or may not be approved depending on 
the risk to the VA's security posture.  
 
Note: Exceptions have already been made to accommodate shortened URLs used by the VA for 
legitimate business needs.  
 
 
Recommendations: 
The NSOC's END team recommends awareness of this issue. For full details on this directive, please visit 
the Blocking Top Level Domain (TLD) Country Codes page and the VA Memorandum dated May 28, 
2014 located on the TAAP.  
 
If a waiver is required, access requests should be sent to the VA Network Security Operations Center at 
vansoc@va.gov.  
 
Please use the Web Access Request Form and include a business justification. Only email that originates 
from a valid VA email address will be processed. If the requester does not have a valid VA email address, 
their Information Security Officer will need to submit a request on their behalf. 
 
References: 
https://esm.vansoc.va.gov/Pages/Blocking-of-TLD-Country-Codes.aspx 
https://esm.vansoc.va.gov/Documents/Blocking%20Top%20Level%20Domain%20Memo.pdf 
 
 
 
NOTE: This document should not be distributed to individuals beyond the VA and VA contractual support 
communities without express permission. Questions regarding this document or requests for permission 
to redistribute should be directed to VA-NSOC at: 
 
Department of Veterans Affairs 
VA-NSOC 
1-800-877-4328 



https://esm.vansoc.va.gov/Pages/Blocking-of-TLD-Country-Codes.aspx

https://esm.vansoc.va.gov/Documents/Blocking%20Top%20Level%20Domain%20Memo.pdf

https://esm.vansoc.va.gov/Documents/Blocking%20Top%20Level%20Domain%20Memo.pdf

mailto:vansoc@va.gov

https://esm.vansoc.va.gov/Pages/Blocking-of-TLD-Country-Codes.aspx

https://esm.vansoc.va.gov/Documents/Blocking%20Top%20Level%20Domain%20Memo.pdf





vansoc@va.gov 
 
Anyone outside VA communities may contact the Forum of Incident Response and Security Teams 
(FIRST) for assistance or to report a security incident. A list of FIRST member organizations and 
constituencies may be accessed through HYPERLINK http://www.first.org or by sending e-mail with an 
empty subject line and "send first contacts" in the text to docserver@first.org. 
  
This message may contain information that is confidential and/or protected by law. If it has been 
sent to you in error, please reply immediately to advise the sender of the error and then destroy 
this message, any copies of this message and any printout of this message.  If you are not the 
intended recipient of the message, any unauthorized dissemination, distribution or copying of the 
material in this message, and any attachments to the message, is strictly forbidden. 
 
 



mailto:vansoc@va.gov

http://www.first.org/

mailto:docserver@first.org
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Bulletin 
April 23, 2014 
FSS No. 178 


Blocking Remote Access from 
Foreign Countries 


OVERVIEW & PURPOSE
On January 15, 2014, the Deputy Assistant Secretary for Information Security, Office of 
Information and Technology issued guidance on restricting remote access from foreign 
countries that pose significant risk to VA systems and Networks.  This memo prohibits access 
to the VA’s Network except from NATO countries or locations where the VA has an 
operations presence.  Implementation was completed during a recent NSOC maintenance 
window. This was an Office of Inspector General, 2013 Federal Information Management 
Security Act (FISMA) recommendation for VA to restrict remote access from foreign 
countries that pose a significant risk to VA systems and networks. 


GUIDANCE 
The OIS DAS memo dated 2/4/14 prohibits remote users from foreign countries that pose significant risk 
to VA systems or networks.   Implementation currently restricts access from the RESCUE, SMC, One-VA 
VPN and Citrix Remote Access methods.  Customers attempting to access the VA network from any other 
country will simply get a timeout message.  Information Security Officers will need to assist their 
customers with documenting risk-based decisions in the event access is required for legitimate VA 
business purposes.   


Specific ISO responsibilities include: 


• Helping customers with documenting risk-based decisions


• Providing status updates in their weekly reports


• Encouraging users to report technical issues to the National Service Desk:
NSD.VPNSecurity@va.gov


ADDITIONAL INFORMATION 
o VA OIS DAS Memo on Remote Access Jan 15 2014
o NATO Countries and other non-NATO countries with VA Operations


POINTS OF CONTACT: 


Randy Ledsome, Director, Field Security Service – Randy.Ledsome2@va.gov 


Mike Adams, Senior Information Security Analyst, Field Security Service – Michael.Adams@va.gov 



https://vaww.portal2.va.gov/sites/infosecurity/fieldsecurity/Field%20Security%20Home%20Documents/FSS%20Bulletins%20Issued/7424808%20Remote%20Access%20SD%20Memo%20January%2015%202014.pdf

mailto:NSD.VPNSecurity@va.gov

https://vaww.portal2.va.gov/sites/infosecurity/fieldsecurity/Field%20Security%20Home%20Documents/FSS%20Bulletins%20Issued/7424808%20Remote%20Access%20SD%20Memo%20January%2015%202014.pdf
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Authorized list of foreign Countries 
 
NATO Countries 
 
Albania 
Belgium 
Bulgaria 
Canada 
Croatia 
Czech Rep 
Denmark 
Estonia 
France 
Germany 
Greece 
Hungary 
Iceland 
Italy 
Latvia 
Lithuania 
Luxembourg 
Netherlands 
Norway 
Poland 
Portugal 
Romania 
Slovakia 
Slovenia 
Spain 
Turkey 
United Kingdom 
United States 
 
Non-NATO Countries with VA Operations 
South Korea 
Philippines 
America Samoa 
Guam 
Puerto Rico 
Virgin Islands 
 
Modifications to original list: 
Croatia will not be blocked (Not an available option on blocking device) 
British Virgin Islands will be allowed (Added to list as a supplement to U.S. Virgin Islands) 
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