Office of Research and Development

Field Call Summary

 July 16, 2007

Remarks from the Chief Research and Development Officer:
FY 07 VHA Supplemental Appropriation:

In late May, VHA received a supplemental appropriation that included $32.5M for Medical and Prosthetics Research specifically targeted to the needs of OIF/OEF veterans.  VA leadership asked ORD to identify high quality intramural research projects and associated equipment, personnel and supply needs that have undergone scientific merit review and been deemed highly relevant to these veterans’ healthcare needs.   Those projects and equipment requests have been submitted, and research offices should be receiving notification of them now.
Some of the areas that have been funded include the following:
Traumatic Brain Injury – This is the signature condition of the current conflict and funded research is directed towards improved diagnostic criteria, better methods for screening for TBI and assessing treatment effectiveness, and new treatments to lessen the emotional, behavioral and psychomotor complications of TBI.  

Spinal Cord Injury – Research directed toward developing improved understanding and treatment of spinal cord injury.

Sensory Loss – Blast and impact injuries often result in hearing and vision loss, including very commonly tinnitus.  

Post-deployment Mental Health Research – Chronic PTSD, as well as PTSD complicated by or possibly confused with TBI, depression and other psychiatric disturbances, are matters of great concern to the public. Projects funded via the Supplemental appropriation will include research on early interventions, psycho-physiological reactivity, enhancing resilience and prevention of PTSD, evaluating access to care, vocational rehabilitation and potential genetic markers for development of PTSD and response to treatments. This last group of projects also starts us toward the goal of personalized medicine for veterans with PTSD.

Prosthetics and Amputation Healthcare - Funded projects include those related to  proper fitting, rehabilitation and functioning use of prosthetics by amputees.  In addition, there will be new efforts geared to improving understanding of wound healing and tissue regeneration to minimize the need for amputation itself.  
Pain Research – About a quarter of returning OIF/OEF veterans report chronic pain that interferes with daily activities.  Funding will include a variety of pain research initiatives to assess, manage and treat chronic pain, to assist a seamless transition to civilian life, to develop novel therapies for neuropathic pain, and to develop new coping strategies and improve rehabilitative outcomes.

Smoking and Other Substance Use Disorders – Smoking cessation is particularly important among returning veterans due to the strong association of smoking with deployment.  Interventions designed to predict post-deployment needs and facilitate recovery from other substance use disorders will also be funded.

This does not represent nearly a complete list of all the areas that are deemed relevant to the needs of OIF/OEF veterans, but does give examples of topics that are considered high priorities to VHA.
Special accounting codes must be used for those projects that will be funded with these supplemental dollars.  Maureen Carroll will be discussing this later in the call.  Congress will be requiring periodic updates on how these dollars are spent, and is very important that these dollars only be used for approved OIF/OEF projects.
We have also seen indications from Congress that future appropriations for Medical and Prosthetics Research may be increased. 

DoD Supplemental Appropriation:
As mentioned last month, the Department of Defense also received supplemental funding, including $150 million for PTSD research and an additional $150 million for TBI research. This program is administered by the US Army Medical Research and Materiel Command (USAMRMC), through the Office of the Congressionally Directed Medical Research Programs (CDMRP).  VA investigators are eligible.  Further information is available at http://cdmrp.army.mil.  The following links will be helpful:

DoD TBI Concept Award:  http://www.grants.gov/search/search.do?oppId=14794&mode=VIEW 

DoD PTSD Concept Award:  http://www.grants.gov/search/search.do?oppId=14796&mode=VIEW 

DoD TBI Investigator-Initiated Awards: http://www.grants.gov/search/search.do?oppId=14797&mode=VIEW
DoD PTSD Investigator-Initiated Awards:  http://www.grants.gov/search/search.do?oppId=14798&mode=VIEW 

The following attachment contains information we received today about two of the six expected funding mechanisms:
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Information Technology and Information Security
The organizational transformation of Information Technology and Information Security within the Department of Veterans Affairs is a huge undertaking, and the complexity and time demands of this reorganization cannot be forgotten.  We appreciate the most difficult work that has been necessary including that related to creating dialogue with your academic partners and the work you are doing at your facility to establish partnerships with OI&T staff. That this has been a very tough go for everyone as is obvious.

We have seen some recent successes, including:

· The release, a few weeks ago, of IT dollars to support research

· Progress addressing issues of connectivity and collaboration with university affiliates

However, challenges remain.  Both announced and unannounced inspections of information security practices, while finding progress in meeting VA security standards, continue to reveal gaps in knowledge and practice.  As I highlighted in our February call, all of us at- whether we are managers, researchers or administrators-are responsible for protecting our veterans’ confidentiality and personal information, and for operating in compliance with, all applicable regulations and policies related to privacy, confidentiality, and the storage, transmission, and security of research data.

Security and Privacy checklists and certifications were completed and submitted in May for all VA research projects.  While certification, as we have previously noted, does not require that all gaps be corrected, it is important that you work with local IT staff to address any vulnerabilities that were identified during these assessments. 
On our web site, we have posted a summary of Key Points that were learned during this assessment, which we recommend you and all of your researchers read through carefully. These essential points, once implemented, will significantly reduce the risk of a serious data breach that could undermine trust in VA research.

I want to also emphasize that ORD is ready to help assist in local situations, and that we have done so regarding specific VA issues as well as those related to the relationships with Universities.

I want to make a few comments about the IG report regarding Birmingham.

Specific details will be discussed shortly by Joe Francis.  It is very comprehensive and will have an influence on policy and behavior well beyond the site of investigation in Birmingham.  It will, for example, influence:

· Reporting relationships of research personnel and administrators
· Relationship of Medical Centers and VISNs to research personnel
· Center of Excellence policies
· Functions and compositions of IRB’s
· Use of VA E-mail
· A variety of IT issues including security and handling of research data
We will be working together with you on these issues and discussing them over the next few months beginning with this teleconference.  I very much believe that the result will be improvements in a variety of areas of our research establishment but there is also, again, very difficult work to do.

At this point, Joe Francis, will discuss specifics on this IG Report on the Birmingham Data Loss and some of the recommended steps that VHA will be taking in response.
Recommendations and Responses to the OIG Report 07-01083-157 (Joe Francis and Brenda Cuccherini).  
On June 29, 2007, the VA Office of the Inspector General released their report of the administrative investigation on the loss of VA information at Birmingham.  The report is downloadable from: http://www.va.gov/oig/51/FY2007rpts/VAOIG-07-01083-157.pdf.  We strongly advise all in the VA community who are responsible for research administration, research compliance, and research information security to read the report, absorb its lessons, and ask “what actions must we take locally to prevent such an event”.  We plan a series of local accountability conferences this fall and winter that will expand on these issues and others.  We also will be issuing new directives and handbooks over the next 90 days.  What follows will be interim guidance to advise research operations until such formal documents are approved and released.
The most important lesson (Recommendation 4 in the report) is the absolute need to ensure that portable storage devices holding sensitive information be encrypted – regardless of whether they are used only within VA, or are used to transport data outside VA.  Note:  not all encryption solutions have been deployed yet by the Office of Information and Technology.  Work closely with your local CIO and ISO, as these products are expected in the coming months.  When you have a “mission critical” requirement for portable storage that cannot wait, check with your ISO to obtain a NIST-compliant encryption package.  Note that requests for software and devices to meet these needs should be incorporated into your research office IT spend plans, and project-specific IT budgets.

Other important lessons from the report include:

· Recommendation 5:  We must re-emphasize the importance of credentialing and background checks for research staff.  Please refer to ORD’s 2003 guidance on credentialing, and to VHA Directive 0710, “Personnel Security and Suitability Program” (May 18, 2007).
· Recommendation 6: ORD has a database handbook currently in the concurrence process that will clarify what information and assurances are needed from researchers prior to release of data.

· We also wish to reiterate, as we have in the Research Information Security and Privacy Training, that scrambling SSNs does not make research data “de-identified”.  Scrambling does reduce the risk of misuse, but the scrambling algorithms do not meet NIST standards for encryption.

· Recommendation 9:  Involvement of Privacy Officers and ISOs in the process of proposal approval is a “best practice”, and a memo from VACO to privacy officers and ISOs will assist in implementing that practice.  Note – we recognize that IRB processes differ across facilities, so this is meant to be implemented with flexibility.  The important principle is getting the input and advice early in the process, prior to IRB and R&D committee approval.

· Recommendation 10: Please see attached guidance regarding requesting real SSN data from Austin:
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· Recommendation 12:  Please see attached guidance regarding conducting local audits to assess compliance to privacy, confidentiality, and information security requirements:
[image: image3.emf]Auditing  Requirements- Privacy and Information Security July 16 2007.doc

  
· Recommendation 13:  Longstanding VA policy prohibits the automatic forwarding of VA email to a University or private email account.  Furthermore, we want to emphasize the need for VA investigators and research staff to use their VA email accounts whenever conducting VA business.  Note:  future compliance and policy updates will only be distributed to VA email addresses so please obtain, use, and check often your va.gov address.
· Recommendation 14: We will be issuing guidance to our Centers of Excellence and related programs (REAPs, TREPs, etc) requiring a reporting relationship to the research office.  This has been an implicit requirement, but will be made explicit as a condition for funding such support mechanisms.  
Physician Membership on R&D Committee (Brenda Cuccherini):  See attached:
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Finance update (Maureen Carroll)
· Special accounting codes for the OIF/ OEF Supplemental Appropriation: guidance has been sent out to the field.  Page 9 contains Medical Research – note there are 4 new ACCs
· We remind all research offices not to allow FY06-07 funds to lapse.

· There will be a very limited (1%) carry over allowed for FY07-08 dollars
CSR&D/BLR&D Update (Sara Clark):
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HSR&D Update (Shirley Meehan for Seth Eisen): 

· USH Award in HSR&D nominations are due August 1.  Nomination instructions and related information can be found on the HSR&D web site:  -- http://www.hsrd.research.va.gov/for_researchers/under_secretary/
· We continue to seek scientific program managers in Central Office, needed for guiding HSR&D portfolio areas.  We have two GS-14 openings now in HSR&D now in Washington, DC.  Check http://jobsearch.usajobs.opm.gov/getjob.asp?JobID=59602710&brd=3876&
IT Security and Privacy Training (Reuben Wright):
· Please note there are multiple training requirements including the Research Specific Information Security and Privacy Training.

· The general format is to have an annual awareness training as well as role-specific training for both information security and privacy (thus, 4 courses annually).

· These requirements are in flux so please take note of updates that will be distributed to facilities.  

· The current general VHA Information Security and Privacy Requirements are attached as an image (.tif) file:  
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· VA Research Offices should not hesitate to contact Dr Reuben Wright, ORD Security Manager, for questions or assistance. 
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Requesting Real SSNs from National databases

When an approved protocol requires data from national databases such as Austin and real SSNs are requested the request must be approved by both ORD and the VHA Privacy Office at CO.   The request and all the required documentation must be sent to both the VHA Privacy Office and to ORD.  Evelyn Cummins within the Privacy Office is the primary point of contact.  Brenda Cuccherini, Ph.D. or Joe Francis, MD are the ORD points of contact.

In addition to ACRS Time Share Request Form the following documentation is required: 

     1.  IRB approval if human subjects research including the IRB submission forms

     2.  R&D Committee approval


     3.  HIPAA authorization or waiver of authorization if human subjects research


    4.  Research Informed Consent or waiver of consent if human subjects research 


     4.  Summary of protocol or full protocol to include :


     a.  Why access is needed


     b.  What databases are to be accessed


     c.  The specific data needed including a justification for the use of identifiers, especially if real SSNs will be used


     d.  Where data will be stored (VA and non-VA locations), where copies will be stored (server, PC, laptop, memory sticks) 


     e.  How data will be secured (physical security, encryption, passwords etc.)


     f.  Who will have access to the data, VA employees (compensated or WOC), non-VA investigators, contractors, etc. 


     g.  Disposition of data at end of the study and the required retention time period, e.g., placed in another VA repository, destroyed, or de-identified (if data are identifiable).

     5  Documentation that the investigators and research staff have completed the relevant human subjects, cyber security and privacy training and the training is up to date.


The one factor that has lead to the biggest delays in receiving the permission for use of the real SSNs is improper documentation of the waiver of HIPAA authorization.  The VHA Privacy Officer will assist you with questions related to this issue.   ORD will also assist you with this issue.  
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Program Announcements and Supplements to the USAMRMC Broad Agency Announcement (BAA) for the FY07 PTSD/TBI Research Program are released for funding mechanisms: 


· Concept Award 


· Investigator Initiated Research Award 


Fiscal Year 2007 (FY07) Post Traumatic Stress Disorder and Traumatic Brain Injury Research Program 


Reference Table of Award Mechanisms and Submission Requirements


Two of Six Award Mechanisms to be released in July of 2007


		Award Mechanism

		Experience of Principal Investigator (PI)

		Key Mechanism Elements

		Dollars Available

		Submission Deadline



		Concept Award

		Investigators at all levels

		· Supports the exploration of a new idea or innovative concept that could give rise to a testable hypothesis


· Emphasis on innovation and impact 


· Name and institution of PI are not provided to reviewers 


· Preliminary data are not consistent with this award mechanism


· Clinical trials are not appropriate for this award mechanism 

		A maximum of $150,000 for direct costs for up to an 18-month performance period plus indirect costs as appropriate

		Pre-application Submission Deadline (LOI):


August 2, 2007 


5:00 p.m. Eastern time 


Proposal Submission Deadline:


August 23, 2007


11:59 p.m. Eastern time



		Investigator Initiated Research Award

		Independent investigators at or above the level of Assistant Professor (or equivalent) with access to appropriate research facilities

		· Supports basic and clinically oriented research that will (1) result in substantial improvements over today’s approach to the treatment and clinical management of TBI or PTSD, (2) facilitate the development of novel preventive measures, and (3) enhance the quality of life of persons with TBI or PTSD


· Preliminary data relevant to TBI or PTSD research and the proposed project is required


· May have up to three PIs collaborating on a single proposal 


· Proposals containing clinical trials or clinical research are appropriate for this award mechanism

		· The combined maximum funding for all institutions is $600,000 for direct costs for up to a 4-year performance period plus indirect costs as appropriate


· For proposals incorporating clinical trials or clinical research, the combined maximum funding for all institutions is $1.5M for direct costs for up to a 4-year performance period plus indirect costs as appropriate

		Pre-application Submission Deadline (LOI):


September 4, 2007 


5:00 p.m. Eastern time 


Proposal Submission Deadline:


October 12, 2007


11:59 p.m. Eastern time





Anticipated during July are the Program Announcements describing the four remaining funding mechanisms for PTSD and TBI:  


· New Investigator Award 


· Research Consortium Award /


· Clinical Consortium Award 


· Advanced Technology / Clinical Therapeutic Development Award 


Detailed descriptions of each of these mechanisms, evaluation criteria, submission requirements, and deadlines will be provided in the FY07 Program Announcements for the FY07 PTSD/TBI Research Program. Each Program Announcement will be available electronically for downloading from the Grants.gov website (http://www.grants.gov) upon its release later in July 2007.  Investigator requests for e-mail notification of release of Program Announcements and Supplements to the USAMRMC BAA may be sent to prequest@constellagroup.com. For more information about CDMRP-sponsored programs, please visit the CDMRP website.


Full proposals requesting funding from the CDMRP through the Extramural Process will be submitted through the Federal Government's single entry portal, Grants.gov, in compliance with Public Law 106-107. Individual Program Announcements and required forms will also be found on this website. Full proposals requesting funding from the CDMRP through the Intramural Process will be submitted through the CDMRP eReceipt website, https://cdmrp.org. A Pre-Application will be required of all proposals, to be submitted through the CDMRP eReceipt website.


Quick tips: 


1)  Researchers, at your first interest in submitting a proposal, please contact your research administration office, or office of research and development, and identify the research administrator that will be assisting you in submission of your proposal.  They are your partner for success. 


2) Please check our “Frequently Asked Questions” on https://cdmrp.org/FAQ/ if issues arise. 


3) Questions related to CDMRP electronic submission:


· Hours: The technical support help desk is available Monday through Friday (except Holidays). Standard hours are 8:00 a.m. - 5:00 p.m. eastern time (ET). 


· E-mail: help@cdmrp.org 


· Phone: 301-682-5507


4) Questions related to the program, proposal format or required documentation:


· E-mail: cdmrp.pa@amedd.army.mil

· Phone: 301-619-7079 


5) You may submit your Letter of Intent, or Pre-application, to the CDMRP e-receipt from now until the deadline date.  Go to  https://cdmrp.org/.  For my friends to the West, please remember that we turn off the submission site for receipt of Letter of Intent, or Pre-applications, at 5:00 p.m. EASTERN Time.  For each receipt, we have had disappointed mid-western or western investigators who did not adjust their submission deadline time for EASTERN time.  Let’s not loose a single great idea by being late.  
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Executive in Charge
Privacy Training and Reporting [WebCims #373756]

Medical Center Directors, Network Directors, and Chief Officers

1. All Department of Veterans Affairs (VA) employees are responsible for protecting
the information veterans entrust to us. It is critical that all employees understand the
basics of privacy principles and practices within the Veterans Health Administration
(VHA). Annual privacy training provides that understanding and reminds us all of our
responsibilities for protecting the privacy of our Nation’s veterans.

2. Persuant to VA memorandum, "Annual Privacy Awareness Training for FY07,"
dated October 24, 2006, all employees are required to complete annual privacy
training by June 29, 2007. Contractors, students, and volunteers are expected to
complete annual privacy training by September 30, 2007. All employees, students,
and volunteers must be trained using one of the national courses listed in the
attachment. Contractors may take one of the national courses or contractor furnished
training that meets requirements of the Health Insurance Portability and Accountability
Act (HIPAA) Privacy Rule as determined by VHA. Privacy Officers must provide a
report of employee privacy training completion, which must be submitted monthly.

3. In addition to taking this annual privacy training, all VA executives and
managers (GS-14 positions and higher within VHA) are required to complete the
Privacy Awareness for Senior Executives 2007 training course by June 29, 2007. The
Senior Executive privacy training module is accessible via the VA Intranet at
http://vaww.privacyawareness.aac.va.gov/start.asp. Any technical issues with this
training should be referred to Yvette Kelly, VA Privacy Service, at 202-565-4916.

4. Veterans Integrated Service Network (VISN) Directors and Program Officers are
expected to establish processes to ensure their respective staff meet the annual
privacy training and Senior Executive Erivacy training requirements, as well as to
report training completion. On the 27" of each month the following information is to be
reported by the VISN Privacy Officers and designated official for the VHA Program
Offices to the VHA Privacy Office via the VHA PRIVACY ISSUES mail group:

a. For annual privacy training reporting, the total number of paid employees to be
trained and the total number of paid employees trained to date.

Memorandum

rp T
Page 2

b. For Senior Executive privacy training reporting, the total number of senior level
VA executives (GS-14 and above) to be trained and the total number of senior
level VA executives trained to date.

Note: At this time, contractor, student, and volunteer privacy training completion
information does not need to be reported.

5. Please communicate the importance of privacy training, both annual training and
Senior Executive training, to your staff. There can be serious consequences for
employees and the Department if management does not comply with the privacy
awareness training requirements.

6. Ifthere are any questions, please have a member of your staff contact
Stephania Putt, VHA Privacy Officer (19F2), at 727-320-1839,

Michael ¥ rl, MD, MS, MACP /

Attachment

T

Attachment
Nationally Approved Annual Privacy Training

All employees MUST be trained using ONE of the following nationally developed privacy
training products.

There are several modalities of national privacy training available to Veterans Health Administration
(VHA) employees. Your level of access to veteran or patient information will determine which modality
or modalities are appropriate for to you to meet the annual privacy training mandate. Work with your
facility Privacy Office to determine which training is appropriate to your position.

Employees are encouraged to take the VHA web-based course (first bullet below) as it allows for
automatic tracking of training completion. Upon completion of the training you will be able to print a
certificate which should be retained every fiscal year. There is no certificate for reviewing the PDF text
or PowerPoint presentation versions of the VHA Privacy Policy Training or for reviewing the videos.
You will need to report completion of the training using these modalities to your Supervisor and/or
Education Coordinator for tracking purposes.

¢ Complete the VHA Privacy Policy Training web-based course which is available at the P

http://vaww.sites Irn.va.gov/vacatalog/valoredirect.asp or The Employee Education System ;

(EES) Catalog at: http:/ivaww sites.Irn.va.gov/vacatalog/cu_detail. asp?id=22546.

¢ Review the 22-minute privacy video, "VHA Provider Privacy Training” that is available in your !
facility library or from the EES Catalog at: ;
http://vaww.sites.irn.va.gov/vacatalog/cu_detail.asp?id=21339.

¢ Read and review the VHA Privacy Policy Training PDF text version available from the VHA
Privacy Office website at  http://vaww.vhaco,.va.goviprivacy/Training.htm; or EES Catalog:
http:/ivaww sites.Irn.va.gov/vacatalog/cu_detail.asp?id=22649

* Read and review the VHA Privacy Policy Training PowerPoint presentation also available at
hitp://vaww.vhaco.va.goviprivacy/Training. htm; or EES Catalog:
http://vaww.sites.Imn.va.gov/vacatalog/cu_detail.asp?id=22740.

* Review the 25-minute privacy video, "Privacy: It's Everyone's Business," that is available in your
facility library or online at http:/vaww.sites.Irn.va.govivacatalog/cu _detail. asp?id=18165.

* General Employee Privacy Awareness 2007 web-based course developed by the VA Privacy
Service is available at http://vaww.privacyawareness.aac.va.gov. VHA employees who do not
have access to veteran information in the performance of their official duties may meet the ;
privacy training requirement by completing this online course.

More information on mandatory training can be found on the Employee Education Service Mandatory
Training web page at hitp://vaww.ees.Irn.va.gov/Site/Templates/Inner.aspx?pid=3076.

Points of Contact
EES is responsible for the websites housing the VHA Privacy Policy web-based training and privacy
training videos.

If you have difficulty accessing or registering for the web-based course, please contact the Help Desk
at 1-866-496-0463 between the hours of 8:00 AM and 10:00 PM EST or email eeswbthelp@va.gov.

If you have a question or are having any problems accessing the videos, please contact your local
system administrator (Information Technology/Information Resources Management staff) or EES CDN

Support.
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Voting Members of the R&D Committee

The R&D Committee Handbook requires that all voting members of the R&D Committee be either full time or permanent part-time Federal employees.  This requirement was necessary because the R&D Committee serves in an advisory capacity to the Medical Center Director.  If voting members were to include non-Federal employees or temporary part-time Federal employees, the Committee would fall under the requirements of the Federal Advisory Committee Act (FACA).  


Some of the FACA requirements include:


· The committee must be chartered as a FACA committee 

· Some of the requirements for advisory committees that are subject to FACA include:


· Notice of each meeting must be published in the Federal Register


· The meetings must be open to the general public


· Papers and records including minutes of each meeting must be made available for public inspection subject to FOIA, and 


· Maintain records of expenditures associated with the committee


Guidance on R&D Committee members:


· Part-time physicians appointed under 38 USC 7405(a)(1)(A) may serve as voting members of the R&D Committee.  


· Persons that have full time term appointment may serve as voting members but those that are part time may not. 


Background information:


For physicians:  HRM as indicated to ORD that part-time and temporary physicians that are appointed under 38 USC 7405(a)(1)(A) are technically considered one in the same in that they basically serve at the will of the agency and may be appointed without an expiration date They are considered permanent provided that there is not expiration date with the appointment.  They may be employed under this authority for the tenure of their career, but they are still technically considered an “at will” employee.  


An “at will” employee does not have the same appeal rights as a full-time permanent employee, they do not serve a probationary period, and they do not have the same tenure as a full-time permanent employee.  They also do not have the same procedural rights with disciplinary or major adverse actions that are afforded those who have completed a probationary period.  


Permanent full-time physicians are appointed under another authority (38 USC 7401(1).  

For Title 5 Term appointments:  HRM has indicated that because there is a specific termination date to the appointment, they can not be considered permanent.  
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Research Career Scientist Awards and Promotions


The Spring 2007 Research Career Scientists applications and Centralized Promotions applications will be reviewed at the end of July.  Outcomes from this review will be provided as soon as possible in August.

 

Career Development


Biomedical & Clinical R&D Services received 56 new Career Development applications for the Fall 2007 round of review.  The review is scheduled for August and September.

 

Annual Reports for Small Clinical Trials


CSRD is instituting a new form of annual report for the small clinical trials supported through Merit Review.  The local VA research office and the PI on these trials will be notified in advance of the annual report requirements, which will include a subject enrollment report. 

Non-clinician Eligibility


92 applications for non-clinician eligibility to submit Merit Review were received for Fall 2007. Applications were reviewed by a peer-review committee on July 11th. Final outcomes are pending and should be available to the field next week (week of July 23).


The deadlines for submitting eligibility requests have been moved up by a month and are currently June 15 for the fall round and December 15 for the Spring round. 
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Conducting Audits to Assess Compliance:


Privacy, Confidentiality, and Information Security Requirements


In the recent report on the Administrative Investigation, Loss of VA Information, VA Medical Center Birmingham, AL, the OIG recommended that local facilities develop written procedures for conducting periodic audits to assess compliance with privacy, confidentiality and information security requirements including requirements under waivers of HIPAA authorization and or waiver of informed consent. 


One of the major components of the Human Research Protection Program (HRPP) within each VA facility conducting human subjects research is that of auditing for compliance with all applicable Federal regulations and VHA policies.  The auditing component must be based on written policies and procedures that are specific to each VA facility.


Current VHA policy requires that the Medical Center Director (MCD) develop and monitor procedures to ensure the safety of subject in research either.  The MCD may delegate this responsibility to qualified staff. (VHA Handbook 1200.5 Paragraph 5a(5)).  The VHA Handbook 1200.5 also states that the IRB has the authority to audit recurring processes.  (Paragraph 7e).  NOTE:  Although the IRB has the authority to audit recurring processes they are not required to do so themselves.  This can be delegated to other qualified individuals.  


The implementation of new auditing practices as required by the IG’s report, recent guidance, and new policies has been challenging and has required additional educational efforts.  The issues related to privacy and information security have the potential to fall into a high risk category and as such must it is an area that must be assessed during auditing activities.  The audit may be designed to look only at privacy and information security issues or it may be a portion of another audit such as when a specific protocol is being reviewed. 


Specifically how your facility audits these areas is a local determination but these areas must be incorporated into your overall auditing program.  The auditing may be done by the Compliance Officer, the Privacy Officer, the ISO, research staff or others.  What is important is that the audits are done, that there is a report of the activity and that the auditing is reported to the IRB or others per your SOPs.  You must also continue to audit other important areas of your research program.  


Six (6) areas that should be addressed during the auditing of privacy, confidentiality, and information security requirements include:


1.  Use of data preparatory to research




2.  Compliance with privacy related regulations such as:  





a.  The Privacy Act, 

b.  VA Claims Confidentiality Statutes (38 USC 5701) and implementing regulations 38 CFR1.500-1.527; 

c.  Confidentiality of Drug Abuse, Alcoholism and Alcohol Abuse, Human Immunodeficiency Virus (HIV) Infection, and Sickle Cell Anemia Medical Records (38 USC 7332), and implementing regulations at 38 CFR 1.460-1.496; and 

d.  Confidentiality of Healthcare Quality Assurance Review Records (38 USC 5705) and implementing regulations at 38 CFR 17.500-17.511 


3.  Compliance with HIPAA requirements including when applicable, all required elements are included in the HIPAA authorization and when the IRB waives the requirement for a HIPAA authorization that the IRB appropriately documents this action.

4.  Informed consent: Informed consent meets all applicable elements or appropriate documentation of waiver of informed consent.


6.  Information security requirements including: 

a.  Storage of data (were, how, on what devices), 


b.  Control of access to the data, 


c.  Transmission of data, 


d. Disclosure of the data, and

e.   Encryptions/password protections


For further information on specific requirements in each of these areas the policies themselves should be reviewed.  The ORD web site contains links to these policies. 


