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WELCOME!

* Audio has been placed in listen only mode

iXP * Please use the chat window to ask questions

@ * Download this presentation from the link to today’s Cyberseminar




OBJECTIVES (1 OF 2)

Upon completion of this session, participants will be able to:

* Describe My HealtheVet (MHV) and Secure Messaging

e Explain how Secure Messaging can be used by VA Researchers

e State why Secure Messaging can’t be used for Research Recruitment

e Explain the requirements to use Secure Messaging to communicate with
consented VA subjects

 Understand the decision making process for using Secure Messaging for
research

e Describe the format for naming a Secure Messaging Triage Group for a
specific study

e List the steps to use Secure Messaging by VA researchers for an approved
VA study



OBJECTIVES (2 OF 2)

Upon completion of this session, participants will also be able to:
e Explain how to ensure messages from subjects in the VA study are received
* Describe how VA study subjects can register for My HealtheVet

e List considerations for instructions for Veterans for the use of Secure
Messaging with the study team

* Describe the steps to handle a Secure Message received in error for
healthcare team

 List the Business Rules for timeliness of response to a Veteran Secure
Message

e Explain the process to handle complaints sent through Secure Messaging
* Explain how to document communication with VA research subjects



OVERVIEW OF
SECURE MESSAGING FOR RESEARCHERS

Secure Messaging for Researchers is:

* an easy-to-use online messaging system available through
My HealtheVet for VA Patients and their VA healthcare teams

* avaluable tool that can be used for communicating with
consented VA study subjects

Target audience for this presentation:
e VA Researchers
e VA research team members




BENEFITS OF USING SECURE MESSAGING
TO CONDUCT RESEARCH

e Convenient for both VA e Easy to add to health record
study subjects and when appropriate
Researchers

e Confidential and secure
e Subjects can respond
anytime

* Fast way to send group
information by using
distribution list




OVERVIEW OF

MY HEALTHeVET?

* Online portal for Veterans to:
J Improve access to services

1 Enhance health literacy

d Improve communication

] Foster integrated care coordination

J Enhance satisfaction

* Subjects can access My HealtheVet .- ——
at: https://www.myhealth.va.gov



https://www.myhealth.va.gov/

MY HEALTHeVET FEATURES ( 1 OF 2)

My HealtheVet allows Users or Enrollees to:

e Self-enter and print their health information:

1 Personal information (contacts, providers, insurance, etc.)
1 Personal, family and military health history

1 Tracking tools (blood sugar, blood pressure, weight, etc.)
J Medications (over-the-counter drugs, herbals, etc.)

d Allergies, immunizations and medical events

J Food and activity journals

 Conduct a HealthelLiving Assessment




MY HEALTHeVET FEATURES (2 OF 2)

My HealtheVet allows Veterans™® with an Advanced @ or Premium ©

My HealtheVet account to:

e Refill their VA prescriptions

e Review their medication history and maintain their My Complete Medications
list

e Track their VA Appointments and access VA Online Scheduling @

e View their Allergies, Immunizations, Lab test results @

e View their Department of Defense (DoD) Military Service information @

e Use Secure Messaging @

e Use VA Blue Button: Download My Data to view or output their Health
Summary @

*non-Veteran’s enrolled in a research study can use Secure Messaging




TYPES OF MY HEALTHeVET ACCESS

* Account Types:

(J Basic@ - Anyone can register for a Basic account

] Advanced @ - Veterans who are VA Patients and Research Patients

d Premium @ - Veterans who are VA Patients and Research Patients that
have been entered into the Master Patient Index and authenticated

* Only Premium account holders can access Secure Messaging

 The account type displays next to the user’s

name after logging in: wglcomeres

Last successful login: 10 Oct 2017 @ 1334 ET




WHAT TO DO IF USER IS NOT YET REGISTERED FOR

MY HEALTHeVET (1 OF 3)

To Register for My HealtheVet:
1. Have the user go to https://www.myhealth.va.gov
2. Select the Register button

Q Search | About | Contact

i Home v Personal Information v Pharmacy v Research Health v Get Care v Track Health v MHV Community v



https://www.myhealth.va.gov/

WHAT TO DO IF USER IS NOT YET REGISTERED FOR

MY HEALTHeVET (2 OF 3)

3. Complete the Registration form

a. |If useris a Veteran receiving VA health care, please

ensure they SeleCt ”VA Patient” and ”Veteran” under Register as a My HealtheVet Member
the Relationship to VA section
b. |If user is a non-Veteran research participant, they must | s
Select ”VA Patient” o WhatlsyourReiatl(in|pto.VA?*
1. Secure Messaging requires the user to be a VA Patient. When = , —
registering for My HealtheVet, a non-Veteran research o
participant needs to select “VA Patient”. The participant must et

have a treatment facility that belongs to one of the VA Medical %
Centers. The MHV system will verify they are a VA Patient and if "
true, after completing give the non-Veteran an Advanced

account.




WHAT TO DO IF USER IS NOT YET REGISTERED FOR

MY HEALTHeVET VET (2 OF 2)

4. Accept the My HealtheVet
Terms and Conditions

| Accept the Terms and Conditions

5. Select the Create your
To create your account you must accept the My HealtheVet Terms and
Account button i Conditions

[[:] Accept* My HealtheVet Terms and Conditions I

They will have an Advanced

a C C O u n t _1 | Create Your Account | l Cancel




HOW TO UPGRADE TO PREMIUM ACCOUNT

* To access Secure Messaging, Subject must have a
My HealtheVet Premium account

* Authentication is a process by which VA verifies the Veteran’s identity
before allowing the Veteran access to all features of My HealtheVet,
including Secure Messaging




AUTHENTICATION - IN-PERSON

* In-Person Authentication requires going to a local VA facility,
showing government issued photo ID and signing the VA Release
of Information (ROI) form (10-534a-MHV) :

J Paper form
OR

1 Sign the Electronic iMed Consent can be using a signature pad

* Once authenticated, the existing My HealtheVet users are
upgraded to Premium account status.




WAYS TO GET A PREMIUM ACCOUNT - ONLINE

FOR USERS WITH DS LOGONS

e User with an Advanced My [ User must accept the My
HealtheVet account logs in with HealtheVet Terms ana
DS Logon Level 2 credentials Conditions if haven’t already

d Is immediately upgraded to

] Select Upgrade Now button that _
Premium account

displays in the header
0 Account Upgrade Page displays  * Please refer the user to the

] Check the box to certify they are ocal VA Facility’s My
the account owner HealtheVet Coordinator if

[ Select Continue they have trouble upgrading




SECURE MESSAGING

VA| s

Q Search | About | Contact

Home v Personal Information v Pharmacy v Research Health v Get Care v Track Health v MHV Community v Secure Messaging v

Welcome (Premium ) )
j 0 ® Log Out
“MAccount last accessed: 16 Mar 2018 @ 1601 ET

o» Pharmacy ‘ ] @ Health Records

Refill VA Prescriptions

Blue Button Medical Reports

Track Delivery Labs and Tests

Medications Lists

Track Health

| Resources

#

} ® Benefits W8 Veterans Health Library
@ Mental Health Z Healthy Living

i | st P—

I Inbox (41)

@ Preferences @ User Guide

Drafts [57) 222 Veterans
sis Line
| sent ineed.  FH0O-IB-ES SO
Deleted [289]
My Folders Compose Message
! Me ’ e tea
“1 indi
a From*  TEST MHV v
l To™ | Selecta group to send the message... v
' Subjects () Ge
b Ap
y M
| .
N
Subject Line
'1 its RAdd Attachment Instructions to attacha file
o
|
y
“ B Manage Folders Test Test

Tester

s

Secure Messaging is a way
for research subjects with a
Premium account and VA
Researchers to
communicate securely with
each other

Recent updates make it
easier to use!




No matter where they are or what time‘of day,
Users can respond to VA Researchers easily

using Secure Messaging on their device of choice!

Smartphone

Tablet

Laptop/Desktop



PARTICIPATING IN SECURE MESSAGING

L Have account activated

To participate in Secure
within the Secure Messaging

Messaging: i :
Administrative Portal
e Research Team Members E] Bl Securanlesisihs
must: specified as method of
1 Be a Computerized Patient communication for the study
Record System (CPRS) User 1 Identify the triage method
J Complete education and for incoming messages and

training on the use of Secure -, set Preferences accordingly

Messaging

'




HOW VA RESEARCHERS CAN
USE SECURE MESSAGING

e Secure Messaging can be used * If the study requires access to
by VA Researchers to Secure Messaging, this should
communicate securely with be noted in the study eligibility
consented VA subjects, criteria and outlined in the
including sending VA sensitive study protocol
information e Secure Messaging CANNOT be

e Any learning needs should be used to recruit VA subjects or as
identified as part of standard any part of any recruitment

operating procedures for the
study before the study is

submitted to the Institutional
Review Board (IRB) of Record




WHY CAN’T SECURE MESSAGING BE USED FOR
RECRUITMENT?

Currently there is no option available for Secure Messaging users to
“opt-in” or “opt-out” of receiving research recruitment messages.

e Secure Messaging users should have the ability to decide whether or not
they wish to receive research recruitment messages or flyers

e Until that functionality is available, use of Secure Messaging to recruit
research subjects is NOT permitted




INSTITUTIONAL REVIEW BOARD (IRB) REQUIREMENTS

(1 OF 2)

e As part of an IRB’s evaluation of non-exempt research, the IRB must
apply the approval criteria in 38 CFR 16.111.

* These criteria include evaluation of communications provided to study
participants in order to ensure that appropriate safeguards exist to
protect the rights and welfare of research subjects and, when
appropriate, that there are adequate provisions to protect the privacy
of subjects and to maintain the confidentiality of data (38 CFR
16.111(a)(7)).

* When planning your study, consider that any research related notes
saved in CPRS could be viewed by any VA staff with appropriate access
to view the subject’s VHA Electronic Health Record. These notes are
available to the patient through the VA Blue Button.



INSTITUTIONAL REVIEW BOARD (IRB) REQUIREMENTS

(2 OF 2)

* The specific types of communication that will be utilized in a
particular research study must be specified in the study protocol,
IRB application, or supplement to the IRB application as part of
the IRB application process.

* Please note that applicable information security and privacy
requirements must be adhered to in addition to IRB approval
requirements for non-exempt human subjects research activities.

* |f a VA researcher is planning to use templated messages that will
be sent to research participants through Secure Messaging, the
content of these messages must be reviewed by the IRB of Record
for the research activity.



COMMUNICATION WITH RESEARCH SUBJECTS

e A research activity may use * The study team will need to
multiple methods to specify in the study the
communicate with research method of communication
subjects: » Alternate methods of
4 U.S. mail # communication should be
J Secure Messaging E'@ available for subjects not
J Email = wishing to use Secure
J Text Messaging \ 3 Messaging (SM),unless use
d Telephone calls % of SM is an inclusive criteria
d Combination of above methods of the research study



MY HEALTHeVET COORDINATOR OR
SECURE MESSAGING ADMINISTRATOR

e The My HealtheVet Coordinator or Secure Messaging
Administrator at your facility will help you with the set up of
Secure Messaging for your Research Study

* A Decision Tree is provided to help you determine what is needed
before you contact your facility Secure Messaging lead

* A checklist is also provided to complete with the needed
information

* These resources are located on the My HealtheVet Product Site




DECISION TREE (1 OF 2)

Will workload credit or
increments of time need to be
captured?

Will study involve medical Will documentation take place
intervention? in CPRS?

No Go to next slide No Go to next slide No Go to next slide

Secure Messaging Workload
Clinic will need to be created
Enter yes to question 1 on
Setting up Secure Messaging
for Research Studies List and
continue to next slide




Select Name for Secure
Messaging Triage Group
utilizing Naming
Convention

Members set
preferences according to
triage process decided

Finalize list of Team
Members for Triage
Group with education
completed

Decide triage process for
incoming Secure
Messages for Research
Study

DECISION TREE (2 OF 2)

Finalize list of subjects
for association to Triage
Group

Complete Setting up
Secure Messaging for
Research Studies List
and contact My
HealtheVet Coordinator

26



SETTING UP SECURE MESSAGING
FOR THE RESEARCH PROJECT

e A study-specific name must be used when My HealtheVet Secure
Messaging is used for a research study

* This allows the subject to distinguish between Secure Messages
that are related to his or her health care versus research related
communication

* The My HealtheVet Coordinator at the local VA facility should be
consulted when a VA researcher is ready to establish a Research
Study Secure Messaging Triage Group




NAMING CONVENTION FOR RESEARCH STUDIES

 The character limit for the Secure Messaging Triage Group is 50 characters
* The study-specific name is created using a combination of four items:

J Two standardized phrases and two study-specific phrases:
* Three letters indicating the study site

e The word “Research”

e The study name or a short phrase that would allow identification of the message with the study
 The word “STUDY_RES”

J For example, if the Baltimore VA was a participating site in a multisite study called,
“A comparison of Type |l Diabetes and three modalities of activity to evaluate short-
term and long-term effects on physical and psychological complications of Diabetes”,
the study-specific name for the associated Secure Messaging Triage Group would be:

BAL-RESEARCH-DIABETES AND ACTIVITY-STUDY_RES



SETTING UP SECURE MESSAGING

FOR RESEARCH STUDIES LIST

e A list has been created to help
researchers compile and
complete all the necessary
information before they contact
the My HealtheVet Coordinator
to set up Secure Messaging for
their Research Study

[ This list, Setting Up Secure
Messaging for Research Studies,
can be found on the My
HealtheVet Product Site

': W .Vﬁ EXCELLENCE
3




BEFORE CONSULTING THE
MY HEALTHEVET COORDINATOR
e Please have the following information ready to share with the My
HealtheVet Coordinator:

([ Decision that new Secure Messaging Workload Clinic is needed if
necessary (See Decision Tree)

1 Name for Study’s Secure Message Triage Group (See Naming
Convention)

1 Team members for Triage Group

d List of subjects for manually associating in Triage Group

] Setting Up Secure Messaging for Research Studies Check
List completed




SETTINGS FOR PRIMARY OR
SPECIALTY CARE PROVIDERS

Preferences:
e Can belong to multiple Secure Messaging Triage Groups
e Cannot set different preferences for different Triage Groups

* Generally Primary and Specialty Care Triage Groups have an initial reviewer
that then reassigns messages to appropriate team member

* VA Research team can also designate a team member to be the initial
reviewer
e Review and triage incoming study Secure Messages
 Respond or reassign to other team members as needed



ENSURING YOU RECEIVE STUDY SECURE MESSAGES

* |f you have an initial * |f you do not have an initial
reviewer assigned for the reviewer assigned for the
study triage, set preferences study triage OR if you are
for: the initial reviewer, set
1 Message Notification set to preferences for :

“On Assignment” 1 Message Notification set to
J Inbox View Preferences set “Each Message”

to “Only Messages Assigned O Inbox View Preferences set

to me” to “See All Messages”



REVIEW OF TASKS TO COMPLETE WHEN SETTING UP SECURE

MESSAGING FOR USE IN AN APPROVED STUDY

e Local My HealtheVet Coordinator consulted:
J Secure Messaging Workload Clinic created (if required - see Decision Tree)

] Triage Group created using study-specific name and specific naming
convention

J Research team members accounts activated within Secure Messaging
Administrative Portal

(d Research team members added as group members

L Subjects (users) associated with study
* Triage process for incoming Secure Messages identified

(1 Team members have their individual preferences set for Outlook
notifications



KNOWLEDGE CHECK QUESTION #1

True? False?

Secure Messaging can be used to recruit subjects for VA research
studies.




KNOWLEDGE CHECK QUESTION #2

What steps should be a. Triag.e.Group created using study-
specific name

completed, once the research b. Research team members added as

study is approved, before group members

using Secure Messaging with c. Subjects associated with Triage

the study? o

d. Triage process for incoming
messages identified

e. Team members’ individual
preferences set accordingly

Select as many as applicable




ACCESSING SECURE MESSAGING

FROM OUTLOOK

There are two ways to
access Secu re Messaging' : - k ol Fner Rul AianS' Sder bl “ Uneag | & Sled” OnHue

Adtions Junk E-mail Options ¥ Find CneNote

1. Select the hyperlink . -~
fro m W it h i n a S e C u re _Sulbjed: Secure Message Notification
M e Ssa ge O u t | O O k The following Secure Message Notification for the Triage group: **

4 You have one or more new Secure Messages waiting to be read. Please access Secure Messaging through the (PRS Tools menu
e m a | I = to read the message(s). To change the frequency of this notification, access Secure Messaging, click on Preferences and
under New Message Notification, select another option from the Notify Me: dropdown menu.

Go to https://smclinician.myhealth.va.gov/mhy-sm-ueb/loginClinicianIntegration.action?station=63140UZ=20915 to log into
Secure Messaging. If you have problems opening the URL by clicking on it, copy and paste the entire link into your web
browser's address window.

Please do not reply to this message.




ACCESSING SECURE MESSAGING
FROM CPRS

2. Select Secure Messaging from
the tools menu in CPRS.*

NOTE: Secure Messaging s a
separate program from Outlook,
CPRS and VistA.

*If Secure Messaging is not
available in the CPRS Tools menu,
contact your facility’s My
HealtheVet Coordinator




LOG IN TO SECURE MESSAGING

1. Select Login

Secure Messaging

Please Select
Login to
Continue

[

=)

Selecting the login button will
take you to an Enterprise
Identity and Access
Management login page where
you can log in with your VA
Network User ID and
Password, PIV Card or
Windows Authentication.




TWO OPTIONS TO LOG -IN

2. Select Sign-in with VA PIV

Card
a. Enter your corresponding PIN
OR
3. Select View Other Sign-in ———
Options ﬂ N | e ]

a. Select Sign in with Windows
Authentication(recommended)
(no VA Network User ID or
Password is needed*)

Sign in with
VA Metwork 1D
"Disabled for most users

*NOTE: Mobile devices may require User ID and Password



SECURE MESSAGING INBOX (1 OF 2)

* Upon log in, Secure
Messaging opens to the
Inbox.

 The Inbox contains Secure
Messages received by the
team(s) and not yet marked =
Complete s




SECURE MESSAGING INBOX (2 OF 2)

* From the Inbox users can:

(J Create a new Secure Message by selecting the “New Message” button
on the left side of the screen

J Open various folders located under the “New Message” button
[ Create personal folders within their Secure Messaging account




NAVIGATE THE INBOX (1 OF 2)

Secure Messaging Terminology:  « Drafts: Messages saved as a

* New Message Button: Create draft, whether AutoSaved
and send a new message or manually saved
* Inbox: All active messages, can
also be selected to refresh ——

screen

e Escalated: Messages that have
exceeded the three (3) business ==
day completion rule and still S
need to be completed

mes3ape In CPRS s queusd. The message will be Snked with SM Clinic: SM-DENTAL . CPRS Tide: DENTAL - SECURE MESSAGING.

i [ Cune |
® Preoces Messaos | et Message 10!

Previous Comments{0)




NAVIGATE THE INBOX (2 OF 2)

*Sent: Only messages YOU * Reassign: Message history
sent can be tracked here
Completed: All messages * CPRS Progress Notes Alerts:
the TEAM completes Messages that failed to save
*Deleted: This folder is no to CPRS with
longer functional error explanation
eReminder: If a reminder is * My Folders: Personal folders
set, the message will created within your Secure
appear here Messaging account



CONTENTS OF SECURE MESSAGES (1 OF 2)

{ Inbox ey [25 -

- Tl TP —— L TR E T T 2l [TURTTT

Select AN, HMone. Bead, Uniead Messages 160 1.of 1

* Each Secure Message will list:
J From: Who the Secure Message is from

] To: Secure Messaging Triage Group that this Secure Message is
associated with

J Subject: The subject of the Secure Message

1 Date: The date and time (Eastern Time) of the Secure Message



CONTENTS OF SECURE MESSAGES (2 OF 2)

| Inbox — o Ao |

Caarh B Seferlit 10

bl O

— s Subject — = ASpkgned ¥ atus

- N T L A e ] L e T o= -l [EYAGTT

Sedech AN Mone Head, Linread Messages 160 1of 1

* Each Secure Message will also list:

L Assighed: To whom the Secure Message is Assigned action
(if ‘Assigned’ is blank, the message has not been opened by a

team member)
(] Status: The status of the Secure Message

(if ‘Assigned’ it will show ‘In Process’)



PREFERENCES

You must set the various preferences for your Secure Messaging
account. It is very important that you set your Preferences correctly
so you do not miss any messages. It is RECOMMENDED to set them
the first time you log in to Secure Messaging.

To set Preferences:

S
e © ) Teoescul Sugs

g - Your request o 33300 In CPRS Is queusd. The message wil be finked with SM Clinic: SM.DENTAL , CPRS Tite: DENTAL - SECURE MESSAGING.
_ Select Preferences from e et
3 S : 142015 0137 P ot Messaoe® | lote e R
§ T From: ]
To: REASS! AN

any screen within Secure
Messaging |




SECURE MESSAGING PREFERENCE OPTIONS

NEW MESSAGE NOTIFICATION - EMAIL

You will receive a notification 1. Under New Message
alerting you when you receive a Notification, enter the email
new Secure Message. There is a address where you want to
link within the notification that receive the notifications.

you can select to go to the Secure  a. The New Message

Notification defaults to your
VA email address used in

Define e Ootautt view of the types of

- Outlook.
o b. You can make changes to the
T =) email address but it cannot

be left blank.




SECURE MESSAGING PREFERENCE OPTIONS

NEW MESSAGE NOTIFICATION - NOTIFY ME

You decide when you receive 1. Select one of the three
notifications by selecting from options from the
the dropdown menu under dropdown menu under
Notify Me: Notify Me
* Options: 2. Select Apply
J Each message ;E:S!Jiiii?%in'#é;ﬁ}’ﬂr?i?ﬁ'é artiva
(1 Once daily (not recommended) —

: foo@foo.com
[ On assighment to me | Notify Me:

| |Each message w




SECURE MESSAGING PREFERENCE OPTIONS

MANAGE PERSONAL DISTRIBUTION GROUPS

| Preforences * You have the ability to create,
R lﬁ:“"wxm view or modify personal
| N ' Distribution Groups. You can
: ::':“xzwwum communicate with a group all
= at once through the use of a

- Distribution Group.




SECURE MESSAGING PREFERENCE OPTIONS

CREATE DISTRIBUTION GROUP (1 OF 2)

1. Select Create a Personal Distribution Group under Manage
Personal Distribution Groups

Preferences

—  g— ———————

New Message Notification Inbox View
Recernve emad notcaton of T armval of Define Do default viow of B types of
PN TS IMESAS00, yOu WOl ke Salieyed n




SECURE MESSAGING PREFERENCE OPTIONS

CREATE DISTRIBUTION GROUP (2 OF 2)

2. Enter name for Distribution
Group

3. Select radio button in front §==="
Of My G r OU p fstribution Group Members

to 250 members can be added to the Distribution Group.

4. Select appropriate tab to
search for members

i
LastName: ~ of SSN

nnnnnnnnnnn

5. Search for desired
member(s)

6. Select Add
7. Select Save Group




SECURE MESSAGING PREFERENCE OPTIONS

MODIFYING A DISTRIBUTION GROUP (1 OF 2)

If your group changes, you, as
the creator or owner*®, have
S ) (Tme— the ability to modify your
S Distribution Group.

. Preferences

Roceve omad notiscason of the aerval of Define he

1. Under Manage Personal
Distribution Groups, select
Group Name from the
dropdown menu and then
choose Select.

*ONLY the owner can make changes




SECURE MESSAGING PREFERENCE OPTIONS

MODIFYING A DISTRIBUTION GROUP (2 OF 2)

2. Select Search for Users to Add to Group

3. Search for new members and add to the Group Members list by
selecting Add

4. Members to be removed from list can be selected from the right
column under Group Members and selecting Remove

5 ° S e I e Ct Save G ro u p -_ | Edit a Personal Distribution Group




SECURE MESSAGING PREFERENCE OPTIONS
INBOX VIEW

You have the ability to set which
messages you wish to display when

Preferences

you log into Secure Messaging. | s

4 Hecoive emal notiicaton of the armval

hOX
Define e O2taut view Of e hypes of
Me338003 yOuU SOU) e Ospiayed N

- of e MOS0

1. Select the option desired from =
the dropdown menu next to |
Display under Inbox View | |
a. All Messages

b. Only Messages Assigned to Me
c. Only Unassigned Messages

2. Select Apply

Create and o0t Sagnatures or Oulgong
MOVIAONS and repies




SECURE MESSAGING PREFERENCE OPTIONS

SIGNATURE
Set a signature that will be 1. Enter name as you wish it
included in all outgoing to appear in the signature
Secure Messages. block under Name in the
Signature section.
1;:;5:&«;“;, T ——" 2. Enter title as you wish it to
~ , e appear in the signature

block under Title

3. Select check box in front of
include Signature

4. Select Apply

* ] e
e B
24
,'.‘ T
. '_..l:’,'n: 42 i o e £ eTotrRLeeY ."_.'»,.«"":.".' ChcRad ha ot 22, _':A' T eI hest e Lol ¢ T



SURROGATE MESSAGE FORWARDING

You have the ability to 1. Select Staff/Triage Group to act as
designate a surrogate to act surrogate from the dropdown menu under
: Surrogate (Staff/Triage Group) in Surrogate
in your place when you are

_ Message Forwarding section.
unavailable to respond to 2. Defaults to All Day. If the selected surrogate

Secure Messages. will only act for a specific time period for
the specified day(s), select the “All day”

check box (removes the check mark) — time

e et s o options will become available

||~ Select a Staff/Triage Group — v][111302010 | [11/3012010 |5 clear

|~ select a StaffiTriage Group — ~][1113072010 |3 i E

| e 3. Enter start date (mm/dd/yyyy) or use

calendar to select Start Date and End Date
4. Select Apply



DESIGNATED SURROGATE

e Designated Surrogate must
make sure their Inbox View
setting in Preferences is set
to All Messages. Otherwise,
they will not see the Secure
Messages that have been
forwarded to them!




SECURE MESSAGING ACTIONS (1 OF 2)

Users have the ability to:

* Create a new message

* Reply to a Secure Message

* Move a Secure Message to a folder under My Folders
* Save a Secure Message as CPRS Progress Note

e Complete a Secure Message

* Print a Secure Message

* Reassign a Secure Message

* Close a Secure Message

I Aepy IEESRSEE S RN bove || Save as CPRS Progeess Note [l Complele Message [l Print Message || Reassign Message Close




SECURE MESSAGE ACTIONS (2 OF 2)

Users have the ability to:

* Triage a Secure Message and
Reassign the message to:
J A member of their Triage Group
1 A Triage Group within their facility

J A Triage Group at an outside VA
facility
* Reassign a Secure Message
using the Internal Healthcare
Team Communications box

(right side of screen)




CREATE A NEW MESSAGE

= ’fm- https://sm.myhealth.va.gov/mhv-sm-web/loginintegration.action?key=4030d858f20af4c Jo g

Eile Edit View Favorites Tools Help

Inbox (167)

Drafts [43]

How to search for a recipient:

1. Select New Message from top
of left column

2. Select Search for a recipient
after To:

Important: Make sure you are sending
the message from the Triage Group
(Secure Messaging team) to which the
patient is associated. If you do not, the
patient will not be able to reply to the
message.



SEARCH FOR PATIENT - SIMILAR TO CPRS

1. Enter Patient’s first initial of last
name with last 4 of Social Security
Number (SSN) into First Letter of

Il Bl IETEIEETS | Select a Recipient
. . The recipient has not been identified. | otents [N G0S - | e B | o o =
Last Name + Last 4 of SSN field = —
5‘;! MT::W: mvet‘secu g(oesgx:ch you must either enter a Last Name, ‘First Letler of Last Name « Last 4 of SSN
2. Select Search e
i 5 AttachFlle & Attachafie Instruct
3. When the patient’s name appears | e

in the “Select Recipient” field, j ‘ :
highlight the name —————
4. Choose Select in order for the
name and Recipient Information to
show up in the “Select Recipient”

fieI




IMPORTANT TIPS FOR SEARCHING (1 OF 2)

e Always include the first initial of the last name with the last 4 of
SSN

J If you only put in the last 4 of SSN, no results will show no matter what
else you include. The two must go together.

e Searching by the last name field generates a list of patients and
provides the last 4 of SSN and Date Of Birth (DOB) — beware of
very common last names




IMPORTANT TIPS FOR SEARCHING (2 OF 2)

e Patient must have logged into Secure Messaging at least once
oefore they can be found in a search

* |f you cannot find the patient you wish to send a Secure Message
to, make sure you have searched correctly




SENDING A MESSAGE (1 OF 2)

1.Select a message topic from

the dropdown menu
[ Seng | Save as rat [l Cancel Message |

. Draft autosaved at 3:05 PM

— G—— | 2.Enter message subject

Triage Group: ;‘I‘.‘IyHea‘.‘.he\'ehSec..re“.tessagmg_ S h
To: MHVZZVISNTWENTY, TEST [ SSN: 2000, DOB: 01/01/2001 ]

S o | 3.Enter message

[Welcome to Secure Messaging!

i phactbest 14 -

AttachFile & MHV-SM How To Document 8-18-2015 v7 pdf brian.pdf

] AT a. Internet links will not show up as
: hyperlinks while you are preparing

i
: lcome to Secure Messaging. Attached are instructions on how to access some of the most

i3 popular online services the VA is currently offering VA patients through My HealtheVet,

; ncluding how to use the Download My Data/Blue Button functiconality to *.';e:»:,”::ii:if “or download the messa e but DO When the a re
K your VA electronic health record. g y

3

t ISecure Messaging is a conduit to your health care teams. You should be set up to send messages d b h b =

" to your primary care team and any specialty clinics you have seen in the last year. v Opene y t e reCI plent

H Additionally, sometime within the next 30 days you should be able to message several

{

!

-~

4.1f you wish to include a file,
Select Attach a file




SENDING A MESSAGE (2 OF 2)

0O N O i

Proofread message
Verify recipient is correct

Review attachments
Select Send

[sens~ Canct Messae

| Draft autosaved at 3:05 PM

R From: - - -

‘I Triage Group: |*MyHealtheVet-SecureMessaging_ s v

_’ To: MHVZZVISNTWENTY, TEST [ SSN: 2000, DOB: 01/01/2001 ]
; . (General V|

] Welcome to Secure Messaging!

- Attach File ¢ MHV-SM How To Document 8-18-2015 v7 pdf brian.pdf
move

.
3 v Attachaule Instructions to attach a file
B
3 iello Mr. Mhvzzvisntwent
3 P A
; Welcome to Secure Messaging.
: opular online services the
including how to use the Downlocad My Dat
3 your VA electronic health record.

AT ETILITY AU




INCLUDING ATTACHMENTS IN
THE SECURE MESSAGE

: l| File Attachment

To include attachment(s):
Select Browse

| You may attach up to 4 files which must be in one of the following formats: txt, pdf, doc,
xis, gif, jpg. docx, rif, xIsx, png files. The file size for a single attachment cannot exceed 3
MB and the total size of the attachments cannot exceed 6 MB.

Select a File to Upload
W:MHYV Lists\Patient Litf_Browse__|

Search for file you wish to attach | 1

Double-select file you want to attach

Select Attach
a. May attach up to 4 files

ety o B

b. Individual file size cannot exceed 3MB and total size of attachments cannot
exceed 6 VB

c. Must be in: txt, pdf, doc, xls, gif, docx, rtf, xIsx or png format



INCLUDING ATTACHMENTS IN THE SECURE MESSAGE
IMPORTANT ATTACHMENT INFORMATION

e If an attachment is added to a Secure Message and the message
goes into draft form, the attachment is dropped from the Secure

Message

It is recommended to add the attachment to the message right before
selecting the Send button

 The user can view Secure Messaging attachments once the
message has been completed by selecting the Secure Message

from the Completed folder
J Secure Messages with attachments have a paperclip icon



OPENING A SECURE MESSAGE

To open a Secure Message from the Inbox, select the desired
hyperlink under the “Subject” column.

Wy healhovet

Secure Messaging

You are logged in as |

AN

Help @ | Technical Support | Preferences

New Message Ml [1]eTe)

Display: [ V][R

Inbox (68) Move Selected to .. VI Messages 1 to 15 of 72 Next | Last
Appolstesem(/7) From AT A Date A Assigned A saws A
Medication(15/15) s — . » i s

Test(3/3) [ 1 MHVZZVISNONEAA, TEST Ask A My HealtheVet Coordinator 01/13/2016 10:21 PM



VIEWING ATTACHMENTS

e Attachments sent display as 1. Select hyperlink to either
labeled by the sender open or view attachment

a. Message displays to either
open, save or cancel
message

b. Attachments cannot be
saved directly to CPRS from
Secure Messaging

(] MHVZZVISNONEAA, TEST AZERSKY,C_TEST BRS Local test resuls example ¢ 022972016 11:42 A\
te Reassign Message
Previous Message | [}

-

Do you want to open or save UMass test results.docx (123 KB) from smelinician.myhealth.va.gov? Open Sove v Cancel | X




SAVE ATTACHMENT SENT BY PATIENT

To save attachment sent by patient:

 (Can be directly saved to a VistA Imaging Import Folder and
then indexed and saved to VistA Imaging (this is the preferred,
paperless method)

OR

* Can be printed and then captured to VistA Imaging using a
flatbed scanner as is commonly done with outside medical
records

U Follow local process on scanning outside documents into the medical record



IMPORTANT INFORMATION
ABOUT VIEWING ATTACHMENTS

 When saving attachments, follow your facility’s process

* |f you receive and open a PDF file, a message displays to inform
the user that opening/downloading files creates a temporary file
on the computer and the information in this file can be visible to
other users on this computer

] Select the Agree button to accept the risk prior to the file opening

[ If Decline is selected, the PDF file will not open




SAVING AN ATTACHMENT PAPERLESS (1 OF ©)

If you have access to save to a
= VistA Imaging Folder, you
have the ability to save the
attachment paperless:

1. Select Tools

2. Select Administrative Tools

3. Select VistA Imaging
Capture




SAVING AN ATTACHMENT PAPERLESS (2 OF 6)

4. Select arrow next to Save
5. Select Save as

a. Save as allows you to save
the attachment directly into

™

E Compieted this is a lest
Deleted 3]
L] e :

M Reminge Test Patient
Jy Soniiu MHV Traireng
o Reassgo
]

I ( , ‘ I e i gree e e Internal Healtheare Team
1 add new folder i " .

I r : Asslon to:

; Your Team




SAVING AN ATTACHMENT PAPERLESS (3 OF 6)

« This message has been automatically assigned to you

e

o . » Computer » OSOWR(C) » Program Files » vists » Imaging »

+ Documents
& Muax

6. Select folder
7. Name file ] ,
8. Select Save B

ey

tntel
Perflogs

Reassigo

Program Fies

3 m Program Fies 66)
3 jap 3 HHeaithcare Toam

o B « Mpications
Save o3 type | Testireemii pg ™ ige:

; +

A - bode Foldens Concel

r . vWithin Your Tear

< —_

; Message Status

Py

oy

Do you want to open or save




SAVING AN ATTACHMENT PAPERLESS (4 OF 6

9. The attachment is now in the VistA Import Folder

idamds

aaiiant
ST LML PP

0P Virh braging Capture vite el v gov] n wie by - ST e —
fie Comet Optome Took Configustion: Ublte: Image MHep
Sowroe  Impon forget  Tul Cokr G Assscmios TR Sagng  Sege Woge Owiiw Oper  Copy 1o Server
Pterws | Nogress Nete | Maswregraw L Adverond Dveitvw | Cordad Cam | Eyw Cornuty ll.‘-a-;,: v €T Samn | A ASprren Later | TR ten Wownd Mutes | Pee Baan | Nege 4 | .!
“ P — o108 Con 100 Zoom 05 L ot - ' .
™ ™ b d te - -~
Ve CEIMWIRAN"B SN
R R e e ] —ee gy TP R MR Jame Y
“ew 1 Py peas hivte n
vl T O W SLAGAG
frote-Zastue Lec Congarn [/ Congiore
“ote Oute
Tocmeye Dee e 0% 2004 Orgn NVA v
Dochmage Type MAGE J.
Specmlty Y
Mook vest 4|
“wape Desc [t Cult 1l S5A080 .
Bascn

Lagture

e g Dwscrgtor

CiProge s 1V ADSEDGImEo

oo Vasted




WP Vord magng Cepture vata med vagov) i uie by - "o p—_—
file Comtet Opters Took Configustions Utites Image Melp
Sewce Wmport Fuget  Tel Color WG Asssceten TH Sagng  Segle Woge Owline Omer  Copy 1o Sarver
Pcteren | Mogrens tote | Masmegran | 0 Atcerced Drectve | Corte (.-! Eyw Connutn | Radengy | e CTScon | Adewn | Appevwnt Loter | B8 Notes | Wound Mates | Foe Bass | Repe o | ) |
. Sebet Batiost , parwel | cmtwe I | Zeames | » o 4«
Parent CRHIM@-IAMRSYS"HDB X

I VA e e Ttewt

e o T ey P T

Veote Tow OV W LLAGHD

Note SREta LaC Compnen / Compions /

ote Date

“Oocimage Dae - . e v
Oochmepe Troe  [maoe <
Seecaty <
Ol et <4
Wrage Dwas L CURE 0L S5A0N

8 Soving
o Image desc SECURE MESSAGING
Image bt/peel : 24 ba
saving a3 ImageType : Full Colcr PG

= -

e e Cmecrpten

CiPrean 1VIMA RSSO MDEe ] o

[ sae = Vasres

C Chch ‘Capture” or press “Inters’ 50 capters the image.

SAVING AN ATTACHMENT PAPERLESS (5 OF 0)

10.Select Capture

a. Confirmation message
displays
11.Select OK




SAVING AN ATTACHMENT PAPERLESS (6 OF 6)

* The image is now in the Display Application gaamssn —
 If the image is in color, it will save in color |
* Your local HIMS staff are the experts.
e Be sure to confer with local HIMS staff to
determine the best way to capture

Secure Message attachments to
VistA Imaging at your site

* |f you print the JPG and use a flat bed scanner to save the

attachment, it displays in lower quality, black and white and is
less defined




REPLYING TO A SECURE MESSAGE (1 OF 2)

1. Read through and
determine if you are the

- appropriate person to
respond

= a. Yes-Select Reply

b. No- Reassign to appropriate
team member




REPLYING TO A SECURE MESSAGE (2 OF 2)

2. Enter response in message
area

3. Attach file(s) if desired
Select Send




REASSIGNING A SECURE MESSAGE
INTENDED FOR SOMEONE ELSE

 There are two ways to reassign a Secure Message to another staff
member:

J Link in the Internal Healthcare Team Communications box
(J Reassign Message button




INTERNAL HEALTHCARE TEAM

COMMUNICATIONS BOX

Internal Healthcare Team

e The Internal Healthcare Team Commurications
Communications allows users to: B
EI Vlew WhO the message |S aSSIgHEd ! Reassign Within Your Team
to Message Status:
In process Change Status?
L Reassigh a message to someone | Previous Comments(0)

else within their team

J View and change the message
status

Enter a Comment:

1 Communicate internally using the

Comments field |
Submit

B e s e i e e n a e T T



INTERNAL HEALTHCARE TEAM

COMMUNICATIONS BOX - REASSIGN (1 OF 2)

 The original team member that | Communcatons
opened the message will see
their name under the “Assign —_——
to” heading pricas Commesiio
* To reassign the message to
someone else: e
1. Select the Reassign Within :,‘
Your Team hyperlink TS INFORMATION5 NOT WGLUOED
| —
T ey

RS e e b ol Bt A bt b et L



INTERNAL HEALTHCARE TEAM

COMMUNICATIONS BOX - REASSIGN (2 OF 2)

l“,ﬁi‘.‘o | Techaical Suppor | Preserences

2. Once the hyperlink is

selected, the “Assign to” field | e o
becomes a dropdown. Use
the dropdown to select a P

S In process Change Status?
j Previous Comments(0)

Triage Team member to
assign the message. i

3. Select Submit |

o
| THIS INFORMATION IS NOT mcm

~ INMESSAGES SENT TO PATIENT '

o
| Previous Comments(0):
o

3|
‘ ‘L CPRS Progress Note Status
|

I P STTRTITI T e T f'wﬁ‘}ffﬂmﬂw'ﬁ%"
i e R R s it e = Sk L P



REASSIGNING MESSAGE BUTTON (1 OF 3)

* |f a message should be addressed by someone outside of your
immediate Triage Group, the Reassigh Message button can be used

* To navigate to the Reassign Message button:

1. From the Inbox, open a Secure Message by selecting the “Subject”
hyperlink

My heatth&v;

You are logged in as: |

1 d . U )
‘W Secure Messaging MR
Hg'po | Technical Support | Preferences
Inbox Dispay: (A1 V| NN
Inbox (68) Move Selected to .. V] Messages 1 to 15 of 72 Next | Last
Appointment(7/7) From e o e Date % Assigned e Status e

Medication(15/15)

Test(3/3) [ 1 MHVZZVISNONEAA, TEST Ask A My HealtheVet Coordinator 01/13/2016 10:21 PM

TeSTITIIC TR i e - —iiida o PR PV ITTI




REASSIGNING MESSAGE BUTTON (2 OF 3)

T RG] iove | 5ave 2 CrRs rogress Note | Comoee essage | P essage_Reassian essane 8
= 2. Select Reassign Message

. From: MHVZZVISNONE, TEST [ SSN: 0100, DOB: 01/01/1952 ]
| To: MHV_TEST_NHMS

&

i Message ID#: 1163736583

'5 Subject: General ~ General Inquiry
-

8
‘S
i3
T test

The Testerl

| 555-555-5500
by

<

is




REASSIGNING MESSAGE BUTTON (3 OF 3)

3. Choose from one of the
three options displayed in
the Reassign Message pop

|Reassign Message i
‘ Select one - u p ;
: option:
To Team Member in your group a. To Team Member in your
To Triage Group within your facility
To Tnage Group outside your facility g fou p

b. To Triage Group within your
e facility
c. To Triage Group outside your
facility



REASSIGNING WITHIN YOUR TEAM (1 OF 2)

To a Team Member in your
group:
1. Select To Team Member in
your group
2. Select Submit




REASSIGNING WITHIN YOUR TEAM (2 OF 2)

 |f the radio button is selected to reassign the message To Team Member
in your group, the Reassigh Message Within Your Team popup displays

1. Select a clinician to reassign the message to
2. Enter comments for the health care team (optional)
3. Select Submit

ReaSS|gn Messége WithinlYo'hr Tearﬁ

LSS (R H — Select a Clinician to ReAssign

Enter comments below for the Healthcare Team
(not in messages sent to patient)




REASSIGNING TO TRIAGE GROUP

WITHIN YOUR FACILITY (1 OF 2)

To (a different) Triage Group
Within Your Facility:

1. Select To Triage Group within
your Facility

2. Select Submit




REASSIGNING TO TRIAGE GROUP

WITHIN YOUR FACILITY (2 OF 2)

I . Reassign to Triage Group Within Your Facility
3. Choose from the two options: T A

a.Triage Group (Best Option)

* Sending to entire team aligns with team based care and helps the Veteran
receive a prompt response

b.Clinicians and Staff (Default)

* Sending to a specific person may delay response




REASSIGNING TO CLINICIANS

AND STAFF TAB ( 1 OF 2)

If you choose to reassign to a specific 3. Highlight the Staff

clinician or staff member via the Member in the dropdown
Clinicians and Staff tab: menu and then choose
1. Enter at least one letter into the Last Select

Reassign to Triage Group Within Your Facility

Name field to begin a search. It is
best to enter the last name in its
entirety. Additionally, entering as
much of the name as possible
speeds up the search

Search for Clinician or Staff Member
First Name: Last Name:

l | Ip |

oo Lo

Select Clinician or Selected Clinician or
Staff Member Staff Member

2. Select Search




REASSIGNING TO CLINICIANS

AND STAFF TAB ( 2 OF 2)

4. Select desired Triage Group

from dropdown menu of e e

- Staff Member Staff Member

teams to which the selected
clinician belongs

a. Triage Group(s) that the
patient is already
associated with are noted
in bold and are followed by

(A)
5. Enter any comments
6. Select Submit

Clinician or Staff Member
Information

Tnage groupds) the patent is alroady associnlod with are noted in bold and are followod
by (A)

svect Tnaow o ]

i Enter comments below for the Healthcare Team

S h:




TRIAGE GROUP TAB

1.Select the Triage Group Tab 3.If you reassign to an

2.Select the Triage Group unassociated Triage Group,
from the list of all the add an optional comment
Secure Messaging Triage for the health care team
Groups 4.Select Submit
a. Triage Group(s) that the

J Reassign to Triage Group Within Your Facility

: } : | Tiage Group |
patient is already associated

Triage group(s) the patient is already associated with are noted in bold and are followed
by (A).

with are noted in bold and SaetTroge o =

Enter comments below for the Healthcare Team

v

a re fol Iowed by (A) .A (notin messages sent to patient)




UNASSOCIATED TRIAGE GROUPS

* |f reassigned to unassociated Triage Group, a red message will
display asking if you wish to associate the patient to this Triage
Group and reassign the message

J Yes-Message is reassigned and receiving Triage Group will see another
red colored alert upon opening message informing them that the patient
IS now associated with their Triage Group

1 No- Action is cancelled and message is not reassigned

The patient is not associated with Triage Group: }
HomelessPatient Aligned Care Team |
Do you want to associate the patient with this ‘
!
\

Triage Group and reassign the maqe?




TO TRIAGE GROUP OUTSIDE YOUR FACILITY

AR 1. Select th‘e. 'I”’o Trlfa\ge Group outside
T rewws U your Facility” radio button

To Team Momber n your o

SR v e | 2. Select Submit

Select a VISN from dropdown menu
then choose Select

4. Select a Facility from the “VISN
Facility” dropdown menu then
choose Select

2 Reassign Message to Triage Group Outside Your Facility

Select a VISN/Facility to reassign the message to.

visn: [EE
- a. Two choices:

e Triage Group (Recommended)

Reassign Message to Triage Group Outside Your Facility

Select a VISN/Facility to reassign the message to. ® Cl | n iCl a n S a n d Staff

VISN: VISN

Facility: -- Select a Facility -- -




TO A TRIAGE GROUP OUTSIDE YOUR FACILITY -

TRIAGE GROUP TAB

Reassigning to a Triage Group is
. Reassign Messagqto Triage Group Outside Your Facility the recommended path

Triage Group

- T 1. Select Triage Group Tab

Facilty Change Facility

S Triage group(s) the patient is already associated with are noted in bold and are followed 2. Select Triage Group from the Ilst Of

S by (A)

e o e all the Secure Messaging Triage
Enter comments below for the Healthcare Team G rou p S

(not in messages sent to patient)

a. If the patient is already associated with a
Triage Group, will be bold and have (A)
after the group name

b. If you reassign to unassociated Triage
Group, add an optional comment

3. Select Submit



UNASSOCIATED TRIAGE GROUP MESSAGE

 |f reassigned to unassociated Triage Group, a red message will display
asking if you wish to send a notification to associate the patient with

this facility

A No- Action is cancelled
dYes-System sends an Outlook email notification to receiving facility Secure

Message Administrator(s)
e Work with facility’s Business Office staff to add patient to VistA system

* When successful, reassignment initiator will be contacted to again reassign the Secure

Message 4 Reassign Message to Triage Group Outside Your Facility

Select a VISN/Facility to reassign the message to.

VISN: VISN Change VISN
Facility: TEST LAB Change Facility

The patient is not associated with the selected facility.
Do you want to send a notification to the facility's
SM Administrator(s) to associate the patient with this facility?

[Ves Mo |




TO A TRIAGE GROUP OUTSIDE YOUR FACILITY -

CLINICIAN AND STAFF TAB

If you choose to reassign to a specific
clinician or staff member via the

JReassign Message to Triage Group Outside Your Facility Clinicians and Staff tab:

i Clinicians and Staff rOUp :

W Vish VISN ChangeVISN 1. To begin your search, you must enter at
_— e least one letter into the last name field to. It
Search for Clinician or Staff Member is best to enter the last name in its entirety.
First Name Ilaﬁmame I Additionally, entering the first name

|
narrows the search
El"”‘ I 2. Select Search
Select Clinici Selected Clinici
Staff Member . Staff Member 3. Highlight the staff member in the

dropdown menu then choose Select

4. Select a team that the clinician is associated
with from dropdown menu of teams then
choose Submit




SAVING SECURE MESSAGES

e Secure Messaging allows VA staff to save all or part of a Secure
Message or message thread that is deemed clinically relevant as a
Text Integration Utilities (TIU) note in CPRS.

J These TIU notes are then accessible to all VA staff with appropriate
access to the individual’s VHA Electronic Health Record

J Prospective subjects must be informed that any research related notes
saved in CPRS could be viewed by any VA staff with appropriate access
to view the subject’s VHA Electronic Health Record. They are also
viewable by patients via Blue Button functionality.



CERTIFICATE OF CONFIDENTIALITY (1 OF 3)

e Some studies, however, have a Certificate of Confidentiality

e A Certificate of Confidentiality (CoC) is issued for applicable
Department of Veterans Affairs (VA) research by several
Department of Health and Human Services (DHHS) agencies to
protect research subjects by preventing investigators and

institutions from being forced or compelled to release identifiable
information on research subjects




CERTIFICATE OF CONFIDENTIALITY (2 OF 3)

* |t allows the investigator and others who have access to research
records to refuse to disclose identifying information on research
subjects in any civil, criminal, administrative, legislative, or other
proceeding, whether at the federal, state, or local level. The CoC
helps to minimize risks by adding an additional level of protection
for maintaining the privacy and confidentiality of research
subjects in a VA study




CERTIFICATE OF CONFIDENTIALITY (3 OF 3)

* Current ORD policy in VHA Handbook 1200.05, Paragraph 21
states that for studies with a Certificate of Confidentiality that do
not involve a medical intervention (e.g., observational studies,

including interviews and guestionnaire studies), no annotation
may be made in the health record




HOW TO DOCUMENT COMMUNICATION VIA SECURE

MESSAGING NOT INVOLVING MEDICAL INTERVENTION

Studies that do not involve medical intervention:

 No annotation may be made in the health record

e Cannot be saved as a TIU note in VHA health record
 Document the communication in the investigator’s research file

J
J
J

Secure Messages are considered part of the investigator records
Must be retained as required by VHA’s Record Control Schedule 10-1

Investigators are strongly encouraged to copy all communication from Secure
Messaging

Secure Messages are viewable in the Secure Messaging folders for one year.
Messages older than a year can be obtained through the facility Release Of
Information (ROI) Office




HOW TO DOCUMENT COMMUNICATION VIA SECURE

MESSAGING INVOLVING MEDICAL INTERVENTION

Studies that involve medical Studies that involve medical

Intervention: intervention AND has a

e Secure Messaging allows VA Certificate of Confidentiality:
Staff to save all or part of a * ORD policy states that any
message or message thread details that would affect the
that is deemed clinically subject’s clinical care are to
relevant as a TIU note in  beincluded in Progress

CPRS ﬁ Notes




DOCUMENTATION INFORMATION

 The VA Principal Investigator (Pl) is responsible for determining
when Secure Messaging communications will be placed in CPRS

e If the Secure Messaging communication for a medical
intervention study with a Certificate of Confidentiality involves a

subject safety issue as determined by the VA PI, it must be placed
into a TIU note in CPRS

* Subject safety is always the first priority and should never be
compromised by withholding information needed by a VA
research subject’s healthcare team




BUSINESS RULES FOR TIMELY
SECURE MESSAGE RESPONSE

* [tis very important that Secure Messages are responded to within
a timely manner and marked as complete within the Secure
Messaging application

e Secure Messages must be marked as complete within three (3)
federal business days or they will escalate within the Secure
Messaging application

* Secure Messages are completed by the user by changing the
message status to Complete in the Healthcare Communication
Box




COMPLETING A SECURE MESSAGE

* Once you reply and select Send, the response is sent to the
patient and you will see the Finish Message Options box.

1. Leave default of Yes to changing e

C | : You have re};:lied toa messagevmat has not been assigned. This n;fessage has beer;
Sl automatically assigned to you. You may choose to assign it to a different member of your
message Status to Omp Ete B triage team, or leave it assigned to you

2. Select Yes to Save Message as a SRR <]

Would you like to change the status of this message to Complete?

@Yes ONo

C P RS P rog re S S N Ote : Save Message as a CPRS Progress Note?

®Yes ONo

OYes ® No

3 3 Set Re m i n d e r if d eSi re d Would you like to Set Reminder for this Message?

4. Enter any desired comments for
Healthcare Team

Enter any comments below for the Healthcare Team (not included in messages sent to
patient)

3. Select Done

| ore | cancel




SAVING A SECURE MESSAGE OPTIONS

§| Inbox (0)

e Select all message threads
1 saves all messages to Progress il

General(0/0)

Education(0/1)
N O t e ' Escalated [0] Message Content to Save as a CPRS Progress Note:

Drafts [3] V' Select all message threads

Create CPRS Progress Note

Patient Name: Facility: Date:
01/04/2016 10:30 AM

Sent

Completed

Sent: 01/04/2016 05:57 aM
Deleted [0] =

From:
Reminder To: SM Education Training Team
2! s i Reassian Subject:Feeling more depressed
e Select individual messages s s
Notes Alerts Dear

I have been taking the anti-depressant medication you prescribed but I am having difficulty sleeping through
the night. I am feeling sluggish, have a decreased appetite, and am feeling more depressed.

What should I do?

Sincerely,

Mr. Patient

My Folders edt

within the message thread if
not all are desired to be saved |
to Progress Note

add new folder

V- Original Message---—--———-——-—c——cc————--
Sent: 01/04/2016 10:28 AM




CPRS PROGRESS NOTES ALERTS

Your request to save the Secure Message in CPRS has been sent. If
this Secure Message fails to save, you will receive a notification in
the CPRS Progress Notes Alerts Folder.

Secure Messaging % ,-M"l i]

= YpaE respaEnl i BaE e reaaaags b DAY (e gasasd. The rean o w0l B Behaed ek DA Cleslc. SRGERTAL  CPAYL This DERNTAL - JECLUEE B2 Y 16,00

: [ Ficpsy [RCSEEEREI crvy | S i Froggree = - —
1 VT FEENF £ AP ok b & :rummlr\m
s gy .
t From AT RNONE, TRET [ S50 (08 D08 G078 3853 |
3 Ta: LS TEET halE G 1
3 Mg aanger IDF 11000 W)
B Exssisd | Subject: .
S D 19
Gt
poated
PN

gl repary

Greetings=,
I am almost out of Lisinopril and need a refill, please.
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CPRS PROGRESS NOTES ALERT POP-UP

Sent successfully:

S Wi * No CPRS Progress Notes
g Alert when you log in

CPRS Progress Notes Alert

Inbox (7) v One or more of the messages that you or a member of your SM triage team attempted to
A tment Save as a CPRS Progress Note were not successfully saved

] 1214 WLC Triage Group SLC4 Review the messages in the CPRS Progress Notes Alerts folder to review which

1| ECSFIVE, LIZA 12.14 WLC Triage Group SLC4 messages were unsuccessfully saved and information about the error. If you have further ess

1 ECSFIVE, LIZA 12.14 WLC Triage Group SLC4 questions, please contact your facility SM Administrator or MHV Coordinator. Lo

) ECSFIVE, LZA 1214 WLC Triage Group SLC4 fess 2
T =1 * Notin rogress Notes
| ECSFIVE, LIZA 12.14 WLC Triage Group SLC4 ess

4] E, LIZA 12.14 WLC Triage Group SLC4 0775072015 1207 PN

| ECSFIVE, LIZA 12.14 WLC Triage Group SLC4 07/30/2015 12:02 PM - — In process

! ECSFIVE, LIZA 12.14 WLC Triage Group SLC4 07/30/2015 11:57 AM - — In process

| ECSFIVE, LIZA 12.14 WLC Triage Group SLC4 07/30/2015 11:55 AM - — In process e r S O e r
E) ECSFIVE, LZA 12 14 WLC Triage Group SLC4 07/30/2015 11:46 AM e In process

) ECSFIVE, LZA 1214 WLC Triage Group SLC4 072020150334 PM S n In process

[} 12 14 WI C Triaoe Grouo SI C4 07222015 0415 PM

* In Completed folder




MANAGING CPRS PROGRESS NOTES ALERTS

* You can find any Secure Messages that failed to save in your CPRS
Progress Notes Alerts folder.

5 Secure Messaging \M‘\‘ h

Help @ | Technical Support | Preferences

| WOEN CPRS Progress Notes Alerts
Al inbox (96) Messages 1101 of1
3 From A A A

Apgointment(4/8)

REASSIGN TRIAGE GROUP 1_|
and

Tasi(15/22) | MCTP, ALPHA est2 08/14/2015 01:37 PM 08/14201501:42 PM ' In process
56/207)

1 —’-‘.,r.tgrn«]}.:‘.:?"r,

B Escalsteg [255) | Sect AL Mooe. Head. inead Messages 1101011
Drafts (9]

A Sent

p Completed

Sl Deleted (0]

M Reminder
Reassign

i CPRS Progress
. Notes Alerts




ERROR MESSAGE TEXT

* The Error Message text will be in red above the message when
opened. It will give you instructions on what to do to successfully
save the message.

Secure Messaging \ /‘/fg’q h

Help @ | Technical Support | Preferences

) New Message + Previous attempt to save message as Progress Note failed: AUTHOR/DICTATOR name discrepancy between HL7 message IEN/SSN - & the HL7 message name
Inbox (96) Note: Please' your SM Administrator and/or MHV Coordinator to assist in correcting the error.
Apoointment(4/8)
Medication(9/25) Save as CPRS Progress Note
Test(15/22) : Internal Healthcare Team
Senera)(56/207) Sent Je I DI Communications
Education(12/29) From: MCTP, ALPHA [ SSN: 7310, DOB: 09/23/1950 ]
Escalated [255] R A N TRIAGE GROUP 1_ Assign to:
[ ==m L]
Drafts [9]
Message Status:
Sent Subject: Corerdll Yl test? Lo
Completed
Deleted [0] st
Reminder =3 THIS INFORMATION IS NOT INCLUDED
Reassian IN MESSAGES SENT TO PATIENTS

&| CPRS Progress
Notes Alerts

3 Previous Comments(0):
8 My Folders et Previous Messages in Thread
Appointments CPRS Progress Note Status
Lab Reports 08/14/2015 01:42 PM
My Test Folder Unsuccessful in savina message as CPRS
add new folder Progress Note by




ESCALATED MESSAGES

Secure Messaging

nbox

[T Move | Save as CPRS Progress Note

Sent: 10/17/2017 01:59 PM
From: MHVZZVISNONE, TEST [ SSN: 0100, DOB: 01/01/1952 ]
To: MHV_TEST_NHMS

Message ID#: 1163736583

Subject: Seneral v General Inquiry.

The Tester!
S 555-555-5500

\/

Next Message &

Messages not “Complete” within 3 business
days become “escalated” and should be
resolved and responded to immediately

Once a message is escalated, ALL team
members receive an Outlook Email
Notification regardless of their Preference
settings

Teams are responsible for ensuring escalated
messages are responded to and completed
immediately and that steps are put in place
to prevent future escalations

The local My HealtheVet Coordinator/Secure
Messaging Administrator tracks all escalated
messages and will notify the Supervisors of
teams failing to meet the 3-day standard of
Completion



COMPLAINTS SENT THROUGH SECURE MESSAGING

Complaints sent by a Subject through Secure Messaging are
evaluated in the same way as any complaint received from a VA
Subject in a VA research study.

e Refer to local Human Research Protection Policy procedures to
determine when the complaint should be reported to the IRB of
Record for the specified study




CONSIDERATIONS FOR VA RESEARCH STUDY

SUBJECTS INSTRUCTIONS

When planning a study that * Instructions should be specific

will use Secure Messaging for for:

study related communication, L How to identify

consider: communication from the
study

* How will instructions be glven

to subjects ] How to contact the study

team
1 Orally . S
e * ldentify training needs for both
ritten staff and subjects before study
J Both is submitted

 When will instructions be given




RESOURCES

My HealtheVet Product Site @
http://vaww.va.gov/MYHEALTHEVET/index.asp

e Secure Messaging SharePoint Site @
http://vaww.oed.portal.va.gov/development/target/veteran health/myHealtheVet/SM

Champions/default.aspx

My HealtheVet website at https://www.myhealth.va.gov



http://vaww.va.gov/MYHEALTHEVET/index.asp
http://vaww.oed.portal.va.gov/development/target/veteran_health/myHealtheVet/SMChampions/default.aspx
http://vaww.oed.portal.va.gov/development/target/veteran_health/myHealtheVet/SMChampions/default.aspx
https://www.myhealth.va.gov/

QUICK REFERENCE GUIDES (QRG’S)

FOR SUBJECTS

* On My HealtheVet Product Site:
https://vaww.va.gov/MYHEALTHEVET e T bty
/Training.asp |

J Registering for an Account
J Upgrading an Account

] Accessing Secure Messaging
J Viewing a Secure Message

J How to view an Attachment
J Replying to a Secure Message

] How to include Attachments
J Getting Help



https://vaww.va.gov/MYHEALTHEVET/Training.asp
https://vaww.va.gov/MYHEALTHEVET/Training.asp

TRAINING RESOURCES

FOR SUBJECTS

* On My HealtheVet website at  [REESEEEEG_GS U
https://www.myhealth.va.gov S

Login to Manage Your Healthcare
3 My HealtheVet Navigation s
Guide

1 Quick Ref Guid
How Do | Learn More FAQs
. . \
D u I C k G u I d e S Tips on a range of topics from using Use your VA health records to partner Commonly asked questions and
the computer to applying for VA with your health care team. answers about My HealtheVet.
- benefits.
L User Guides

About My HealtheVet

About My HealtheVet offers you tips and tools to help you partner with
your health care team, so together you may work to manage your health.
Here you may find useful resources when you need them. The support
tools on this page are designed to enrich your experience with My
HealtheVet and help you make informed decisions.

F

Quick Guides User Guides Web Usage/Users

One-page guides that provide Step-by-Step guides on how to use Metrics on how My HealtheVet is doing.

D S e a r C h information at a glance. specific features offered.
d About



https://www.myhealth.va.gov/

QUICK REFERENCE GUIDES
FOR RESEARCH STAFF

* On My HealtheVet Product Site: 1 How to Document

https://vaww.va.gov/MYHEALTHEVET Communication with
[Training.asp Subjects - Involving Medical

Intervention

L Decision Tree for Researchers
J How to Document

Communication with
Subjects- Involving Medical
Intervention and has
Certificate of Confidentiality

d Naming Convention for Research
Secure Messaging Triage Groups

J How to Document Communication
with Subjects-Not Involving
Medical Intervention



https://vaww.va.gov/MYHEALTHEVET/Training.asp
https://vaww.va.gov/MYHEALTHEVET/Training.asp

QUICK REFERENCE GUIDES

FOR ALL VA STAFF (1 OF 2)

* On My HealtheVet Product

Site:
https://vaww.va.gov/MYHEALTHEVET/
Training.asp

1 Setting Preferences:

e Secure Messaging Email
Notifications

* Surrogate Secure Message
Forwarding

e Secure Messaging Inbox
* Secure Messaging Signature

d Accessing Secure Messaging
J Viewing a Secure Message
J Saving an Attachment

] Replying to a Secure Message

WeAT! |\ g



https://vaww.va.gov/MYHEALTHEVET/Training.asp
https://vaww.va.gov/MYHEALTHEVET/Training.asp

ADDITIONAL RESOURCES
FOR ALL VA STAFF

 Additional QRG’s:

J
d

Modifying a Distribution Group

How to Reassigh a Message- Using
Healthcare Team
Communication Box

How to Reassign a Message- Using
Reassign Message Button

Escalated Messages

How to Complete a Secure
Message

How to Save to CPRS

CPRS Progress Notes Alert

e Secure Messaging Examples,
Documentation and

Information Handbook at
http://vaww.va.gov/MYHEALTHEVET/d
ocs/secure_messaging/VMH132 MHV
Secure Messaging Handbook.pdf



http://vaww.va.gov/MYHEALTHEVET/docs/secure_messaging/VMH132_MHV_Secure_Messaging_Handbook.pdf
http://vaww.va.gov/MYHEALTHEVET/docs/secure_messaging/VMH132_MHV_Secure_Messaging_Handbook.pdf
http://vaww.va.gov/MYHEALTHEVET/docs/secure_messaging/VMH132_MHV_Secure_Messaging_Handbook.pdf

TRAINING RESOURCES FOR STAFF - PRODUCT SITE

e Secure Messaging Section on My W PowerPoint Presentations

HealtheVet Product Site at  Promotional Materials
https://vaww.va.gov/MYHEALTHEVET/ e Patients
Secure Messaging.asp: * Healthcare Team

J Information for Healthcare Teams
e Secure Messaging Team User Guide
e Secure Messaging Tactical Guide

J Frequently Asked Questions (FAQ's)
J Training and Education

e Secure Messaging Administrator User
Manual



https://vaww.va.gov/MYHEALTHEVET/Secure_Messaging.asp
https://vaww.va.gov/MYHEALTHEVET/Secure_Messaging.asp

CONTACT INFORMATION

* You can emalil
MHVSecureMessagingField
Questions@va.gov with
specific questions about
accessing and using My
HealtheVet Secure
Messaging.



mailto:MHVSecureMessagingFieldQuestions@va.gov
mailto:MHVSecureMessagingFieldQuestions@va.gov

KNOWLEDGE CHECK QUESTION #3

What type of My HealtheVet a. Visitor
user access must a research b. Basic
study subject have in order to

c. Advanced
use Secure Messaging?

d. Premium

Select as many as applicable




KNOWLEDGE CHECK QUESTION #4

All Secure Messages in a Research Study are saved to the
health records.

True

False




RECAP (1 OF 2)

During this session, you learned to:

 Describe My HealtheVet and Secure Messaging
e Explain how Secure Messaging can be used by VA Researchers _.
e State why Secure Messaging can’t be used for Research Recruitment

e Explain the requirements to use Secure Messaging to communicate with
consented VA subjects

 Understand the decision making process for using Secure Messaging for
research

* Describe the format for naming a Secure Messaging Triage Group for a
specific study




RECAP (2 OF 2)

List the steps to use Secure Messaging by VA researchers for an approved
VA study

Explain how to ensure messages from subjects in the VA study are received
Describe how VA study subjects can register for My HealtheVet

List considerations for instructions for Veterans for the use of Secure
Messaging with the study team

Describe the steps to handle a Secure Messaging received in error for
healthcare team

List the Business Rules for timeliness of response to a Veteran Secure
Message

Explain the process to handle complaints sent through Secure Messaging
Explain how to document communication with VA research subjects
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VETERANS HEALTH ADMINISTRATION

Guidance for VA Researchers on the Use of
My HealtheVet Secure Messaging

Date: March 12, 2018
This is a new Guidance document. Please submit comments and suggestions regarding this

document to the VHA Office of Research and Development (ORD) at
VHACOORDRegulatory@va.gov.

SCOPE: This document provides guidance for VA Investigators and VA research team
members on the use of My HealtheVet Secure Messaging for communicating with VA subjects
in the conduct of approved VA research. My HealtheVet is an online portal created by the
Department of Veterans Affairs to help Veterans, active-duty service members, and their
dependents in managing their health care, work with healthcare providers to reach informed
decisions, and improve their overall health. My HealtheVet offers a suite of tools including
access to their health records and a Secure Messaging system to communicate with their
healthcare team and other VA staff. This ORD guidance is based on the recognition that (a) the
privacy and confidentiality of VA subject information sent and received by VA researchers is a
component of the Institutional Review Board (IRB) of Record’s evaluation of the human subjects
research activity, (b) My HealtheVet's Secure Messaging application cannot presently be used
to recruit VA subjects or as part of any recruitment activities in research, (c) the clinical
functionality of My HealtheVet's Secure Messaging must always be considered in relation to the
research functionality, and (d) all existing research policies apply. The following questions are
discussed in this guidance document:

1. Whatis My HealtheVet?
2. Can My HealtheVet Secure Messaging be used by VA researchers?
3. Why can't My HealtheVet Secure Messaging be used for research recruitment activities?

4. What is a VA researcher required to submit to an Institutional Review Board if they want to
use My HealtheVet Secure Messaging to communicate with consented VA subjects?

5. Is a VAresearcher required to use a specific format for naming the Secure Messaging
Triage Group for a specific study?

6. What do VA researchers need to do to use My HealtheVet Secure Messaging once the IRB
of Record and R&D Committee have approved a VA study?

7. If | already receive My HealtheVet Secure Messages from patients in the context of my
clinical service at VA, what do | need to do to establish a separate Secure Messaging triage
group for messages from study participants in the context of my research?

Page 1 of 7
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8.

10.

11.

12.

13.

14.

What do VA researchers need to do if a Veteran has been enrolled into a VA study but does
not yet have a Premium My HealtheVet account?

What instructions should VA researchers give to Veterans regarding communicating with the
study team using My HealtheVet Secure Messaging?

If a Veteran sends a complaint about the research study through My HealtheVet Secure
Messaging, does it require reporting to the IRB of Record or is there a special reporting
system?

What happens if a VA research team member receives a Secure Message from a Veteran
that is intended for the Veterans’ healthcare team?

How should communication with VA research subjects via My HealtheVet Secure
Messaging be documented? What if a VA research study has a Certificate of
Confidentiality?

What are the business rules for timeliness of response to a Veteran Secure Message?

How can | learn more about My HealtheVet Secure Messaging?

What is My HealtheVet?

My HealtheVet (www.myhealth.va.gov) is an online portal created by the Department of
Veterans Affairs to help Veterans, active-duty service members, and their dependents work
with healthcare providers to reach informed decisions and improve their overall health. My
HealtheVet offers a suite of tools designed to assist Veterans in managing their health care.
VA patients with a Premium My HealtheVet account can access their health records, refill
VA prescriptions, receive email reminders about appointments, and communicate with
members of their healthcare team and other VA staff using Secure Messaging.

Can My HealtheVet Secure Messaging be used by VA researchers?

Yes, My HealtheVet Secure Messaging can be used by VA researchers to communicate
securely with VA subjects who have consented to participate in a VA approved research
activity as approved by the VA Facility’s Institutional Review Board (IRB) of Record as
described in VHA Handbook 1200.05: Requirements for the Protections of Human Subjects
in Research. VA researchers can use Secure Messaging to send VA sensitive information
to VA research subjects. However, Secure Messaging cannot be used to recruit VA
subjects or as part of any recruitment activities in research.

Why can’t My HealtheVet Secure Messaging be used for research recruitment
activities?

At the present time, there is no option available for individuals with a My HealtheVet account
to “opt-in” or “opt-out” of receiving research recruitment messages. Individuals with an
account should have the ability to decide whether or not they wish to receive research

Page 2 of 7
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recruitment messages or flyers through Secure Messaging. Therefore, until functionality is
expanded to allow individuals with a My HealtheVet account to choose whether or not they
wish to receive recruitment information or advertisements for research, use of Secure
Messaging to recruit research subjects is not permitted.

4. What is a VA researcher required to submit to an Institutional Review Board if they
want to use My HealtheVet Secure Messaging to communicate with consented VA
subjects?

As part of an IRB’s evaluation of non-exempt research, the IRB must apply the approval
criteria in 38 CFR 16.111 as described in VHA Handbook 1200.05, Paragraph 10. These
criteria include evaluation of communications provided to study participants in order to
ensure that appropriate safeguards exist to protect the rights and welfare of research
subjects and, when appropriate, that there are adequate provisions to protect the privacy of
subjects and to maintain the confidentiality of data (38 CFR 16.111(a)(7)).

A research activity may use multiple methods to communicate with research subjects, such
as face-to-face communication, telephone calls, letters sent by U.S. mail, My HealtheVet
Secure Messaging, email, or text messaging. The specific types of communication that will
be utilized in a particular research study must be specified in the study protocol, IRB
application, or supplement to the IRB application as part of the IRB application process.
Please note that applicable information security and privacy requirements described in VA
6500: Information Security Handbook and VHA Directive 1605.01: Privacy and Release of
Information must be adhered to in addition to IRB approval requirements for non-exempt
human subjects research activities. The study team will need to specify in the study
protocol, IRB application, or supplement to the IRB application if Veterans can choose
Secure Messaging, traditional methods such as telephone calls or letters sent by U.S. Mail,
or a combination of communication methods. If a VA researcher is planning to use
standardized messages that will be sent to research participants through Secure
Messaging, the content of these messages must be reviewed by the IRB of Record for the
research activity.

In addition, My HealtheVet Secure Messaging allows VA staff to save all or part of a Secure
Message or message thread that is deemed clinically relevant as a Text Integration Utilities
(TIV) note in the Computerized Patient Record System (CPRS). These TIU notes are then
accessible to all VA staff with appropriate access to the individual’'s VHA Electronic Health
Record. Therefore, as part of the informed consent process, prospective subjects must be
informed that any research related notes saved in CPRS could be viewed by any VA staff
with appropriate access to view the subject’'s VHA Electronic Health Record.

5. Is aVAresearcher required to use a specific format for naming the My HealtheVet
Secure Messaging Triage Group for a specific study?

A study-specific name must be used when My HealtheVet Secure Messaging is used for a
research study. This study-specific name allows the individual with a My HealtheVet
account to distinguish between Secure Messages that are related to his or her healthcare
versus research related communication. The study-specific name is created using a
combination of four items: two standardized phrases and two study-specific phrases. The
required format is a combination of three letters indicating the study site, the word
“Research”, the study name or a short phrase that would allow identification of the message
with the study, and “STUDY_RES”. Note that the character limit for the Secure Messaging
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Triage Group is 50 characters. The My HealtheVet Coordinator at the local VA facility should
be consulted when a VA researcher is ready to establish a study-specific name for the
study’s Secure Messaging Triage Group. For example, if the Baltimore VA was a
participating site in a multisite study called, “A comparison of Type Il Diabetes and three
modalities of activity to evaluate short-term and long-term effects on physical and
psychological complications of Diabetes”, the study-specific name for the associated Secure
Messaging Triage Group would be:

BAL-RESEARCH-DIABETES AND ACTIVITY-STUDY_RES

The above applies the following in creating a specific study-name for use of Secure
Messaging: [3 Character Site]-RESEARCH-[Study Name]-STUDY_RES

6. What do VA researchers need to do to use My HealtheVet Secure Messaging once the
IRB of Record and R&D Committee have approved a VA study?

To participate in My HealtheVet Secure Messaging, VA researchers, including any research
team member using Secure Messaging, must receive education and training on the use of
Secure Messaging. Each Veterans Integrated Service Network (VISN) and VA Facility has a
My HealtheVet Coordinator/Secure Messaging Administrator to help facilitate and implement
Secure Messaging within their purview. Once the necessary training has been completed,
the My HealtheVet Coordinator/Secure Messaging Administrator will activate the research
team member’s account within the Secure Messaging Administrative Portal.

The My HealtheVet Coordinator at the local VA facility should be consulted to finalize the
study-specific name that will be used for the Secure Messaging Triage Group. Once the
study-specific name has been finalized and the research team members’ accounts are
activated, the VA research study team should identify the triage process that will be used for
incoming Secure Messages. Any/all members of the study team Secure Messaging Triage
Group can set their individual preferences to be alerted when a message is received from a
VA subject. Research subjects can then be manually associated with the study team
Secure Messaging Triage Group once they are consented into the study so that an
association is created between the research team and the subject. The My HealtheVet
Coordinator at the local VA facility can assist with setting up a Secure Messaging Triage
Group and adding individuals by manual association.

7. If | already receive My HealtheVet Secure Messages from patients in the context of my
clinical service at VA, what do | need to do to establish a separate Secure Messaging
triage group for messages from study participants in the context of my research?

If you are a VA researcher who also provides primary or specialty care, you may already be
using Secure Messaging. Although VA staff can belong to multiple Secure Messaging
Triage Groups, it is important to note that all Secure Messaging users have one set of
preferences for New Message Notification and Inbox View. For example, if the Secure
Message User has his or her Secure Messaging Preferences set to be notified of a Secure
Message only when it is specifically assigned to him or her, and to only see Secure
Messages that have been specifically assigned to the them in the Secure Messaging Inbox;
he or she would not see a new message that came in for the triage team unless someone
else on the team opened it and reassigned it to the them. This “on assignment” preference
works for most primary and specialty care teams because an RN, LPN or an MSA that is
also on the team is typically the initial reviewer of messages for that team, handling what
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10.

they can and reassigning what they cannot resolve. The VA research team can also
designate a study team member to review and triage incoming secure messages and
respond or assign them to other team members as needed. This may be an effective
strategy for VA researchers who are also providers and therefore, may want to keep their
Message Notification and Inbox View Preferences to “On Assignment” and “Only Messages
Assigned to me” respectively.

What do VA researchers need to do if a Veteran has been enrolled into a VA study but
does not yet have a Premium My HealtheVet account?

There are three different types of My HealtheVet user accounts: Basic, Advanced, and
Premium. In order to use My HealtheVet Secure Messaging, the Veteran must be
registered for an account (Basic), correlated with the Master Veteran Index or MVI
(Advanced), and complete a onetime authentication process (Premium). Authentication is a
process by which VA verifies a Veterans’ identity before allowing access to all of the
features of the My HealtheVet patient portal, including Secure Messaging. The
Authentication process can be done in-person or online. Please refer the Veteran to the
local VA Facility’s My HealtheVet Coordinator if the Veteran wishes to utilize My HealtheVet
Secure Messaging but does not yet have a Premium My HealtheVet account. Please note
that the Veteran will need to select “VA Patient” when they register for their My HealtheVet
account or update their profile.

Please keep in mind that a Veteran’s participation in research and use of My HealtheVet
Secure Messaging is voluntary. VA researchers are encouraged to develop alternative
strategies of communicating sensitive information to VA research subjects if the use of My
HealtheVet Secure Messaging is not desired by the Veteran. Alternatively, if a particular
study requires access to Secure Messaging as an integral part of the study design, this
should be noted in study eligibility criteria and also outlined in the study protocol.

What instructions should VA researchers give to Veterans regarding communicating
with the study team using My HealtheVet Secure Messaging?

VA researchers should consider how and when instructions will be given to VA research
subjects when Secure Messaging is used for study related communication. Instructions may
need to be given orally and/or in writing. Instructions should be specific enough that the VA
research subject is able to identify when the study team is communicating with him or her
through the use of the study-specific Secure Messaging Triage Group and how to contact
the study team through My HealtheVet Secure Messaging.

Operationally, both Veterans and the research team may have training needs, including
training on use of My HealtheVet Secure Messaging. These learning needs should be
identified as part of standard operating procedures for the study before the study is
submitted to the IRB of Record. Veterans and staff may need to be provided with training
on the use of Secure Messaging by the Research Staff and/or the local VA Facility My
HealtheVet Coordinator.

If a Veteran sends a complaint about the research study through My HealtheVet
Secure Messaging, does it require reporting to the IRB of Record or is there a special
reporting system?
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11.

12.

Complaints sent by a Veteran thru My HealtheVet Secure Messaging are evaluated in the
same way as any complaint received from a VA subject in a VA research study. The
Investigator or Research Team member must refer to local Human Research Protection
Policy procedures to determine when the complaint is to be reported to the IRB of Record
for the specific study.

What happens if a VA research team member receives a Secure Message from a
Veteran that is intended for the Veterans’ health care team?

Secure Messages can be reassigned to another Secure Messaging Triage Group or
individual using the Internal Healthcare Team Communications Box. Instructions on how to
reassign a Secure Message can be found on the My HealtheVet Product Website on the VA
Intranet. If a VA research team member receives a Secure Message from a Veteran that
was intended for the Veteran’s health care team, it must be properly reassigned to the
appropriate Secure Messaging Triage Group or individual to ensure delivery to the intended
recipient.

How should communication with VA subjects via My HealtheVet Secure Messaging
be documented? What if a VA research study has a Certificate of Confidentiality?

Secure Messages to and from VA subjects, as part of a VA approved study, are considered
part of the investigator records that must be retained as required by VHA's Record Control
Schedule 10-1. VA researchers are strongly encouraged to routinely save a copy of all
messages sent and received using My HealtheVet Secure Messaging since messages are
only available for display for one year.

Some studies, however, have a Certificate of Confidentiality. A Certificate of Confidentiality
(CoC) is issued for applicable Department of Veterans Affairs (VA) research by several
Department of Health and Human Services (DHHS) agencies to protect research subjects
by preventing investigators and institutions from being forced or compelled to release
identifiable information on research subjects. It allows the investigator and others who have
access to research records to refuse to disclose identifying information on research subjects
in any civil, criminal, administrative, legislative, or other proceeding, whether at the federal,
state, or local level. The CoC helps to minimize risks by adding an additional level of
protection for maintaining the privacy and confidentiality of research subjects in a VA study.
Current ORD policy in VHA Handbook 1200.05, Paragraph 21 states that for studies with a
Certificate of Confidentiality that do not involve a medical intervention (e.g., observational
studies, including interviews and questionnaire studies), no annotation may be made in the
health record. Therefore, if the VA study does not involve a medical intervention, My
HealtheVet Secure Messaging communications cannot be saved as a TIU note in the
subject’s VHA health record. In this case, the VA research team should document the
communication in the investigator’s research file.

For studies that do involve a medical intervention, My HealtheVet Secure Messaging allows
VA staff to save all or part of a Secure Message or set of related messages (message
thread) that is deemed clinically relevant as a TIU note in CPRS.

For studies that involve a medical intervention but that also have a CoC, ORD policy states
that any details that would affect the subject’s clinical care are to be included in progress
notes. The VA Principal Investigator (PI) is responsible for determining which My
HealtheVet Secure Messaging communications will be documented in CPRS. If the Secure
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13.

14.

Messaging communication involves a subject safety issue as determined by the VA PI, it
must be documented as a TIU note in CPRS and follow all other reporting requirements as
dictated by facility, regional (state) and national regulations, including verbal and written
communication to patients, facility operations, and local authorities. Subject safety is always
the first priority and should never be compromised by withholding information needed by a
VA research subject’s health care team

What are the business rules for the timeliness of response to a Veteran Secure
Message?

It is very important that Secure Messages are responded to within a timely manner and
marked as complete within the Secure Messaging application. Secure Messages must be
marked as complete within three (3) federal business days or they will escalate within the
Secure Messaging application. Secure Messages are completed by the user by changing
the message status to Complete. Secure messaging response time will be stated clearly to
all participants when the participant enrolls in the study.

How can | learn more about My HealtheVet Secure Messaging?

The My HealtheVet Product website on the VA intranet provides a variety of resources to
learn more about how to use My HealtheVet Secure Messaging.

You can also email MHVSecureMessagingFieldQuestions@va.gov with specific questions
about accessing and using HealtheVet Secure Messaging.

References:
¢ VHA Handbook 1200.05: Requirements for the Protections of Human Subjects in
Research

¢ VHA Directive 1605.01: Privacy and Release of Information
VA Handbook 6500: Information Security Handbook

Page 7 of 7
March 12, 2018


http://vaww.va.gov/MYHEALTHEVET/Secure_Messaging.asp
mailto:MHVSecureMessagingFieldQuestions@va.gov

	PRIDE-032018
	Guidance for VA Researchers on Use of SM Through MHV 12 MARCH 2018 FINAL



