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1. Logon to VA Sophia (https://va.wellspringsoftware.net/)

> Select “Login using VA SSOe”

0 Sophla e Wa\come‘GLL;e‘;a

Home

£] Wellspring System Message Wellspring will be performing system maintenance at 7:00pm. Please save your work and log off before this time. ‘

Username [

Password [

Forgot Your Password?

Login using VA SS0i

Login using VA SS0e

Wellspring Admin Login

PLEASE NOTE The username and password fields are non-functional. Select the “Login using VA SS0i " link to sign in with your VA PIV Card. For external access, select the
"Login using VA SS0e" to sign in using an ID.me account. If you require assistance, please contact the Technology Transfer staff at vattpsophia@va.gov

> Click Sign in with ID.me. You will be prompted to create an account in the coming steps.

U.S. Department
of Veterans Affairs

AccessVA Home | About AccessVA | Contact Us

v @ Weilspring

Choose a secure VA Partner to sign into Wellspring Sophia:
Don’t have one? Register for a Sign-In Partner or Learn More

Sign in with
ID:/e
ID.me

> Once you have clicked “ID.me”, click “Accept” to complete Secure Redirect process


https://va.wellspringsoftware.net/

Department
erans Affairs

AccessV|

IDENTITY &k ACEESS MANAGEMENT

rrn ey,  Secure Login Redirect
: You are being sent to a secure webpage on the |D.me website to register or log in to your account. After you log in, you
o VACaregi\, will be sent to Caregiver Tool (CareT).
Support
Choose a secure VA| By continuing you agree to the terms of VA System use.
Don't have one? Reg

e
VA PIV Card

sign in with
ID.me

2. ID.me Sign Page is displayed
> If you already have an ID.me account, simply enter your credentials.
» If you do not have an ID.me account, select “sign up foran account”.

ID.me +

Slgn In or sign up for an account
Email
Password

Or connect with

f Facebook s Google in LinkedIn

Forgot your password?



3. Sign Up Input Page is displayed
» Enteryour email address and password. Note: You will login to VA Sophia
withthese credentials.

ID.me + @

Sign Up or sign into your account
Email
Password

‘ Enter your password ‘

Confirm password

Confirm your password ‘

| accept the ID.me terms of service and privacy
policy

Or connect with

f Facebook S Google in LinkedIn

4. Complete Sign-up Process
» After entering your email and password click “Sign Up”.

ID.me + &)

Sign Up or sign into your account

Email

idcare814@gmail.com |

Password

Confirm password

. I accept the ID.me terms of service and privacy
policy

Or connect with

f Facebook G Googe i Linkedin



» Email Address Confirmation Popup is displayed

ID.me + @

CONFIRM YOUR EMAIL ADDRESS

™~

We sent an email to idcare814@gmail.com.
Please check your inbox and follow the
instructions to confirm your email address.

Please check your spam folder in case you
cannot find the email

C

After you verify, return to this page to
continue.

Didn't receive the email? Send it again

5. Request to Confirm Email Address Popup
» Gotothe email account you provided, open the ID.me email message and click confirm

Your email has been confirmed!

Thank you for confirming your email.
Please return to Veterans Affairs.

Whatis ID.me? 1 Terms of Service 1 Privacy Policy



6. Secure Your Account validation prompts
> Select ANY of the two factor authentication options. (The rest of these instructions assume that
“text message” was selected.)



ID.me + &)

SECURE YOUR ACCOUNT

o

Add an exira layer of secunty to your account.
With two-factor authentication even if someone
guesses your password, they won't be able to
gign in as you. You only need to set up your
device for two-factor authentication once.

Select an option below to setup two-factor

authentication

E;

Text Message or Phone Call

Get a 6-digit code zent to your phone by

text message or phone call.

K

ID.me Authenticator

Download our free mobile app and get a

secure request prompt to sign in

il

Code Generator Application
Use a code generator app (like

Authenticator or Google Authenticator) to
generate a single-use code for signing in.

ID.me

Select

FIDD U2F Security Key

Use a security key, a small device that
connects to your computer's USB port.
This option requires Google Chrome.

Select




> Enter Mobile Phone Number

ID.me + &)

SECURE YOUR ACCOUNT

Receive authentication code via
phone

Be sure to use a phone number you have access
to whenever you plan to sign in.

‘ E ’ ‘
Choose how you want to receive the code
E :\\
Text message Phone call

THE HUMEBER PROVIDED WILL ONLY BE USED FOR
ACCOUNT SECURITY. MESSAGE AND DATA RATES MAY
APPLY.

What is |ID.me? | Terms of Service | Privacy Policy




» Once you input your mobile phone number, click the “Text Message” box and then click
“Continue”.

SECURE YOUR ACCOUNT

Receive authentication code via
phone

Be sure to use a3 phone number you have access
to whenever you plan to sign in.

= - (847) 212-6989 ‘

Choose how you want to receive the code

K, ©

Text message Phone call

THE HUMEBER PROVIDED WILL ONLY BE UZED FOR
ACCOUNT SECURITY. MESSAGE AND DATA RATES MAY
APPLY.

What is ID.me? | Terms of Service | Privacy Policy




» Enterthe 6-digit code that was sent to your mobile device and select “Continue”.

SECURE YOUR ACCOUNT

Confirm your phone number

Please check your phone for the 6-digit code that
we just sent to you at (847) 212-6989.

Enter the 6-digit code

979178 ‘

Didn't receive the code? Send it again

What is ID.me? | Terms of Senice | Privacy Policy

» “Secure Account” validation pop up is displayed. Select “Continue”



YOUR ACCOUNT IS NOW SECURE

Your phone number can now be used for two-
factor authentication.

Ly
= ]

What is ID.me? Terms of Service Privacy Policy

7. Verify Your Identify validation options
> Select ANY of the below options to verify your identity. (Theseinstructions assume that
the user has selected the option “answer questions about your credit history”.)



VERIFY YOUR IDENTITY

There are several options for you to verify your
identity and this process only takes a few
minutes. You'll only need to verify your identity
once.

We'll need your permission to use details from
your credit profile and other public sources to
verify your identity. Don't worry, this won't affect
your credit score.

Choose a verification method

@ Answer questions about your credit
L_, history
Tell us your name, address, phone

number, birth date, and social security
number 20 we can confirm your identity.

E: Upload photos of your license or state ID

Upload photos of your driver's license or
state |0, and enter your social security
number. Then we'll confirm your identity
with public records.

Upload a photo of your passport
Upload a photo of your passport and enter
— your social security number. Then we'll
confirm your identity with public records.

Upload photos of your passport card

Upload photos of your passport card and
enter your =ocial security number. Then
we'll confirm your identity with public
records.

8. Enter Personal Information
» Enterthe required personal information.



ID.me + &)

VERIFY YOUR IDENTITY
o 2 3 4 3
Enter your personal information

What's this?

First Name*

Middle Mame

Enter Middle Name

Last Name*

Enter Last Name

Suffix Date of birth*

Social Security Number*®

MM/DDAYYYY

Gender

Male

Female

9. Enter Address Information
» Enterthe required address information




ID.me + &

VERIFY YOUR IDENTITY

1 o 3 | 3

Enter your most recent home
address

Address Line 1*

N PO Boxes

Address Line 2

Enter Street Address

Apartment Unlt, Sulte &

City*

Enter City

State* Zip Code*

(L) L

Select State ‘ ‘ Enter £ip Code

-

What is |D.me? | Terms of Service | Privacy Policy




10.Verify Identity Input Phone
» Click “Smartphone with Web browser” as the desired confirmation option

ID.me + @

VERIFY YOUR IDENTITY
2 e 4 =
Enter your phone number

Wee'll verify your identity by making sure the
phone number your enter matches the number in
your credit profile, or we'll check your mobile
Carrier.

Select the phone type you have

If you have a smart phone with 8 web browser,
we'll text you a link you can aopen. If you don't
have a smart phone, we'll call you.

GIIE

Home or cell phone
Smartphone without a web
with a web browser browser

www
e

WE CANT 2UPPORT VIRTUAL OR INTERNET PHOME
ZERVICES LIKE 3KYPE AND GOOGLE VOICE RIGHT HOW.

S -

What is ID.me? | Termns of Service | Privacy Policy




11.All Account Input Data - Displayed
> Review data to confirm data input is correct. Then select the checkbox and click

“Continue”
ID.me + @

VERIFY YOUR IDENTITY

Confirm your information

Wiz will securely uEe tha folowing Information fa
verify yaur Iganiity agalnst frusted sources.

Wihat does this mean?

Pereanal Informatian EDIT

First Mame Cars
léiddie Mame

Lazt Mame 1D
Date of birth 05061978

Sirast 2100 West Lais Sirsst
City Chicaga
stats 1L

Zlp Code §3572

Mobila Phone 347-212-5988

The Informlion Mve provicad ks comect, and | accept
B e use of Falr Credit Reporting Act data to wetfy my
ity

Wihiat Is The Fedaral Falr Credit Reporting Act?

Zea our Privacy Pollcy for how we tresl your data.

What & IDure? | Tenmns of Eendce Frivacy Follcy



12. Correctly Answer Identity Verification Questions
> Select the correct choices based on the information you provided and then click

“Continue”
ID.me + @

VERIFY YOUR IDENTITY

o
Answer your verification questions

Tha |'CI|IZM1I'|; queaﬂ:m are bas2d on y-:ur-:.'edn
proflie and financlal activity.

Whiat dosa this mean?

1. According o your credit profils, you may have
opensad 8 mortgage kean In or around Movembsr
2011. Pleass salact tha lander to whom you
currently make your morigage paymeants. If you
da nof have a morigage, eslect “Mona of the
above”.

Rocik Financlal C:I'F-
Flrs1 MaBonwide U‘I;
niand Mortgage
Hougehoid Bank

Mone of the abowve

ha

. According o your credit profile, you may have
opensad 8 Bank of America credif card. Pleass
salact the year In which your account was
opensd.

24

Mone of the abowve

3. Whilch of the following |2 8 current or previous
amplayer? If thers 12 not a matched employer
name, eslect “None of the abova.

Saunders Manufaciuring Ca.
Landmark Sanices

Cintas Corp

Morthrap Grumann

Mone of the abowve




13. Complete Phone Verification
» Click the “Verify phone” link to simulate actual phone validation.

ID.me + @

CONFIRMING YOUR PHONE

Please click the link sent to (847) 212-6989 to
confirm your mobile phone number.

This screen will automatically refresh once your
phone number has been confirmed

C

Verify phone (testing only)

Didr't receive the text message? Send link again

What is ID.me? | Terms of Service | Privacy Policy

14.Phone Verification Confirmation - Displayed
» Click browsertab to refreshif new screenis not displayed automatically.

Your phone was confirmed

Your mobile phone was successfully confirmed.
Please go back to the browser on your computer
to continue

What is ID.me? | Terms of Service | Pnvacy Policy



15.The “Authorize Your Application” request -
» Click “Allow” to grant permissionto share your identity information

ID.me + §6)

AUTHORIZE YOUR VA AFPLICATION
We've verified your identity!

Beafore we sand you b3ck 1o your Wi
spplication, we nesd your pesmissian 1o share
your verified ideniRy Informatian

Piaase note that only Infarmation cbizinad from
the verificadon procese will ba sharad

your A application will recetve:

i Eirth Dabas i Middia Hama
& city # Fhona
i EmzN i Pocial Cods
W Firet Nams B Eixis
@ Ful 3EN i Eirest
i Lact Hama
‘ Deny ‘

iou can remave this 3coess 3t any fime by changing your
ID.me Sccount s=Tngs

What ik IDume? | Terms.of Eendce | Frivecy Pollcy



16.New Account - Creation Confirmed
» When an account request is approved, the useris returned to ID.me Sign-in input
window.
» Enternew login credentials that were created at the beginning of the account creation
process and click “Sign-in”

ID.me +

Slgn In or sign up for an account

Email

idcare814@gmail.com

Password

Or connect with

f Facebook G Google in LinkedIn

Forgot your password?

Whatis ID.me? | Terms of Service | Pnvacy Policy



> Select “Text Message” option and click continue

ID.me +

COMPLETE YOUR SIGN IN

Receive authentication code via

phone
& ?
Text message Phone call

You will receive a code at the following number

‘ @ {tt x} =xx_* 00 |

If you've changed phone numbers or carriers from
when you previously set up two-factor authentication,
please update your settings here.




» Enter 6-digit code and click “Continue”

ID.me +

COMPLETE YOUR SIGN IN

Confirm your phone number

Please check your phone for the 6-digit code that
we just sent to you at (***) ***-"989.

Enter the &-digit code

130596 ‘

Didn't receive the code? Send it again

ESul

If you’ve changed phone numbers or carriers from
when you previously set up two-factor authentication,
please update your settings here.




> Logon requestis processing

ID.me +

You are now returning to
your VA application

> |ID.me account authenticationis successful! You will be redirectedto VA Sophia
landing page.





