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Field Conference Call – Meeting Notes
Monday, September 21, 2020 at 1:30 pm ET 


1. Welcome 						Wendy Tenhula, Ph.D.

Dr. Tenhula welcomed the attendees and highlighted some of the agenda topics.  She also extended ORD’s thoughts to those affected by the fires out in the West Coast.  


2. ORD Topics						Grant Huang, MPH, Ph.D.

a. COVID-19 Research Updates:  The field was directed to the upcoming weekly ORD COVID-19 update for the latest information on research activities in the area.  ORD aims to keep information fresh and avoid repeating information unless it is a key highlight to be emphasized.  Other COVID-19 updates would be presented in by other speakers on the call.  A reminder was also given about the importance of submitting information on COVID-19 research activities through the SharePoint site to help ensure that ORD can properly coordinate efforts.  The links for this site is: https://dvagov.sharepoint.com/sites/vacovhacomm/ORD_Surveys/SitePages/RDC-Approved-COVID19-Research.aspx

b. Annual NAVREF / ACOS-R Virtual Meeting:  NAVREF and the planning committee members that included ACOS-Rs were thanked for a successful conference last week.  There were a number of sessions that were highly attended in addition to the keynote addresses given by Drs. Carolyn Clancy, Robert Califf, Jonathan Simons, Rachel Ramoni and Congressman Takeda. Registrants were reminded that slides/materials are still available at the conference website.  For those unable to attend, Grant is looking into options for making slides available, particularly those from Dr. Ramoni highlighting ORD priorities for FY21 and the continued efforts around the VA research enterprise.

3. Security and Preparedness				Terry Clyburn
							Supervisory Counterintelligence 
							Officer

Mr. Clyburn raised awareness on counterintelligence efforts and reporting in research.  Emphasis was placed on the threats associated with the 1000 Talents Program, the need for the VA research community to be vigilant regarding such activities involving foreign nationals and that his office will be working with ORD to help address these issues.  Attachments were included with the agenda.








4. Finance	Allen Dunlow

Mr. Dunlow gave an update on several items of interest.  He reminded the field that we are only one week from year and all stations need to continue to monitor their Prior Year Direct and Reimbursables amounts.  These funds need to be obligated and not allowed to lapse.  Stations should also execute any FY2021 reimbursable amounts.  The last reimbursable TDAs where distributed on 19 September 2020 to cover collections from 14 September through 18 September.  Any collections after 18 September are at risk for not finding their way to the stations.  Mr. Dunlow encouraged the filed to refrain from additional reimbursable actions this fiscal year.  The field was reminded that First Quarter FY21 CC101 funding has been distributed.  This distribution was made with FY2021 funding.  Second, Third, and Fourth quarter CC101 distributions are anticipated to use FY2122 dollars.  Mr. Dunlow anticipates that Congress will pass a FY21 CR which will probably run for 60 or 90 days.  Operations should continue under a CR.  A CR is NOT a government shutdown, is NOT a work stoppage, does NOT mean new funding will not be distributed.  Operations should continue.  Business as usual just no unusual business.


5. Research Protections, Policies & Education	Molly Klote, MD, CIP




	
a. Enrollment of non-Veteran employees in COVID studies:  R&DCs must approve the inclusion of non-Veterans IAW VHA Directive 1200.01.  Coordination has been done with Labor Management Relations, Personnel Law, OGC Star, ORO and Center for Healthcare Ethics.  Guidance is forthcoming.  

b. New process for DocuSign 
The Office of Research and Development has been given a limited supply of DocuSign “envelopes” for use through the ATO approved DocuSign Cloud.  Use of DocuSign is currently limited to COVID studies intending to recruit >100 subjects until ORD can secure a contract for additional envelopes and more support staff can be trained.

The process to request the use of DocuSign for your COVID research involving more than 100 subjects is to complete the request form at [link to form] and email the form to VHACOORDregulatory@va.gov with the subject “DocuSign Request”.  Additional instructions will follow pending the review of your request.  Review of requests is currently within 1 business day.  Failure to complete the form or improperly address the email will delay review.

c. VA COVID Research Volunteer Registry:  The registry protocol for COVID studies is currently under protocol review and we hope to be able to announce its opening later this week. This is intended to serve as a recruitment mechanism for COVID trials.  Research protocols that intend to use the registry volunteer list will need to have an amendment to their protocol approved to use this registry s part of their recruitment plan.




6. IT Updates						Carl Grunfeld, M.D., Ph.D.

a. Dr. Grunfeld reported that the joint IT/Research Task Force alerted him that IT is once again changing which FIPS-compliant Flash Drives and External Hard Drives are permitted.  There is concern that a lot of research data will be blocked if they lock out the discontinued drives. He is leading efforts to prevent lock out and will be working with appropriate individuals.  However, the VA research community needs to spread the word that if it will be buying a new flash drive or new external hard drive it should be bought it from the new list.  
FIPS 140-2 Validated Removable Storage Devices: 
https://vaww.portal2.va.gov/sites/infosecurity/ess/Configuration%20Guidelines.aspx

b. There will be another training on adding Research Scientific Computing Devices (aka RSCD by IT) to the VLAN on Tuesday October 6, 2-3:30 EST.  

c. IT is changing how Elevated Privileges or Administrative Rights are approved, which will make it easier for research groups to do things, such as adding research software to computers.  Approval will be at the local level.  Groups of researchers can be created to allow the person with Administrative Rights to work on the group’s computers.  Note that the “owner/supervisor” of the group is responsible to validate and keep the group current; if the owner/supervisor” does not respond to requests and keep the group in compliance, the group dies.  See a complicated Share Point site: https://dvagov.sharepoint.com/sites/OITDI/Pages/Elevated-Privileges.aspx 

d. Efforts are underway to link this Administrative Privilege change to a program to increase local IT support.  

Notes will also be sent to the IT List Serve.  If you have not already sent names to be added to the IT list Serve, please contact Dr. Grunfeld.     

7. Service Updates

· BLR&D Updates					Christopher T. Bever, Jr., MD, MBA 
Holly Krull, Ph.D.




· A funding opportunity announcement (attached) was released earlier on 9/21/20 for virtual field-based planning meetings. The primary focus is on supporting groups of investigators recently funded through the COVID-19 FOA to meet, discuss mutual interests, develop roadmaps and set up collaborations. Successful groups will be able to apply for administrative supplements of up to $50K per year to support further meetings and other coordinating activities.
· Receipt and referral for the Fall round has begun and administrative review is ongoing. BLRD received 322 applications, most merit award applications though the parent RFA.
· There have been some delays in getting letters to the field on Research Career Scientist Awards and promotions. The delays were in part due to the contractor losing access to the proper version of Adobe Acrobat and that problem has been resolved. It is expected that letters will go out later the week of this meeting.


· CSR&D Updates						Miriam Smyth, Ph.D.

Fall 2020 proposal submissions: 
CSRD received 160 applications. This reflects a slight increase over recent rounds. In Fall 2019, we received 137 submissions.

Studies restarting after administrative hold: 
as individual studies are restarted, we request that you notify the mailbox of the funding Service (as described in the Aug 7 email from Miriam Smyth to the ACOS/AO list serve). 

Jarrod Collier is leaving CSRD on September 25. ORD thanks Jarrod for his superb work on behalf of CSRD in the CADE program and in the JIT process. We will miss him. As always, queries regarding CADE should be submitted to the CADE mailbox and JIT queries should continue to be uploaded to JIT. 

Any questions regarding these notes should be submitted to Miriam.smyth@va.gov.


· HSR&D & QUERI Updates 				Naomi Tomoyasu, Ph.D., 
David Atkins, M.D., 
		Amy M. Kilbourne, Ph.D., MPH

1. SMRB Update 

· [bookmark: _Hlk3893245]Summer 2020 Cycle
· HSR&D’s merit review meetings took place virtually on August 25 - 28, 2020. Scores were released on September 2, 2020.
· A total of 31 CDAs, 29 Pilots, and 120 IIRs, for a total of 180 applications were accepted for review.
· Summary statements are expected to be released in early October.
· Funding decisions are expected to be made in late October and Notices of Intent (To-Fund or Not-To-Fund) will be sent at that time. 

· Winter 2021 Cycle
· New and revised RFAs are expected to be posted by September 23, 2020 on the intranet site. Please review the RFAs thoroughly to check for any changes in requirements and to ensure compliance. 
· The HSR&D Intent-to-Submit in ART will be open from October 21 to November 4 (at 8:00 pm EST). 
· The first day to submit full applications (using Grants.gov Workspace or eRA ASSIST) is November 15, 2020, and the last possible submission day is December 10, 2020. 
· HSR&D’s Scientific Merit Review Board and Career Development Award review meetings are both scheduled to take place March 2 -5, 2021 
· For questions regarding the review process, please contact Scientific Merit Review Program staff at vhacoscirev@va.gov. 

2. New and Revised Solicitations 

· Service Directed Research on Opioids  
· This new funding opportunity will support focused research related to strategies to improve pain management, opioid safety, and management of OUD.

· Overarching themes for new Opioid solicitation: 
-  Study of opioids safety and Opioid Use Disorder (OUD) management for older Veterans 
-  Development and deployment of more effective strategies for reducing racial and ethnic disparities in the treatment and management of pain and OUD
-  Examination and development of interventions and models of care that can be scaled within the VA
-  Effects of the COVID-19 pandemic on pain and OUD care

· Service Directed Research-Social Determinants of Health and Racial and Ethnic Disparities
· Revised solicitation also includes emphasis Racial/ethnic Disparities (including research topics such as structural racism, implicit bias)
 
· Fund two different types of projects through this funding opportunity:
-  Merit Review Awards- up to four years, and $1.2 million
-  Pilot Projects--up to 18 months and $200,000. 

3. CIDER updates 	– Gerald (Jerry) O’Keefe
· Science Podcasts opportunity: Mitch Mirkin from ORD Communications would like to pick your brains about science podcasts. ORD is looking to expand our outreach in this arena and would like to target a few popular shows that cover topics we study. The goal is to create opportunities for ORD subject matter experts to appear as guests and highlight the work we are doing. 

To that end, if you are a regular podcast listener and happen to have a favorite science-themed show that you believe would be a good outlet for us to check out, please let Mitch (mitch.mirkin@va.gov) know the title. Also, let him know two or three topics in ORD’s portfolio that you believe might be of interest to the host.

· Medical Care Special Issue Highlights Benefits of Complementary and Integrative Health Therapies for Veterans

· FORUM: Becoming a High Reliability Organization

· Veterans’ Perspectives: MOVE!+UP Behavioral Weight Management Program for Veterans with PTSD

· New Podcasts
· Veterans' Voices: Mark Flower, Veteran Engagement
· Making the Most of Engagement: Listening to Stakeholders: Joe Francis, MD, VHA Chief Improvement and Analytics Officer
· Newly-separated Women Veterans’ Use of VA and Community Care: Laurel Copeland, PhD (Central Mass Healthcare System)

4. Electronic Health Records Modernization (EHRM) & Research Updates –
See attached update below.





· RR&D Updates						Tiffany Asqueri


· Scientific Review Timelines (refer to applicable FOA/RFA for details):
Please continue to contact RR&D for guidance and to ask questions.  

· Center and Research Enhancement Award Program (REAP):
· Application deadline - August 15, 2019
· Scientific Review - October 29-30, 2019
· Scores and Summary Statements – December 2, 2019 
· Administrative Review/Site Visits - November 2019 thru June 2020
·  Site Visit timeline extended to adjust for COVID-19 
· Intent-to-Fund notifications – Subsequent to site visit

· Summer 2020 - Merit, Career Development and Research Career Scientist:
· Updated RFAs published – April 6, 2020
· See COVID-19 Special Emphasis Area in Merit Review RFA/FOA
· Beginning this cycle RR&D will confirm PD/PI compliance regarding intellectual property (VA invention documents and certifications) in addition to other requirements (e.g., annual/final reports and clinical trials) for existing and previous awards prior to accepting an LOI and subsequent application. 
· LOI and Waiver Request deadline – May 1, 2020
· Last possible application submission deadline – June 10, 2020
· Scientific Review – August 11-14, 2020
· Scores released – August 18, 2020
· Summary Statements released – September 8, 2020
· Intent-to-Fund notifications – by early October 2020

· Fall 2020 – SPiRE:
· Updated RFA published – July 1, 2020
· LOI and Waiver Request deadline – August 3, 2020
· Last possible application submission deadline (no changed/corrected applications after this date) – September 10, 2020
· Scientific Review – October 22, 2020
· Scores and Summary Statements released – November 12, 2020
· Intent-to-Fund notifications – by late November 2020

[bookmark: _Hlk29287161]NOTES REGARDING eRA:
· Please note that although the SF424 Application Guide (R&R), FORMS E package (OMB Number: 4040-0001) have an expiration date of October 31, 2019, NIH has notified VA-ORD to continue using this form set. eRA is not ready to support the new forms until NIH releases FORMS-G that will also include the new Unique Entity Identifier (see below). There is no timeline set for this yet.
· A new Biographical Sketch template (OMB No. 0925-001 and 0925-002 (Rev. 03/2020 Approved Through 02/28/2023)) is available. The new template must be used for all submissions beginning with the Fall review cycle. The Biographical Sketch template with an expiration date of March 31, 2020, will no longer be accepted.
· ACTION REQUIRED: Unique Entity Identifier (UEI) will replace the D-U-N-S® number in December 2020. Go to gsa.gov/entityid for details. 
· The NIH has announced a new eRA Commons login option. Please visit their web page Two-Factor Authentication: Accessing eRA Modules via login.gov for details.
· ORD has learned that the feature that allows users with the signing official (SO) role to view summary statements and the overall impact score on the eRA Commons Status Information screen was not implemented for VA-ORD applications. NIH is working to make this available, but we do not yet have a timeline for completion. Reference Guide Notice NOT-OD-20-126. 
· Until this is resolved, RR&D will continue to send copies of summary statements to the research offices along with the review outcome report.
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    The CI Assessment of the threat from Foreign Intelligence Services: 



The primary national security threat to the VA is unvetted foreign nationals (8,279) who have access to VA research and technology. 

FIS opportunities, the recruitment cycle (spot, assess, recruit), access agents, recruitment in place

 

China and India represent the highest number of foreign national students, and researchers employed at VA nationwide.  



China and Russia as the main global intelligence threat to our research facilities, particularly those focusing on genomics, information technology (electronic health care records)  (think OPM breach), big data analytics systems (MVP and DOE/VA cooperation) 



Iran, Pakistan, and Cuba are identified as regional CI threats and are represented in VA’s foreign workforce.
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China uses non-traditional collectors-including scientists, students and researchers  who are managed by state intelligence 



Focus is on gathering US research and development projects, proprietary information, Personally Identifiable Information (PII) and access to big data analytics using hacking and HUMINT assets. 



The Chinese government has historically sponsored economic espionage, and China is the world’s principal infringer

     of intellectual property. 



The Chinese government uses some Chinese students—mostly post-graduate students and post-doctorate researchers studying science, technology, engineering, and mathematics (STEM)—and professors to operate as non-traditional collectors of intellectual property. 



These Chinese scholars may serve as collectors—wittingly or unwittingly—of economic, scientific, and technological intelligence from U.S. institutions to ultimately benefit Chinese academic institutions and businesses.
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Chinese intelligence services routinely collect information about U.S. research programs



China will target students and researchers with current or future access to sensitive information, including studying their motivations, weaknesses, politics, ambitions, and previous work. They can spend years targeting an individual and developing a relationship that leads the student, professor, or researcher—either wittingly or unwittingly—to provide information to the foreign adversary. 



China is particularly interested in American students or researchers traveling overseas who are sponsored by the U.S. government; conducting research with future, potentially classified applications; or seeking future U.S. government employment.



China will use any of these techniques to access information or research via students, professors, or researchers











		     The CI Assessment of our Center of Gravity: 



VA’s Office of Research and Development (ORD) and its subcomponents HSR&D with its 19 Centers of Innovation (COINs) and BLR&D with the Million Veterans Program, as well as CSR&D and RR&D are a “soft target” with major collection opportunities for foreign intelligence services due to several factors:



The ORD program provides a HUMINT targeting vector directed at the VA’s major hubs for research innovations and research  partnerships. 



The unique structure of having one or more focused areas of research provides foreign intelligence services easy targeting for specific areas of interest related to research activities of the ORD. 

 

The Million Veterans Program is a high payoff target for China and a likely target for collection due to China’s interest in genomics. 



Open source collection provides an avenue of approach to our center of gravity













•	Phase 1- Begin an aggressive Counterintelligence Awareness Campaign targeting ORD.

	Increase the number of CI personnel at the VA, assign CI personnel to sensitive locations



•	Phase 2- Develop an effective CI vetting/screening processes to hire foreign nationals and establish a vetting location. 



	Phase 3- Begin process of identifying insider threat-access agents and operational foreign agents; make the recruitment             	cycle difficult (spot, assess, recruit); leverage FBI, DHS and others



	Monitor ORD computer networks from a CI perspective (OIT/CI effort) 



•	Provide CI/Security personnel with full access to relevant human resources data.

The FBI will partner with VA to support this effort, providing counterintelligence tools and awareness training to help

counter foreign intelligence services’ attempts to recruit U.S. students and professors

Countering the threat
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National Counterintelligence Task Force

Campaign Proposal









(U) Proposal

(U//FOUO) In support of the 2020-2022 National Counterintelligence Strategy put forth by the National Counterintelligence and Security Center, Director of National Intelligence, and signed by the President (hereafter the “2020 CI Strategy”), the Federal Bureau of Investigation (FBI) proposes the establishment of an operational campaign within the National Counterintelligence Task Force (NCITF) to develop and implement a joint, comprehensive strategy to operationally mitigate foreign threats to the U.S. research enterprise with an emphasis on the People’s Republic of China’s Talent Plans.

(U) Timeline

(U//FOUO) In conjunction with the 2020 National Counterintelligence Strategy, the initial campaign will extend from inception until September 30, 2021. Once the campaign has established a lasting, interagency operating structure to support and coordinate counterintelligence and investigative activities to operationally mitigate threats to U.S. research, interagency collaboration will continue through local Counterintelligence Task Forces (CITFs). The NCITF will continue to provide national-level direction and coordination for the interagency operational efforts.

(U) Due to a pressing need, the FBI proposes immediate establishment of this campaign.

UNCLASSIFIED//FOUO





UNCLASSIFIED//FOUO



(U) Goal

(U//FOUO) There is currently a significant amount of disconnected activity within the US Government (USG) and US Intelligence Community (USIC) related to understanding and mitigating threats to the U.S. research enterprise, particularly regarding the PRC’s Talent Plans, resulting in missed opportunities and operational inefficiencies. In keeping with the 2020 National Counterintelligence Strategy, the goal of this campaign is to identify USG activities related to protecting the U.S. research enterprise from foreign threats and integrate them into highly impactful mitigation operations in which the USG moves as one to protect our nation’s intellectual treasure from the identified threat. This campaign will coordinate closely with the efforts of the White House Office of Science and Technology Policy (OSTP) and the National Science and Technology Council Joint Committee on the Research Environment (JCORE) in order to strengthen the overall security and integrity of the research enterprise.

(U//FOUO) The campaign will consolidate existing counterintelligence and investigative efforts related to this threat and connect them to related lines of effort led by OSTP, including: the gathering of information and intelligence about the threat; the administration of investigations, prosecutions, and strategic mitigations of foreign threats to the U.S. research enterprise, particularly through the PRC’s Talent Plans; the review of existing USG procedures to proactively protect US agencies and resources from being unwittingly leveraged for the benefit of foreign adversaries through malign foreign-sponsored campaigns such as the PRC’s Talent Plans; the operational implementation of messaging created through the JCORE; and the creation of educational materials to support research security training and education.

(U//FOUO) The campaign will incorporate existing lines of effort without unnecessarily assuming control of existing endeavors and will support any future legislation or executive orders related to the identified priority threat.

(U) Specific Tasks

(U//FOUO) 1) Create a common operating picture of information, intelligence, activity, and investigations for use by the USG (and, when appropriate, private sector and academic partners), then use this common operating picture to prioritize investigations and provide actionable targeting to the campaign’s operational elements.

(U//FOUO) 2) Establish interagency data-sharing agreements for this campaign to ensure the free flow of information for related activities and investigations among all campaign members. When possible, leverage existing MOUs to facilitate this process.

(U//FOUO) 3) Establish interagency investigative guidelines and processes to support the joint identification, investigation, and appropriate mitigation of activity. The processes established here would serve as the basis for future engagement on other threats, including foreign adversaries’ use of front companies, joint ventures, mergers and acquisitions, and foreign direct investment, as identified in the 2020 National Counterintelligence Strategy.

(U//FOUO) 4) Provide actionable investigative leads to the local CITFs.

(U//FOUO) 5) Utilize operational elements to implement threat-related messaging developed by JCORE to ensure the USG speaks with uniformity and clarity. This would include the identification of potential and demonstrated violations of research security, including specific examples of foreign influence, cyber attacks, theft, or espionage, for dissemination in coordination with JCORE and the Department of Justice (DOJ).

(U//FOUO) 6) Develop resources and processes to support research security training and education for relevant Federal personnel and U.S. research institutions.

(U) Leadership/Administration

(U//FOUO) The NCITF will lead the campaign with the assistance of the FBI’s China Economic Espionage Unit (CEEU) and the China Economic Espionage and Critical Infrastructure Analysis Unit (CEECIAU). Working groups will accomplish specific tasks and will be led by appropriate campaign stakeholders. The working groups will identify best-practice solutions for their assigned tasks and make recommendations to the broader membership while the NCITF, CEEU, and CEECIAU will enable these groups and provide operational cohesion.

(U//FOUO) Existing NCITF membership may need to be expanded or temporarily augmented to include grant-funding agencies and other Non Title-50 departments and agencies (NT-50s) not traditionally included in national security campaigns.

(U) Structure

(U) The campaign will consist of a Primary Coordination Group and several Task Working Groups (TWGs).

(U) Primary Coordination Group (PCG): The PCG is the central coordinating component of the campaign and will be led by the NCITF, CEEU, and CEECIAU with membership from all participating agencies. All information generated by TWGs will be provided to the PCG to maintain a unified picture of information and operations. When appropriate, the PCG will vote to determine joint courses of action. The PCG will meet quarterly to review updates from the various TWGs.

(U) PCG Members: The PCG members will liaise with their parent agencies for approval and implementation of the information provided by the PCG leadership team and will ensure appropriate representation within the PCG and TWGs.

(U) TWGs will be established at the outset of the campaign to address the identified tasks. Additional TWGs can be created if deemed necessary by the PCG.

(U//FOUO) Counterintelligence and Analytics Working Group (CAWG): This group will be led by the Department of Defense (DoD) Office of the Undersecretary of Defense for Intelligence and Security (OUSDI&S).

Required additional members will be identified by the CAWG leadership and NCITF personnel. The CAWG will leverage the analytic capabilities of all members to create a common operating picture of information, intelligence, activity, and investigations, and will develop procedures and mechanisms for sharing information about counterintelligence concerns and potential violations of research security with national security agencies, Federal funding institutions, Federal law enforcement agencies, and other relevant agencies. The CAWG will work with other campaign elements to identify information appropriate for dissemination outside the campaign after conducting a counterintelligence review. This group will also determine whether and when complex national security techniques should be applied to investigations in support of the 2020 CI Strategy. This TWG will fulfill the previously described Specific Tasks 1 and 2.

(U//FOUO) Investigative Working Group (IWG): This group will be led by the DOJ through its China Initiative. All PCG members with investigative responsibilities are necessary participants and will include (among others) the FBI and the Offices of Inspector General (OIG) of the National Science Foundation (NSF), U.S. Department of Health and Human Services, NASA, and the Department of Energy (DOE). The IWG will establish interagency investigative guidelines and processes to support the joint identification, investigation, and appropriate mitigation of the identified priority threat and will ultimately leverage the information and intelligence produced by the CAWG to provide actionable investigative leads to the local CITFs for operational mitigation. DOJ’s China Initiative will provide the necessary leadership to ensure administrative or prosecutorial solutions are available for all agencies. Investigative leads and operations will be actioned through Counterintelligence Task Forces (CITFs) whenever possible and directly through member agencies when necessary. This TWG will fulfill Specific Tasks 3 and 4.

(U//FOUO) Operational Messaging Working Group (OMWG): This group will be led by OSTP with membership from all campaign members, and will coordinate closely with JCORE. The OMWG will leverage messaging and materials created by JCORE to ensure the information provided to the public by operational campaign elements is factually accurate and complies with established USG messaging guidelines. The OMWG will also coordinate with the CAWG and the IWG to identify potential and demonstrated violations of research security, including specific examples of foreign influence, cyber attacks, theft, or espionage that are appropriate for dissemination to other USG agencies and to the U.S. public, and will coordinate with JCORE to incorporate those examples into the unified messaging materials. This group will fulfill Specific Task 5.

(U//FOUO) Research Security Education and Training Working Group (RSETWG): This group will be co-led by the National Institutes of Health and the NSF with membership from all grant-funding organizations, DoD, Department of Education, the Office of Management and Budget, DOE-OIG, and OSTP, and will coordinate closely with JCORE. The RSETWG will collaborate with the CAWG, IWG, and OMWG to identify research security threats and examples thereof; coordinate with other USG elements on research security education and training for Federal R&D funding personnel, including the identification of circumstances and behaviors that may indicate risk to research security; develop resources and mechanisms to facilitate appropriate consideration of national security risk in submission and review of grant applications; and coordinate education and training support to research institutions working to establish and operate research security programs, including elements of counterintelligence awareness, cyber security, foreign travel security, insider threat awareness and identification, and, as appropriate, export control training.



(U) Glossary

(U) DOJ’s China Initiative – Strategic initiative to counter national security threats from China including prosecuting those engaged in trade secret theft, hacking and economic espionage.  The initiative also seeks to protect critical infrastructure from external threats through foreign direct investment and supply chain compromise and to combat covert efforts to influence the American public and policymakers without proper transparency.

(U) JCORE – Joint Committee on the Research Environment. Established by the National Science and Technology Council in May 2019 in order to, among other things, strengthen the security of America’s Science & Technology enterprise.

(U) NT-50 – Departments and agencies not listed among the Intelligence Community in Title 50 of the U.S. Code or Executive Order 12333.

(U) Operational campaign elements – any element executing the actions of this campaign, including the CAWG, IWG, NCITF, CITFs and member agency personnel. 
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02 September 2020 


China’s People’s Liberation Army (PLA) Continues to Abuse 
US Intellectual Freedom to Advance Its Military Capabilities 


Summary 


The FBI’s Counterintelligence Division prepared this bulletin to inform academia, specifically 
faculty and administration at US universities, regarding the People’s Republic of China’s (PRC) 
information collection activities targeting intellectual property, sensitive information, and 
research at US academic institutions. 


Recent criminal prosecutions clearly demonstrate that the PRC is exploiting visa programs to 
covertly send its military officials to the United States posing as visiting scholars or students to 
collect information. The FBI is urging US academic institutions to become aware of the threat and 
remain vigilant of foreign adversaries’ ulterior motive(s) while continuing to ensure an exchange 
of ideas in an open and transparent environment. Following are some recent case examples. 


Details 


Ye Yanqing is a PRC People’s Liberation Army (PLA) officer who lied about her PLA connection on 
her visa application to get into a Boston area university as a visiting scholar from 2017 to 2019 
researching knowledge graph construction, analysis, and application based on data mining. 
Being enrolled at the university allowed her access to US military websites, research data, and 
personal information of experts in the field, information that she routinely sent to her contacts in 
China. Ye also gave her university user name and password to military colleagues in China for 
them to use. Additionally, Ye used her US research to advance her Ph.D. studies at the PRC’s 
National University of Defense Technology, a military academy responsible for modernizing 
China’s military and designing advanced weapons. Ye was able to return to China in 2019 before 
US authorities could arrest her for acting as an agent of a foreign government, visa fraud, 
conspiracy, and making false statements.i 


Xin Wang allegedly was still working for a PLA lab when he entered the United States in March 
2019 for the stated purpose of conducting research at a northern California university, but he 
claimed on his visa application that his employment with the PLA had ended in 2016. Wang was 
tasked to replicate the layout of the university’s lab in China, and he admitted to reproducing 
some of the university lab’s work—which was funded by the National Institutes of Health and the 
US Department of Health and Human Services—at the lab in China. The FBI arrested Wang in 
June 2020 for visa fraud.ii 


Juan Tang, according to the criminal complaint charging her with visa fraud, answered “No” on 
her visa application to the question, “Have you ever served in the military?” and entered the 
United States in December 2019 to conduct research at a California university. As set forth in 
the complaint, the FBI found photos of Tang in two different PLA Air Force (PLAAF) uniforms and 
references to her current employment with a PLAAF medical university. Tang sought refuge at the 
PRC consulate in San Francisco in July 2020 but was taken into custody shortly afterward.iii 


Chen Song, according to the criminal complaint charging her with visa fraud, lied on her J-1 visa 
application in response to the question, “Have you ever served in the military?” She allegedly 
responded that she had previously served in the PLA but separated in 2011 and that she is 
currently a neurologist employed by a non-military-affiliated hospital in China coming to the 
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United States to conduct brain disease research at a northern California university. An affidavit 
supporting the complaint alleges that these were lies, having identified research articles she co-
authored describing her as affiliated with PLAAF institutions and a website with a photo of her in 
what appears to be a PRC military uniform well after 2011. Also according to the affidavit, a 
search of Song’s external hard drive turned up a deleted letter from Song to the PRC consulate in 
New York explaining her one-year extension in the United States. She stated in the letter that the 
hospital in China listed as her employer is a false front and that she could not transmit her 
military approval documents via the Internet because they are classified. The FBI arrested Song 
in July 2020.iv 


Kaikai Zhao was a graduate student at a university in Indiana studying machine learning and 
artificial intelligence. According to the criminal complaint charging him with visa fraud, Zhao lied 
on his F-1 visa application when he responded “No” to the question, “Have you ever served in 
the military?” Zhao allegedly served in the PLA’s National University of Defense Technology and 
attended the Aviation University of the Air Force (AUAF). The AUAF is the PRC’s equivalent of the 
US Air Force Academy, in which students are active military service members who receive military 
training while conducting their studies. According to the complaint, the FBI also located an online 
photo of Zhao wearing a PLAAF uniform. The FBI arrested Zhao in July 2020.v 


Potential Indicators 


These cases demonstrate the PLA’s willingness to lie and omit affiliation on their academic 
applications in order to obtain access to programs of interest. Universities and research 
organizations should remain vigilant against foreign adversaries’ ulterior motive(s), working with their 
local FBI offices for guidance as they conduct appropriate due diligence in making hiring and 
admissions decisions. 


Some potential indicators of someone hiding his or her affiliation or intentions are: 


• Failing to disclose funding from China for scholarships or projects 
• Trying to obtain sensitive information from research projects outside of their expertise 
• Attempting to circumvent security protocols or use credentials of other students/employees 
• Claimed affiliation with a foreign institute or school that is very new without established 


credentials 
• Taking sensitive information home without authorization 


What is sensitive information? Sensitive information can include many things, such as pre-
publication research data, prototypes or blueprints, provisional patent application data, software and 
source codes, confidential research notes, products or data that are export controlled, and 
proprietary materials shared under the guise of research partnerships. Other types of sensitive 
information include classified US Government information handled under government grants or 
contracts and reports on US Government foreign policy plans or intentions. Even the physical layout 
of a laboratory or a list of equipment in a laboratory can be sensitive information. 


Risk Mitigation Strategies 


These cases represent just a small part of the PRC’s increased efforts to take advantage of the 
openness of universities in the United States to strengthen its military. Academic institutions can 
take steps—such as conducting a compliance review; training faculty, staff, and students; and 
engaging with the FBI—to help minimize the risks to our national security through theft of intellectual 
property and trade secrets by foreign adversaries. 


In 2020, the Association of American Universities (AAU) and the Association of Public and Land-grant 
Universities (APLU), in collaboration with the Council on Governmental Relations (COGR), updated 
recommendations for universities and research organizations to address risks from foreign 
government influence. COGR also produced a report that helps institutions assess potential research 
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security risks and develop strategies for mitigation. A link to the full report may be found in the 
“Resources” section of this bulletin. The following risk mitigation strategies are taken from those 
recommendations. 


• Build awareness and communicate. 
• Train faculty, students, and visiting researchers. 
• Interact with federal security and intelligence agencies. 
• Protect electronic data. 
• Protect intellectual property and use technology control plans. 
• Review collaborations, contracts, and foreign gifts. 
• Review, update, and enforce conflict-of-interest policies. 
• Develop international travel policies. 
• Build a program to securely vet and host foreign visitors. 
• Strengthen policies and programs to ensure full compliance with export control 


requirements. 


Resources 


AAU and APLU risk mitigation strategies for universities: University Actions to Address Concerns 
about Security Threats and Undue Foreign Government Influence on Campus 


COGR “Framework for Review of Individual Global Engagements in Academic Research” 


Effective practices for developing a foreign visitor program are available at the Academic Security & 
Counter Exploitation Program at Texas A&M University. 


Additional information regarding the PRC’s economic espionage efforts and their Military-Civil Fusion 
plan can be found at https://www.fbi.gov/investigate/counterintelligence/the-china-threat and 
https://www.state.gov/military-civil-fusion. 


Contact 


If you become aware of any misuse of institutional resources that may violate US laws, or if you have 
any requests or questions, please contact your local FBI Field Office: https://www.fbi.gov/contact-
us/field-offices or email Academia@FBI.Gov. 


i DOJ | Press Release | “Harvard University Professor and Two Chinese Nationals Charged in Three Separate China Related Cases” | 
https://www.justice.gov/opa/pr/harvard-university-professor-and-two-chinese-nationals-charged-three-separate-china-related  
ii DOJ | Press Release | “Researchers Charged with Visa Fraud After Lying About Their Work for China’s People’s Liberation Army” | 
https://www.justice.gov/opa/pr/researchers-charged-visa-fraud-after-lying-about-their-work-china-s-people-s-liberation-army  
iii DOJ | Press Release | “Statement on the arrest of Juan Tang” | https://www.justice.gov/usao-edca/pr/statement-arrest-juan-tang 
iv DOJ | Press Release | “Researchers Charged with Visa Fraud After Lying About Their Work for China’s People’s Liberation Army” | 
https://www.justice.gov/opa/pr/researchers-charged-visa-fraud-after-lying-about-their-work-china-s-people-s-liberation-army 
v Ibid 


                                                           



https://www.aau.edu/sites/default/files/AAU-Files/Key-Issues/Science-Security/2020-Effective-Science-Security-Practices-Summary.pdf

https://www.aau.edu/sites/default/files/AAU-Files/Key-Issues/Science-Security/2020-Effective-Science-Security-Practices-Summary.pdf

https://www.cogr.edu/sites/default/files/COGR%20Framework%20Formatted%2001142020.pdf

https://rso.tamus.edu/home/asce/

https://rso.tamus.edu/home/asce/

https://www.fbi.gov/investigate/counterintelligence/the-china-threat

https://www.state.gov/military-civil-fusion

https://www.fbi.gov/contact-us/field-offices

https://www.fbi.gov/contact-us/field-offices

mailto:Academia@FBI.Gov

https://www.justice.gov/opa/pr/harvard-university-professor-and-two-chinese-nationals-charged-three-separate-china-related

https://www.justice.gov/opa/pr/researchers-charged-visa-fraud-after-lying-about-their-work-china-s-people-s-liberation-army

https://www.justice.gov/usao-edca/pr/statement-arrest-juan-tang

https://www.justice.gov/opa/pr/researchers-charged-visa-fraud-after-lying-about-their-work-china-s-people-s-liberation-army
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C O U N T E R I N T E L L I G E N C E  


S T R A T E G I C  P A R T N E R S H I P  


I N T E L L I G E N C E  N O T E  ( S P I N )  


( U )   I N T R O D U C T I O N   


(U) Chinese Talent Programs are a vital part of Chinese industry. Talent programs recruit 


experts to fill technical jobs that drive innovation and growth in China’s economy.  Na-


tional, provincial, and municipal talent recruitment programs provide opportunities for 


experts to work in industry and academic organizations supporting key areas deemed criti-


cal to China’s development. The talent programs recruit experts globally from businesses, 


industry, and universities with multiple incentives to work in China. Associating with these 


talent programs is legal and breaks no laws; however, individuals who agree to the Chi-


nese terms must understand what is and is not legal under US law when sharing informa-


tion. A simple download of intellectual property (IP) or proprietary information has the po-


tential to become criminal activity. 


(U//FOUO)  The large number of foreign students, researchers, scientists, and professionals in the United States, combined 


with current technological capabilities, allows foreign governments to contact and recruit individuals with the hopes to acquire 


advanced technology without research costs.  While the majority of the population are law abiding individuals, anyone has the 


capability to acquire information.  The theft of information can come from current or former employees, business partners, 


consultants, contractors, temporary hires, foreign agents, suppliers, or even vendors who have access to proprietary informa-


tion. 


(U)  Recruiting these individuals allows China to: 


 (U//FOUO)  Gain access to research and expertise for cutting edge technology 


 (U//FOUO)  Benefit from years of scientific research conducted in the United States supported by US Govern-


ment grants and private funding 


   (U//FOUO)  Severely impact the US economy. 


(U)  The goal of this SPIN is to provide an overview of the potential threats posed by the Chinese Talent Programs. 


(U)  Chinese Talent Programs 


( U )   C H I N A ’ S  T W E L F T H  F I V E - Y E A R  P L A N  


(U//FOUO)  China’s National People’s Congress approved a new national development program that will last for the next five  


years.  These Five-Year Plans emphasize higher quality growth by determining themes and targets to ensure long-term pros-


perity.  China is currently on its Twelfth “Five-Year Plan” covering 2011 to 2015, which focuses on the following: 


1. New Energy:  Nuclear, wind, and solar power 


2. Energy Conservation and environmental protection:  Energy reduction targets 


3.    Biotechnology:  Drugs and medical devices 


4.    New Materials:  Rare earths and high-end semiconductors 


5.    New Information Technology:  Broadband networks, Internet security infrastructure, and network convergence 


6.    High-end equipment manufacturing:  Aerospace and telecom equipment 


7. Clean energy vehicles 


(U)  Among the plan’s goals is the transformation of China from a manufacturing hub to a world leader in innovation, which will 


be partly met by an increase in highly skilled workers from 114 million to 180 million by 2020.  Additionally, the Chinese Gov-


ernment spending on talent development is expected to increase from 10.75 percent of the country’s gross domestic product 


(GDP) to 15 percent by 2020, which is approximately $1.3 trillion based on the 2014 China GDP.  China’s talent development 


program acts as a vehicle to achieve the Five Year Plan’s goals. 
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( U )   H U N D R E D  T A L E N T S  P R O G R A M  


(U//FOUO)  The Hundred Talents Program was launched in 1994 and was China's first overseas-


oriented program to recruit high-level talent.  The program is exclusively designed for cultivating scien-


tific research personnel at CAS and focuses on attracting a younger talent pool.  


(U//FOUO)  The primary goal of the program is to cultivate a group of leaders in their areas of spe-


cialty to work at various CAS organizations.  Although focused on recruiting overseas Chinese, the 


Hundred Talents Program will accept applicants who are currently in China.  These domestic-based 


applicants must demonstrate internationally-recognized expertise.  Most of the Hundred Talents se-


lectees have become "chief scientists" of various 973 Program (National Basic Research Program) 


projects; "responsible persons" on 863 Program (National High Technology R&D Program) projects; associated with Project 


111, which recruits the world’s top researchers and scholars regardless of nationality or ethnic origin to work with Chinese 


universities; directors of state key laboratories or CAS key laboratories; or have taken high-level leadership positions within 


CAS institutes or offices.  Selectees of this program are given 600,000 RMB (about $99,000) for resettlement costs and two 


million RMB (about $330,000) in startup funding for research. 


( U )   T H O U S A N D  T A L E N T S  P R O G R A M  


(U//FOUO)  China’s most prominent national talent recruitment program is the 


“Recruitment Program of Global Experts,” which is commonly known as the Thousand 


Talents Program.  It focuses on identifying key national-level organizations and associ-


ated personnel involved in implementation and management. 


(U)  Its  goal is to recruit ethnic Chinese experts from Western universities, research cen-


ters, and private companies to boost China’s national capabilities in the science and 


technology (S&T) fields and to move China forward as an innovative nation.  The pro-


gram also implemented sub-programs for both young and foreign (non-ethnic Chinese) 


experts. 


(U//FOUO)  Originally, this program had a five-to-ten year goal of recruiting 2,000 profes-


sionals worldwide who could lead innovation and pioneering work in key technologies, 


and promote the development of emerging industries.  However, this program expanded 


its scope -- recruiting far more than the initial goal of 2,000 individuals -- and extended 


its life through at least 2020.  


(U)  In order to be eligible as a candidate for the Thousand Talents Program, an individual must be in a field of study the Chi-


nese Academy of Science (CAS) deems critical or meet the following criteria: 


· (U)  Expert or scholar with full professorship in a prestigious foreign university or research and development (R&D) insti-


tute 


· (U)  Technical managerial professional in a senior position at an internationally known company or financial institution 


· (U)  Entrepreneur holding IP rights or key technologies and possesses overseas experience 


( U )   O T H E R  T A L E N T S  P R O G R A M S  


(U//FOUO)  The Innovative Talent Promotion Program is another Chinese Government-sponsored program.  This program's 


ultimate goal is to create a cadre of world-class scientists and entrepreneurs who will lead technological innovation and allow 


China to compete internationally in S&T and strategic emerging industries.  


(U//FOUO)  The Thousand Youth Talents Program for Distinguished Young Scholars is a development program for young tal-


ent.  Top candidates are sent to first-class universities overseas to study.  These individuals are groomed into business profes-


sionals needed for the future development of China.   


(U//FOUO)  Lastly, there are programs that seek to develop entrepreneurial talent by focusing on building an internationally 


competitive corporate management cadre.  The program plans to cultivate entrepreneurs with "world foresight, strategic think-


ing, pioneering spirit, and operating capability," and it sets a goal of having 10,000 talented personnel in management who 


have expertise in strategic planning, capital management, human resources management, finance and accounting, law, etc.  
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( U )   T H R E A T  T O  U S  B U S I N E S S  A N D  U N I V E R S I T I E S  


(U//FOUO)  Chinese Talent Programs pose a serious threat to US businesses and universities 


through economic espionage and theft of IP.  The different programs focus on specific fields 


deemed critical to China, to boost China’s national capability in S&T fields.  These subject mat-


ter experts often are not required to sign non-disclosure agreements with US entities, which 


could result in lost of unprotected information that jeopardizes contracts or research funding.  


One of the greatest threats toward these experts is transferring or transporting proprietary, 


classified, or export-controlled information, or IP, which can lead to criminal charges.  


(U//FOUO)  The threat not only targets businesses or universities but potentially targets the 


researchers or scientists themselves.  The technology researched or developed not only costs 


millions of dollars but costs years, if not decades to develop.  Additionally, the theft of informa-


tion or IP creates a risk that someone else could take credit for the researcher’s efforts.  The 


information stolen can be recreated, resold or claimed by others, which in turn will cost the 


originator creditability and potential funding for future endeavors.   


(U)  Theft of intellectual property is an increasing threat to organizations and can go unnoticed 


for months or even years.  In today’s society, technology affords easier access to every aspect 


of academia and business.  Some of these tools have become effective for recruiting, such as 


social media.  Social media websites often display large amounts of personal data, such as 


who an individual works for, phone numbers, known associates, previous jobs, and locations.  


Additionally, websites like LinkedIn have full resumes, detailing the history of an individual’s 


achievements and accomplishments. 


(U)  The FBI assesses each year the United States loses billions of dollars due to technology 


transfer.  While it is important to conduct collaborative research, it is vital for the survival of US 


businesses and universities that they protect their information and mitigate lost or stolen in-


formation. 


( U )   M E D I C A L  C E N T E R  O F  W I S C O N S I N  


(U)  Zhao, J.  Hua — (DPOB: 1971, China)  In February 2013, Zhao, a research assistant at Medical 


College of Wisconsin (MCOW) under Professor Marshall Anderson, stole three vials of C-25, a com-


pound patented by Anderson and used in his cancer research.  Security footage examined during an 


internal investigation revealed Zhao entering Anderson’s office and leaving shortly after.    


(U)  Zhao was reprimanded previously for placing laboratory data on his personal computer.  The in-


ternal investigation found research data on C-25. Zhao claimed the data would be used to conduct 


further studies at Zhejiang University. 


 He was ordered to remove the data from his computer and place it on an MCOW computer.  Addi-


tionally, MCOW discovered a posting by Zhao on an Internet site called Researchgate indicating he 


discovered a cancer fighting compound he wanted to bring back to China.   


(U)  In March 2013, Zhao was arrested. In addition to the 384 files found on Zhao’s personal com-


puter relating to Anderson’s research was an application to the National Natural Science Foundation of China that provides 


funding for many talent programs and to a Chinese foundation claiming he invented C-25 and requesting funding for addi-


tional research.  This application was an exact translation of the grant application written by Professor Anderson several years 


earlier. It was also determined that Zhao accessed his MCOW computer remotely on the day he was suspended and at-


tempted to delete the files he stole relating to C-25.  Zhao was convicted to time served in August 2013. 


(U//FOUO)  Zhao had a previous history of disregarding the appropriate handling of university property and had full access to 


Professor Anderson’s lab.  His access allowed him the ability to walk in and out of the lab at his own discretion to steal the 


vials of C-25 and laboratory data.  Had C-25 not been patented by Anderson, Zhao could have claimed and patented the can-


cer-fighting compound for himself.  Additionally, Zhao’s LinkedIn profile indicated he held a position at Zhejiang University, 


which has ties to the Thousand Talent Program. 


(U)  Areas of Interest for 


Recruitment: 


 Information Technology 


 Biotechnology 


 Aerospace 


 Materials & 


Manufacturing 


 Sensors & Optics 


 Energy & Environment 


 Basic Sciences 
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( U )   H O W  T O  P R O T E C T  Y O U R  O R G A N I Z A T I O N  


(U)  The first step to protecting your business or university is to identify the threat.  


 Who would benefit from your information, processes, or strategies?  


 Who are your competitors?  


 Have individuals been unusually interested in what you do?   


(U)  The next step is to identify proprietary or trade secrets or IP.  This includes, but is not lim-


ited to the manufacturing process, financial information, list of suppliers and customers, chemi-


cal formulas, marketing strategies, and R&D data.  By understanding the threat and your busi-


ness or university’s critical technologies, it can help you identify methods in which they can be 


easily stolen.  Theft, bribery, espionage, blackmail, hacking, and electronic intercepts are just 


some of the different methods individuals may use to steal trade secrets. 


 (U)  Have professors, students, and employees sign non-disclosure agreements. 


 (U)  Identify foreign personnel who are sponsored by professors/employees. 


 (U)  Understand agreements between international organizations and US businesses and universities. 


 (U)  Identify and label or mark IP or sensitive data that is most important to US businesses and universities. 


 (U)  Identify methods in which professors and employees are contacted (for example, e-mail, social media, conferences) 


and educate them on what solicitation looks like. 


 (U)  Report any incidents or concerns to your security office and local FBI field office.  


( U )   D U K E  U N I V E R S I T Y  


(U)  Liu, Ruopeng – (DPOB: 1983, China)  In 2006, Liu, a graduate student at Duke University, worked 


in the laboratory a US researcher studying metamaterials.  Liu had full access to the researcher’s lab, 


which conducted basic and fundamental research.  While working for this researcher, Liu arranged 


meetings between the researcher’s lab and Cui Tie Jun, a Chinese program manager associated with 


Project 111 (focused on basic science and advanced technology by recruiting the best international 


experts to China to study from).  The idea behind this connection was to share ideas, however, the US 


researcher eventually realized most of the ideas were coming from his lab.  


(U)  Over the next few years, he discovered pictures and information related to his research used to 


market a business started by the Liu.  The business originally seemed plausible to him, because he 


knew Liu was applying for positions with Massachusetts Institute of Technology, which tends to favor 


faculty members who also have an entrepreneurial bent.  The information marketed by Liu attracted a Chinese technology 


company.  Additionally, Liu invited two Chinese visitors associated with CUI’s lab from Southeast University to visit the lab.  The 


visitors took photographs of all the equipment in the lab, including the make and model, which in turn were used to reproduce 


the lab in China. 


(U)  In 2009, the US researcher received a book entitled Metamaterials:  Theory, Design, and Applications by Cui, Liu, and the 


researcher that was published in the United States.  Unknowingly, the researcher had in fact signed off on some forms and 


received multiple e-mails regarding the book by relying on Liu’s interpretation.  At the same time, Liu, Cui, and another Chi-


nese individual collaborated on a research idea based on a paper regarding carpet-cloak theory later published in 2009 in an 


issue of Science.  Located in the article is a footnote acknowledging the support from Innovation Technology, National Science 


Foundation, National Basic Research Program (973) of China, Natural Science Foundation of Jiangsu Province, and Project 


111. 


(U)  While the researcher’s lab does not conduct restricted research, it receives funding from the US Department of Defense 


and US Intelligence Community.  Since the research was not restricted, there were no rules against or restrictions on the lab’s 


collaborative research efforts.  Liu did not have to sign a non-disclosure agreement.  Liu moved back to China after the re-


searcher retracted his recommendation for Liu’s employment at Princeton with Dr. Stephen Chou, the head of the nanotech-


nology laboratory.  Liu has reportedly established a research institution in Shenzhen. 


(U//FOUO)  By convincing the US researcher to collaborate with Cui, Liu was able to freely share information and invite visitors 


to the lab.  Although this was not restricted research, the metamaterials research could have both military and civilian applica-


tions.  The US researcher risked his research by allowing visitors to come into his lab without personally looking at their back-


ground and being too trusting of his scientific relationship with Liu.   
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(U) If you wonder about the safety of your research or intellectual property, or the legality of your interactions with China, ask 


yourself the following questions. If any of the answers concern you, or you would like additional information, please contact 


your local FBI Strategic Partnership Coordinator or FBI field office. 


 


 (U)  Do you collaborate with anyone who is currently in China? 


 


 (U)  Do you have any publications?  If so, in which journals and with whom?  Which institutions are they associated with? 


 


 (U)  What type of funding do you have to conduct your research?  Where do you obtain your funding? 


 


 (U)  Do you belong to any professional societies?  If so, which ones and where are the based? 


 


 (U)  Do you travel regularly to China?  Is it for business or pleasure or both?  How long do you stay in China during these 


trips?  Are you working with anyone in China on your research during this time ? 


 


 (U)  How do you maintain contact with your laboratory in the United States while in China?  Do you contact it via computer 


(login to laboratory site)?  


 


 (U)  Do you plan to return to China permanently?  What will you do for employment? 


 


 (U)  Where did you attend school?  What type of degrees did you earn?  How did you apply for a fellowship, post-doctoral 


position, guest researcher or other employment with your current employer?  Did someone you know refer you to this lab, 


university, or principal investigator? 


 


 (U)  What type of research do you conduct?  What are the applications of this research?  Do you expect to get a patent 


from this research? 


 


 (U)  With whom are you working at your laboratory?  Do you collaborate with individuals from other research institutions in 


the United States or abroad? 


(U)  KPMG; China’s 12th Five-Year Plan:  Overview; 2011; http://www.kpmg.com/CN/en/IssuesAndInsights/


ArticlesPublications/Documents/China-12th-Five-Year-Plan-Overview-201104.pdf; accessed 04 March 2015. 


(U)  Online Article; Chinese Academy of Science:  Thousand Talents Program; 2012; http://english.ucas.ac.cn/JoinUs/Pages/


default.aspx; accessed 04 September 2014. 


(U)  OSC Analysis 14-024; accessed 06 March 2015. 


(U)  Wang, Huiyao; China’s National Talent Plan:  Key Measures and Objectives; 2010; http://www.brookings.edu/research/


papers/2010/11/23-china-talent-wang; accessed 06 March 2015. 


(U)  Robertson, John; Investigating Intellectual Property Crime; 2010; https://intranet.fbinet.fbi/ccrsb/CyD-old/CCS/CCU-3/


CCTF_Document_Library/2010%20CCTF%20Conference%20Presentation%20Materials/IPR%20Presentation.ppt; accessed 


09 March 2015. 


Sources 


This product was prepared by the FBI Strategic Partnership Unit (CD-4F).  Please provide any questions or comments to your 


local Strategic Partnership Coordinator (SPC) or CD-4F at Strategic_Partnerships@ic.fbi.gov.  



https://intranet.fbinet.fbi/ccrsb/CyD-old/CCS/CCU-3/CCTF_Document_Library/2010%20CCTF%20Conference%20Presentation%20Materials/IPR%20Presentation.ppt

https://intranet.fbinet.fbi/ccrsb/CyD-old/CCS/CCU-3/CCTF_Document_Library/2010%20CCTF%20Conference%20Presentation%20Materials/IPR%20Presentation.ppt
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DEPARTMENT OF VETERANS AFFAIRS  


DocuSign Request for Research Studies – 09/08/2020 


DocuSign Request for Research Studies
***Limited to COVID-19 Studies


DATE:  


PI Name:  


PI Email:


PI Phone Number:


Study Point of Contact Email:


VA Institution:  


Name of Study:


COVID-19 Related:  Yes        No


Due to workload, DocuSIgn cannot be used for projects expected to recruit <100 patients. 


     Number of Subjects Expected to Sign Consent Forms: 


Is the Informed Consent and/or HIPAA Authorization already approved by an IRB? 


Yes        No


Comments: 


When completed, submit this form via email to: VHACOORDregulatory@va.gov with the 


subject line "DocuSign Request".  Once reviewed, you will receive an email with 


further instructions.





		Date2_af_date: 

		PI Name: 

		VA Institution: 

		Name of Study: 

		Email Address: 

		Phone Number: 

		Estimated Consent: 

		Reset Form: 

		Comments: 

		POC Email: 

		Yes: Off

		No: Off

		Yes2: Off

		No2: Off
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[bookmark: _GoBack]REQUEST FOR FUNDING FOR VIRTUAL FIELD-BASED MEETINGS TO SUPPORT THE VA RESPONSE TO THE COVID-19 PANDEMIC



BLRD is accepting requests for funding for virtual field-based meetings with the following requirements:

· The request must come from a VA investigator who is currently funded as PI by BLRD or has had BLRD funding that ended after September 30, 2019.

· The field-based meeting must be conducted virtually. Ideally, the meeting should occur as soon as possible to maximize relevancy. However, approval may be requested for meeting to occur after March 31, 2021.

· Each meeting must result in the development of a translational roadmap laying out the research path forward. The planned translational roadmap should be published (publication costs up to $3,000 may be requested separately at the time of publication).

· The highest priority will be given to proposals submitted by VA investigators with COVID-19-related proposals that have already been selected for funding. 

· The planned meeting must address an area of high importance for the health of Veterans including but not limited to: models of SARS-CoV-2 infection, the pathophysiology of SARS-CoV-2 infection including pulmonary involvement and involvement of organs other than the lungs, the immune response to SARS-CoV-2 (innate, humoral and cellular), the effects of diabetes, obesity, age and other comorbidities on susceptibility and severity, development of prevention strategies and treatments for the infection and its complications and the development of improved methods of virus surveillance and disinfection relevant to VA medical facilities.

· This funding opportunity solicits 2 types of meetings: 

1. Meetings that bring together researchers with a current COVID-related research award and 

2. Meetings to plan a future submission of a collaborative merit application. 

· For meetings for currently funded COVID-related researchers: if an on-going collaboration of 3 or more COVID-related researchers is initiated, a $50,000 annual administrative supplement may be requested. To request the supplement, the investigators must submit the roadmap, a brief summary of the collaborative effort, and a use and justification for the additional funds. 

· For meetings to plan a future submission of a collaborative merit application, an annual $50,000 administrative supplement be awarded after positive review and award of at least 3 collaborative merit applications. Please see BX-20-007, BLRD and CSRD Collaborative Merit Review Award (BCCMA) (I01), for more information. 

· The request for a field-based meeting must be submitted through the local research office. Stations are discouraged from submitting multiple requests.

· The proposed meeting should be at least 50% VA investigators with non-VA investigators included with specific relevant expertise.

· No more than 30% of the proposed attendees may come from one station.

· Meeting costs must be under $10,000.  

· Requestors are responsible for all planning and logistics.

· A final report of meeting conclusions and accomplishments must be submitted to BLRD within 45 days of the meeting.



Each funded proposal will be assigned to a BLRD Program Manager who will attend the meeting 

	with costs being borne by BLRD, not the meeting funding.



Interested parties must submit:

· a 1-2 page proposal including

1. Principal Investigator (must be a VA funded PI)

2. Point of contact (if other than the PI)

3. Designated meeting planner (who is specifically assigned to work on meeting planning and execution) 

4. Meeting Title

5. Goals of meeting (must be focused on the development of translational roadmap)

6. Participant list

7. Virtual platform and estimated timing

· an itemized budget for the funds requested using the attached spreadsheet

1. No more than 10% of the award should be for support personnel

· a justification for each item requested 



Proposals must be submitted to the mailbox vhablrd-csrd@va.gov with the subject line “BLRD Meeting proposal” by October 16, 2020.  

When considering the request, keep in mind that all funds received:

· must be obligated March 31, 2021 unless approval for a later meeting has been received and 

· cannot be carried over into FY 2022.  



Field based meeting funds may be used for:

· Salaries, consultant services, and IPAs of personnel supporting meeting activities.

· Virtual meeting expenses.



Do not include:

· Requests that require hiring of personnel not yet identified.

· Requests that require use of funds after March 31, 2021.

· Funds for refreshments or for meals. 



Proposals will be reviewed administratively for responsiveness and feasibility.



Funding notifications will be sent out before October 31, 2020.



Funds will not be transferred to the station until BLRD Central Office receives a final meeting budget and notification of any required meeting approvals.



Program Point of Contact: Christopher Bever, MD, MBA, Director, BLRD at Christopher.Bever@va.gov,



Thank you, BLRD
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Maria Souden, MSI, PhD 
HSR&D VIReC Principal Investigator & Acting Director  
OEHRM QSV Research Workgroup Co-chair 
ORD Strategic Initiative for Research & EHR Synergy (OSIRES) Chair 
maria.souden@va.gov 


Research & EHRM Field Update – 13 August 2020       


Millennium EHR Deployment News 


• EHR Modernization activities have resumed following VHA COVID pause. Cerner’s Centralized Scheduling Solution (CSS) will 
implement the week of 8/24 in Columbus as a stand-alone adjunct to VistA/CPRS. Mann-Grandstaff (Spokane) will still be 
the first VAMC to implement the full Millennium EHR, expected to go live in late October with capability set 1.1.  


• The rollout schedule is being adjusted to allow smaller, lower complexity sites to go live with the initial capability set 
(known as CS 1.1). The precise rollout order has yet to be determined, but after Spokane goes live, deployment schedule 
will likely continue in VISN 20 for similar size/complexity VAMCs (e.g., Walla Walla, White City). Simultaneously throughout 
2021, full EHR deployment will begin in similar VISN 10 VAMCs, a change from the initial schedule.  


• Puget Sound is still expected to be the first major Research site to go live, approximately eight months after activity there 
can resume following the COVID pause, not anticipated before Fall 2021. Similarly large and high complexity sites, such as 
Portland in VISN 20, or Cleveland and Ann Arbor in VISN 10, will be likely to follow Puget Sound in the rollout order.   


Research Workgroup Activities 


• Within the next several weeks, a Cerner contract task order is expected to be signed off on that creates official contractual 
commitments for a Research Transition Strategy. Cerner experts will work with the Research Workgroup to create plans for 
mitigation and deployment at local sites, national solutions for the effective use of EHR data, and longer term strategy for 
Research innovation using the Cerner EHR. 


• The Current State Impact team in Seattle is working with Cerner on PowerTrials configuration for Research in preparation 
for Puget Sound Go-Live. We are also working to define and support requirements for research-specific Millennium access, 
roles, functionality, and training.  


• The field is encouraged to engage with the Research and EHRM Update slide deck from the VIReC SharePoint to continue to 
identify additional impacts and risks to ongoing and planned studies.  We are still assembling use cases and high-risk 
scenarios. If you have studies that will be using VISN 20 or VISN 10 CDW data in FY21 or that require complex interactions 
with the EHR, contact us at ResearchEHRM@va.gov.  


Millennium-Originated Data News (Data Syndication from the Cerner EHR) 


• CDW Work2 will be populated with Millennium-generated data from the initial Go-Live sites and provisioned by VINCI IT 
Data Managers on a limited basis as a stopgap for projects with an immediate need and a Millennium-trained analyst. CDW 
Work3, the converged model containing both VistA- and Millennium-sourced data, will be available soon after go-live and 
utilizes the current CDW domain model.  


• OEHRM technical teams are making progress on transformations necessary for data syndication and mapping to CDW. Visit 
the BISL DIRA Knowledge Share site to see the latest Data Syndication Strategy, Data Migration documentation, and Data 
Mapping progress. VIReC is in the process of curating available knowledge resources, developing early guidance, and 
creating documentation for understanding and using Millennium-generated data. 


• Data users are advised to check out the Syndicated Data Bits sessions on Fridays, 12-1 Eastern time for information about 
both data models and accessing practice data in the evolving structures. Go to the BISL CDW training announcements page 
for schedule and join links, or to subscribe to training notifications. Session recordings are available here. 


• Limited training opportunities in Millennium data are available for those with a critical and immediate need to access VISN 
20 and VISN 10 data in FY21. We are looking for talented programmer analysts with CDW experience and good 
communication skills to participate in CDW Work2 pilot training. Contact maria.souden@va.gov with interest. 


• The Research Workgroup is looking for subject matter experts with expertise in operationalizing research questions with 
CDW and other VA data to help vet data mapping decisions between Vista and Millennium. Contact maria.souden@va.gov 
with interest. 


 



mailto:maria.souden@va.gov

https://dvagov.sharepoint.com/:p:/r/sites/vhahin/svc/research/virec/Shared%20Documents/Research_EHRM_FieldUpdate_May2020.pptx?d=wc40047e4f0f8400881360614afe72fc0&csf=1&web=1&e=soFNrd

mailto:ResearchEHRM@va.gov

https://vaww.cdw.va.gov/sites/EHRMDataIntegration/DIRAKnowledgeShare/OEHRM%20DMM-DSYN%20Documents/Data%20Syndication/Data%20Syndication%20Training/Data%20Syndication%20Training%20Recordings/03272020%20-%20VA%20EHRM%20Syndicated%20Data%20Bits.mp4

https://vaww.cdw.va.gov/support/SitePages/TrainingAnnouncements.aspx

https://vaww.cdw.va.gov/sites/EHRMDataIntegration/DIRAKnowledgeShare/OEHRM%20DMM-DSYN%20Documents/Forms/AllItems.aspx?RootFolder=/sites/EHRMDataIntegration/DIRAKnowledgeShare/OEHRM%20DMM-DSYN%20Documents/Data%20Syndication/Data%20Syndication%20Training/Data%20Syndication%20Training%20Recordings&FolderCTID=0x012000F4C3E28F21E21F498BAAE0600DFF9A7A&View=%7b1FC18E27-AC26-491C-B504-8F014E61D020%7d

mailto:maria.souden@va.gov;%20chandrea.culbreath@va.gov?subject=Millennium%20Fundamentals%20Training

mailto:maria.souden@va.gov;%20chandrea.culbreath@va.gov?subject=Millennium%20Fundamentals%20Training
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